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W e dedicate this book to the millions of people who have worked to fight
oppression throughout history. Special thanks to the members of CASPIAN
who recognized the RFID threat and helped us sound the alarm.

This book would have been impossible without the love and support of our
husbands and children. Thank you for tolerating the late nights and marginal
dinners. We’ll make it up to you. And special thanks to our mothers who taught
us to believe in ourselves and stand up for what’s right, even when it meant
breaking ranks with our peers. You're every bit a part of this book, and it
couldn’t have been written without you.

Love,
Katherine and Liz
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We all want progress . . . [but] if you're on the wrong road, progress means doing
an about-turn and walking back to the right road; and in that case, the man who
turns back soonest is the most progressive man. . .. We are on the wrong road.

And if that is so, we must go back. Going back is the quickest way on.
—C.S. LEwis






FOREWORD

M® THE FUTURIST MUCKRAKERS

[by Bruce Sterling]

Everybody has a role in the RFID industry, because, as this remarkable book

makes clear, we’re not offered any choice about it. If you've never heard of
RFIDs or “spychips,” it would be quite a good idea to read this book pretty soon.
It’s very topical. ~ ‘

If you have any direct role within the RFID industry, then you need to read
this book instantly. Hurry. Waste not another precious moment. You won’t like
this book. Spychips will hurt your feelings. You will blush, and itch, and sweat,
and drum your heels, and perhaps tear entire chapters out with squalls of rage,
to see a work about your industry that is so jaundiced, and uncharitable, and
unflinchingly suspicious, and that makes so much effective, highly damaging,
public fun at your expense. So read it, and make all your coworkers read it. You
will learn a host of painful, valuable things in a hurry. For you, it may not yet be
too late.

There have been many tech manuals and white papers written about RFIDs.
They’re mostly quite technical, all about transponders and supply chains and
- megahertz, with maybe a few bits about value-adding and stakeholder value.
I'm a tech journalist, so I read a lot of dry, boring crap like that.

IX
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But RFID is not high-tech or hard to understand. It is not confusing, sophis-
ticated, or arcane. RFID is very dumb computer tech, the kind of computer tech
that even grocers can understand. There’s no need to get intimidated by the
technology—because the issues here are all about money and power.

This book is the most exciting book about RFID ever written. This is the one
RFID book that every RFID enthusiast must own. Not because the book is
enthusiastic about the new technology—but because it’s full of passionate,
stinging contempt. It’s like watching Big Brother come home and get a rolling
pin broken over his head by Mrs. Big Brother, who knows that, even though he
thinks he’s everybody’s daddy, he’s a stalker, and a voyeur, and a crook, and a
cheat, and drunk on his own ego, and a handwashing, sniveling deadbeat who
ought to be ashamed of himself. |

This is the Devil’s Dictionary for RFID, and in its own dainty, feminine,
rapier-tongued way, this is a masterpiece of technocriticism. The nascent RFID
industry is not Big Brother. Not yet, anyhow. Instead, it is a giant toddler whose
supermarket diapers are already richly soiled. It’s sure got a mighty ton of dirty
laundry for a baby still that small, and in Katherine Albrecht and Liz McIntyre,
the RFID industry has found a hardworking pair who’ll willingly scrub that
laundry, name and number every stain, and then pin it out to dry.

These two unique individuals, the Lone Ranger and Tonto of the RFID
frontier, are the nightmare scenario for the computerized retail superstore of
tomorrow, because they’re the computerized super female consumer advocates
of tomorrow. And boy have they ever got their industry’s number. They’ve got
all two-to-the-ninety-sixth-power digits of it.

To understand what species of book this is, let me offer a historical analogy.
Imagine yourself cruising along in the 1950s chemical industry, happily
patenting and spreading potent toxins. Then, this searching, thoughtful female
journalist, Rachel Carson, who doesn’t even have a chemistry degree, comes out
of nowhere. A classic popular muckraker, Ms. Carson points out to a shocked
public that you're killing not just the mosquitoes but all the pretty butterflies
and birds. She writes Silent Spring, and it’s so influential and damning that even

your own kids decide you must be nuts. That’s also what’s happening here.
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To its credit, the RFID industry is very twenty-first century, and therefore a
little cagier than the pesticide biz in the 1950s. Realizing that they had a world-
shattering technical breakthrough at hand, they hired a top-notch public
relations firm first to go fish in the waters of public acceptance. Acceptance of
what, exactly? Basically, acceptance of what this book describes in detail: an
amazingly ambitious scheme to infest the entire physical infrastructure of the
planet with a spray-on global blanket of Internet interactivity. This is truly a
fabulous, earth-shaking scheme. It is awesome.

The hired PR firm, the gifted Fleishman-Hillard outfit, poked around some,
trYiﬁg to tell everyday people what this huge revolution might mean to them.

Having briefed a few focus groups, the PR guys returned and told the
industry’s founders that normal consumers would surely react with supersti-
tious horror and unfeigned Luddite dread. That wasn’t good news. But the
promised rewards were colossal, so the techies waded in anyway. They decided
that the public should be told as little as possible about their project. Whatever
the public learned should be obfuscated as much as possible, until the installa-
tion of RFID worldwide had become a fait accompli. So, first it would be
obscure; then it would be old hat; and, with any luck, it would never quite
become a public issue at all. But, well, there’s a big hitch. That’s the so-called
“secrecy.” The Internet of Things is supposed to be invisible to all but its corpo-
rate and military masters. But the Internet itself is hugely obvious and
famous—because, even though the Internet is also corporate and military in its
origins, for about a decade the Internet was all anybody ever talked about. You
can’t possibly have a hugely famous Internet made of pixels and an ultra-quiet
Internet made of actual consumer objects. So we’re seeing a violent collision of
two models here: two loud, flamboyant, irrepressible Internet activists,
researching and publicizing the secretive, business-confidential Internet of
Things. '

Anybody who can create that link between the worlds is gonna get justly
famous, and Katherine Albrecht (judging by Google and the hundreds of
journalists she has briefed) is already, by far, the most famous RFID expert in
the whole wide world. She thinks RFID is an evil crock, but she’s sure got a lot
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to say about it—all of it is fascinating, some is gross and revolting, and most of
it is hilarious. This is the first, and maybe the loudest, popular book on a crucial
technology of our times. It’s not the full or final story—it’s a futurist book, in
anticipation of the story—but history will treat this book kindly.

As this book demonstrates irrefutably, the RFID industry has patented some
fantastically sinister, sci-fi style business notions. The authors are not making
these things up—the industry is. Patents are public documents, not trade
secrets. Anybody can go look at patents. It’s just, well, somehow, nobody was
ever supposed to notice them or care.

Why? Because this is an industry with some deeply schizoid doublethink
problems, which come directly from its wacky origins in the spy and Security
communities.

The people of the RFID biz are very covert, spooky, and security-conscious,
with deep, profitable ties into Homeland Security and the Pentagon. And yet,
they’re also very large, everyday public companies: Wal-Mart, Procter &
Gamble, Tesco, Benetton, Philips, IBM, Cisco, Exxon-Mobil—dozens of
familiar, everyday, publicly-traded companies with big, soft, squishy, publicity-
conscious brands.

It’s really hard to be a big, public, for-profit spy with tons of shareholders,
zillions of customers, and even employees who don’t like you very much. That
scheme doesn’t hang together. Riddle me this: How do you profit by telling your
own shareholders that you've bugged their own clothes and shoes with tiny
radio transponders from your stores? How can you have a board meeting when
the clothes and shoes of your own board members might be full of a
competitor’s spychips? These eager pioneers have failed to think these issues
through, mostly because they never expected or planned to face a reality check.
But their situation is inherently unstable.

Enter Katherine Albrecht with her red suit, red halr, a TV talking head’s
makeover, and mirrored sunglasses. Still a university student, she places the new

surveillance industry under some mild doctoral-dissertation surveillance of her
| own, and is astounded. She finds in. short order that she can win awestruck,

worldwide press attention just by repeating the industry’s own private pep talks
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in public. She becomes the instant, planetary, go-to expert on RFID—mostly
because the real experts on RFID are so anxious to keep mum.

There’s no need to unravel a Watergate break-in here; the so-called “secret”
is literally and physically scattered all over the landscape. RFID bugs are
attached to diaper boxes, shampoo bottles, and women’s underwear, and they
cost a few cents each and are supposed to become ubiquitous. Only nobody is
supposed to notice or care. Huh? All you have to do is point at the emperor’s
RFIDs; it’s like revealing lice in the royal gown. '

This book is a comprehensive, detailed, and footnoted work of corporate
futurism. But, unlike most such futurist works, it’s not saccharine industry
boosterism. Spychips is something new in the corporate world: it’s the work of
Early Dys-Adopters, of Power-Unusers, of online activists who fully understand
promotion, marketing, and effective PR and then use new media tools to beat
unwise companies into pulps instead of serving as their paid handmaidens.

The authors of this book lack big budgets, a power base, or an agenda. They
are, however, energetic, clever, highly motivated, highly wired, and chock-full of
feminine wiles. Thanks mostly due to legwork, Google, and chatty e-mail from
many like-minded souls, they have become a retailer’s worst nightmare. They
are as uncontainable and global as the industry they decry, for they are the
Digitized Suburban Mom Shoppers from Hell: perceptive, well-connected,
entirely self-educated, very American, highly skilled industry gurus; quotable,
word-of-mouth branding killers with viral marketing voodoo; digital
Cassandras who are second to none in downsides, dirty laundry, and
doomsaying. Plus, they are witty and good-looking.

I expect to spend the next ten years watching the next Internet Revolution—
but the New Grocers of the Internet of Things have already gotten the

customers they deserve.
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TRACKING EVERYTHING
EVERYWHERE

W THE RFID THREAT "

RFID will have a pervasive impact on every aspect of civilization, much
the same way the printing press, the industrial revolution and the
Internet-and personal computers have transformed society. . .. RFID is
a big deal. Its impact will be pervasive, personal and profound. It will
be the biggest deal since Edison gave us the light bulb.

—Rick Duris,

Frontline Solutions Magazine, December 2003!

Technology ... is a queer thing. It brings you great gifts with one hand,
and it stabs you in the back with the other.
—C.P. Snow, New York Times, 19712

I magine a world of no more privacy.

Where your every purchase is monitored and recorded in a database and
your every belonging is numbered. Where someone many states away or
perhaps in another country has a record of everything you have ever bought, of
everything you have ever owned, of every item of clothing in your closet—every
pair of shoes. What’s more, these items can even be tracked remotely.

Once your every possession is recorded in a database and can be tracked,
you can also be tracked and monitored remotely through the things you wear,
carry, and interact with every day.

We may be standing on the brink of that terrifying world if global corpora-

tions and government agencies have their way. It’s the world that Wal-Mart,

1
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Target, Gillette, Procter & Gamble, Kraft, IBM, arid even the United States Postal
Service want to usher in within the next ten years.

It’s the world of radio frequency identification.

Radio frequency identification, RFID for short, is a technology that uses tiny
computer chips—some smaller than a grain of sand—to track items at a
distance. If the master planners have their way, every object—from shoes to
cars—will carry one of these tiny computer chips that can be used to spy.on you
without your knowledge or consent. We’ve nicknamed these tiny devices

“spychips” because of their surveillance potential.

If you've been staying in touch with the news about RFID, you may already
know who we are and something of the public battles we have fought to try to
keep this technology off of consumer products and out of our homes. In case
you don’t know who we are and why we can make such claims with conviction,
an introduction is in order.

‘We are Katherine Albrecht, founder and director of CASPIAN (Consumers
Against Supermarket Privacy Invasion and Numbering), and Liz McIntyre, the
organization’s communications director. CASPIAN is a grass-roots organiza-
tion that has been tackling consumer privacy issues since 1999.* In the pages
that follow, we’ll give you a ringside seat to some of the battles we’ve fought with

companies like Benetton, Gillette, and retail giant Tesco. You’ll see why

\

_ *With close to ten thousand members in all fifty U.S. states and over thirty countries world-
wide, CASPIAN seeks to educate consumers about marketing strategies that invade their
privacy and to encourage privacy-conscious shopping habits across the retail spectrum.
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Advertising Age says our presence has been felt from Berlin to Bentonville
(corporate home of Wal-Mart), and you'll also learn how we uncovered plans
by companies to track consumers around stores, use RFID to spam consumers
with personalized advertising, and even monitor what people do in their own
homes.

We're also suburban moms who've taken on some of the largest corpora-
tions in the world because we care about the future our children will inherit if
this dangerous technology is unopposed. We believe consumers should know
what’s in store so we can work together to protect our privacy and civil liberties
before it’s too late.

We know that a Big Brother vision of the future sounds farfetched. We didn’t
believe it ourselves until we saw with our own eyes and heard with our own ears
companies detéiling their mind-boggling plans. We assure you that this
seemingly impossible future is on the drawing board, and we promise that by
the time you finish this book, you will be convinced, too.

For nearly three years, we have devoted ourselves full-time to combing every
article, reading every white paper, pursuing every insider tip, and scanning
through thousands of patent documents to piece together a picture of this
planned RFID future. We’ve attended trade shows, sat in on top level meetings,
and had long talks with the people implementing these plans.

What we learned will shock you.

If anything you read in the following pages strikes you as improbable, please
refer to the endnotes at the back of the book. We've included hundreds of refer-
ences to original source materials that should satisfy even the most skeptical
reader.

In a future world laced with RFID spychips, cards in your wallet could
“squeal” on you as you enter malls, retail outlets, and grocery stores,
announcing your presence and value to businesses. Reader devices hidden in
the doors, walls, displays, and floors could frisk the RFID chips in your clothes
and other items on your person to determine your age, sex, and preferences.
Since spychip information travels through clothing, they could even get a peek

at the color and size of your underwear.
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We’re not joking. A major worldwide clothing manufacturer named
Benetton has already tried to embed RFID chips into women’s undergarments.
And they would have gotten away with it, too, had it not been for an interna-
tional outcry when we exposed their plan. Details of the “I'd Rather Go Naked”
campaign come later in the book.

While consumers might be able to avoid spychipped clothing brands for
now, they could be forced to wear RFID-enabled work clothes to earn a living.
Already uniform companies like AmeriPride and Cintas are embedding RFID |
tracking tags into their clothes that can withstand high température commer-
cial washings.

Don’t have to wear a chipped uniform to work? Your RFID-enabled
employee badge could do the spying instead. One day, these devices could tell
management whom you're chatting with at the water cooler and how long
you've spent in the restroom—even whether or not you’ve washed your hands.

Our next generation of workers could be conditioned to obediently accept
this degrading surveillance through forced early exposure. Some schools are
already requiring students to wear spychipped identification badges around
their necks to keep closer tabs on their daily activities. If Johnny is one minute
late for math class, the system knows. It’s always watching.

Retailers are thrilled at the idea of being able to price products according to
your purchase history and value to the store. RFID will allow them to assess
your worth as you pick up products and flash you a corresponding customer-
specific price. Prime customers might pay three dollars for a staple like peanut
butter while “bargain shoppers” or the economically challenged could be
charged twice as much. The goal is to encourage the loyalty of shoppers who
contribute to the profit margins while discouraging those who don’t. After all,
stores justify, why have unprofitable customers cluttering the store and
breathing their air?

RFID chips embedded in passbooks and ATM cards will identify and proﬁle
customers as they enter bank lobbies, beaming bank balances to employees who
will snicker at the customer with a mere thirty-seven dollars in the bank while

offering white glove treatment to the high-rollers.
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RFID could also be used to inffinge upon civil liberties. The technology
could give government officials the ability to electronically frisk citizens without
their knowledge and set up invisible checkpoints on roads and in pedestrian
zones to monitor their movements.

While RFID proponents claim they would never use RFID to track people,
we will prove they are not only considering it, they’ve done it. The United States
govefnfnent has already controlled people with RFID-laced bracelets—and not
just criminals. And now they’re planning to embed spychips in U.S. passports so ‘
citizens can be tracked as they move about airport terminals and cross interna-
tional borders.

Hitting the open road will no longer be the “get away from it all” experience
many of us crave. You may already be under surveillance, courtesy of your
RFID-enabled highway toll transponder. Some highways, like those in the
Houston area, have set up readers that probe the tag’s information every few
miles. But that’s child’s play compared to what they’ve got planned. The Federal
Highway Administration is joining with states and vehicle manufacturers to
promote “intelligent vehicles” that can be monitored and tracked through built-
in RFID devices (Minority Report—style),

RFID spychips in your shoes and car tires will make it possible for strangers
to track you as you walk and drive through public and private spaces, betraying
your habits and the deepest secrets even your own mother has no right
knowing. Pair RFID devices with global positioning (GPS) technology, and you
could literally be pinpointed on the globe in real time, creating a borderless
tracking system that already has law enforcement, governments, stalkers, and
voyeurs salivating.

There will be no more secret love letters in the RFID world, either—not if
the U.S. Postal Service has its way. They would like to embed every postage
stamp with an RFID chip that would enable point-to-point tracking. Even more
disturbingly, RFID could remove the anonymity of cash. Already, the European
Union has discussed chipping Euro banknotes, and the Bank of Japan is
contemplating a similar program for high-value currency. Your every purchase

could be under the microscope.
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So could your trash. In the RFID world, garbage will become a snoop’s and
criminal’s best friend. Today, it’s a d1rty job sifting through diapers and table
scraps to get at tell-tale signs of a household’s market value, habits, and
purchases. In the RFID world, scanning trash- could be as simple as driving
down the street with a car-mounted reader on trash day.

How about the “smart” house? Researchers have developed prototype
“homes of the future” to showcase RFID-enabled household gadgets like refrig-
erators that know what’s in them (and can tattletale to marketers), medicine
cabinets that talk (to your doctor, government, and HMO), and floors that keep
track of where you are at each moment. The potential is staggering. Your insur-
ance company could remotely monitor your food consumption and set rates
accordingly, health officials could track the prescription drugs you're taking,
and attorneys could subpoena your home activity records for use against you in
court.

Home RFID networks will allow family members to remotely track you
. during your “golden years,” or times of incompetence, real or otherwise. Doors
can remain bolted to keep you from wandering, toilets can monitor your bowel
habits and transmit data to distant physicians, and databases can sense your
state of mind. It’s all under development and headed your way.

But chipping inanimate objects is just the start. The endpoint is a form of
RFID that can be injected into flesh. Pets and livestock are already being
chipped, and there are those who believe humans should be next. Incredibly,
bars have begun implanting their patrons with glass-encapsulated RFID tags
that can be used to pay for drinks. This application startles many Christians
who have likened payment applications of RFID to biblical predictions about
the Mark of the Beast, a number the book of Revelation says will be needed to
buy or sell in the “end times.”

While some of these applications are slated for our future, others are already
here, right now—and they’re spreading. Wal-Mart has mandated that its top
one hundred suppliers affix RFID tags to crates and pallets being shipped to
selected warehouses. Analysts estimate this one initiative alone has already
driven close to $250 million worth of investment into the technology.* Other
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retailers such as Albertsons, Target, and Best Buy have followed suit with
mandates of their own. According to one industry analyst, there are now sixty
thousand companies operating under RFID mandates and scrambling to get
with the spychip program as quickly as possible.>

Adding fuel to the fire, the Department of Defense is also requiring suppliers
to use RFID. In fact, government cheerleaders can’t fall over themselves fast
enough to support the technology. The Department of Homeland Security is
testing the use of RFID in visas, and the Social Security Administration is using
spychips to track citizen files. Not to be outdone, the Food and Drug
Administration wants RFID on all prescription drugs, and the makers of
Oxycontin and Viagra have already begun to comply. The FDA has also
approved the use of subcutaneous RFID implants for managing patient medical
records—the same implants being used to track bar patrons.

You may have already brought a spychip home with you. If you own a Mobil
Speedpass, you're interacting with RFID every time you use it. And if you bought
Procter & Gamble’s Lipfinity lipstick at a Wal-Mart in Broken Arrow, Oklahoma,
between March and June of 2003, you could have brought home a live RFID chip
in the product packaging—and unknowingly starred in a video, too!

P&G is not the only corhpany that’s tested spychips on unwitting
consumers. Gillette was also caught tagging packages of Mach3 razor blades
with some of the 500 million (that’s half a billion!) RFID chips it put on order
in early 2003. There’s also evidence to suggest that other everyday products like
Pantene Shampoo, Purina Dog Chow, and Huggies baby wipes may have been
tagged with RFID chips and sold to unsuspecting consumers. '

Why would anyone want to keep such close track on everyday objects? The
answer is simple. Businesses want the technology to give them complete
visibility of their products at all times. Having this real-time knowledge would
allow them to keep products on store shelves and know precisely what’s in their
warehouses. They also believe it could help them fight theft and counterfeiting.
Theoretically, it could even eliminate the checkout stand, since doorways could
scan your purchases automatically when you leave the store and charge them to
an RFID-based account.
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While some of these goals may sound appealing, the problem is that
spychipped products can do a whole lot more, especially once they leave the
store with us—and find their way into other areas of our lives.

We've read every pro-RFID argument the industry can make, and we’ll be
the first to admit the technology could make things more convenient. RFID-
enabled refrigerators really could keep track of containers of food, warn about
expired milk, and generate weekly shopping lists. High-tech washing machines
really could automatically choose appropriate water temperatures based on
instructions encoded in RFID-enabled clothing labels. RFID really could help
families recover lost pets—and stolen possessions, too. '

But when we look at that future, we don’t see a twenty-first century
Mayberry minus a few entry-level cashiering jobs. The seamy details we’ve
uncovered and will lay out in this book make the spychipped future look more
like the ending scene of a gut-wrenching Outer Limits episode. The RFID vision
that technology companies are selling looks too good to be true—and it is.

Buckle up, readers. We’re going to take you on a high-speed, high-tech tour
of the past, present, and future of RFID, with plenty of stops along the way at the
dirty little secrets they don’t want you to know.
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Power to Change the World: It’s hard to imagine that a tiny microchip
attached to an antenna heralds such enormous change.

—Auto-ID Center promotional brochure,

circa 2002!

“THE THING”

N ew Yorks Metropolitan Opera house buzzed with anticipation as Leon
Theremin took the stége for his sold-out American debut. The distinguished
young Russian acknowledged the thunderous applause, then positioned himself
behind what appeared to be a wooden podium with four legs, a radio antenna,
and a metal loop that jutted from the side. After some tuning adjustments, the
physicisf—turned-musician gently waved his hands in midair near the antennas
of his musical invention, conjuring up haunting wails and moans from an
unseen orchestra of radio waves. The ghostly 000000000-weeeeeeee vibrato

sounds were much like the ones that would later become fixtures of 1950s
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science fiction classics like It Came from Outer Space and The Day the Earth
Stood Still.

The crowds that thronged to Theremin’s live performances at the tail end of
the Roaring Twenties hadn’t had the benefit of watching reruns of B-grade sci-
fi movies. So instead of recognizing from the musical cues that something evil
or otherworldly was afoot, they did what tragic figures in thrillers often do:
They unwittingly welcomed the enemy into their midst.

America’s intellectual elite embraced Theremin and even sponsored his
ongoing research into radio waves. They never suspected that the Russian-born
émigré, nee Lev Sergeivitch Termen, led a double life as a Soviet spy. In addition
to marketing his namesake musical invention, the theremin, and wooing
audiences with his eerie concerts, Lev was secretly relaying intelligence infor-
mation about the United States’ military technology to Stalin in anticipation of
a world war. The details of his covert activities and his sudden return to Russia
in 1938 are steeped in mystery and speculation.

Whether Lev left New York voluntarily or by force is unknown, but it’s likely
the KGB was involved. One day, he was carrying out his duplicitous life as usual;
the next, he was back in Mother Russia, breaking all ties with his American wife,
friends, and benefactors. Some reports indicated that the repatriated Lev later
fell out of favor with the Kremlin, was sent to the Gulag, and executed. He was
written off as another casualty of Stalin’s brutal regime until 1967, when a New
York reporter visiting Russia spotted the inventor and sent word home that
Theremin was alive and well.?

So what was Lev up to all that time? He was developing what some believe to
be one of the very first radio frequency identification (RFID) devices. Can you
hear the shrill 000000-weeeeeee in the background?

Evidence of his handiwork can be found in a notorious plaque. In the
summer of 1945, a group of Russian school children honored U.S. Ambassador
Averell Harriman with a beautiful carved wooden replica of the Great Seal of the
United States. Harriman’s parents must not have passed on the adage “Beware of
Greeks bearing gifts” because he proudly displayed the plaque in his embassy .
residential office, where it hung within earshot of America’s Cold War secrets. .
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The plaque remained in its place of honor until 1952 when the State
Department did a precautionary bug sweep of the embassy residence after a
redecoration. Nothing was found in an initial pass, but in a secondary sweep,
technicians zeroed in on a surveillance device hidden within the plaque. It
consisted of an eavesdropping apparatus activated by what was described at the
time as a “fantastically advanced bit of applied electronics.”

We now know that those “applied electronics” were nothing less than an
early form of RFID in its debut performance as a spying technology. Like the
spychips raising so much concern today, the Trojan plaque’s device was powered
by invisible radio waves—in this case, by high-frequency waves beamed at it
from a van parked outside the ambassador’s residence. Operating the device
was as simple as flipping a switch. Because the “Great Seal Bug” lay dormant
until stimulated by these invisible waves, it was virtually undetectable. This
helps explain why it operated for over six years before being found.*

At the time of its discovery, the inner workings of the wireless device were a
mystery to American intelligence agencies who were so flummoxed they

nicknamed it “The Thing? In a classic case of “spy versus spy,” the CIA began its

(ProTo: CourTESY OF THE NSA MUSEUM)

Great Seal Bug.
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own top secret project, codenamed “EASY CHAIR,” to learn the secrets of The
Thing and unlock its power for themselves.

In 1960, U.S. ambassaélor to the United Nations Henry Cabot Lodge
revealed the true nature of the device, thereby exposing Russia’s spying agenda
to the world. But it wasn’t until years later that the rest of the bizarre picture
unfolded. It led back to Leon Theremin, the Russian who had decades earlier
thrilled audiences with his musical wizardry. With the advent of Glasnost in the
mid-1980s, the formerly repressed Lev revealed details of his years behind the
Iron Curtain, including the creation of clandestine spying devices like the Great
Seal Bug. We also learned that because of his contributions to covert surveil-
lance, the Soviet Union had honored Lev with a secret First Class Stalin Prize—
what was then the Russian eqﬁivalent of a Nobel Prize in science.®

Though Theremin passed away in 1993 at the ripe old age of ninety-seven,
we would like to acknowledge his ingenuity as well. In recognition of his work
to develop and promulgate covert radio wave surveillance, we posthumously
bestow upon Leon (“Lev”) Theremin the title “Father of Spychips,” lest the
world forget the stealthy legacy of RFID technology.

RFID TODAY

. While its past use for surreptitious audio eavesdropping is troubling, RFID’s
modern incarnation is downright bone-chilling. Radio frequency identification
could put us and our information at the mercy of global corporations and
government bureaucracies and strip away the last shreds of privacy we have left.
Ultimately, its power to reveal, track, and transmit could enslave us.

These are bold statements to make about a technology that’s been promoted
as merely a cost-efficient wéy to keep track of items in retail stores like Wal-
Mart. Could modern-day RFID really be a wolf in sheep’s clothing?

Take a look at how the technology works in this chapter. Then, read in their
own words how companies like IBM, Gillette, Intel, and others are planning to
fully exploit RFID’s potential to track us through retail stores, monitor our use
of products in our own homes, and even deliver personalized “spam”-like

advertising in places where we can’t ignore it:
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WHhar Is RFID?
RFID makes it possible to identify and track just about any physical object you

can think of—books, car tires, shoes, medicine bottles, clothing, pets, and even
human beings.

The “RF” part of RFID stands for “radio frequency” and explains how RFID
does its tracking: It uses electromagnetic energy in the form of radio waves to
communicate information at a distance. These silent, invisible waves are similar
to the radio waves that allow you to listen to your favorite FM radio station. And
like other radio waves, they can travel right through windows, wood, and even
walls. Of course, radio waves that can go through walls have no problem passing
through other items we consider private—like our purses, wallets, backpacks,
and clothing.

One industry insider defines RFID as “any device that can be sensed at a
distance by radio frequencies with few problems of obstruction or misorienta-
tion.”” This ability to transmit information through solid objects makes RFID
far more invasive than the now-familiar bar code with its vertical black and
white stripes. Bar code technology uses a laser beam to convey information, so
an unobstructed path known as an “optical line of sight” is needed between the
bar code and its reader. Since the bar code must be visible to the reader and its
pattern must be clean and clear, it’s hard to read a bar code someone’s carrying
without the person knowing about it. In contrast, items equipped with RFID
can be located and identified even when other things—ﬁke locked doors or

sealed envelopes—are in the way.

TaGS AND READERS
RFID technology can take many forms. It can be incorporated into nails, beads,
wires, fibers, or even painted pictures or words.® But for the sake of simplicity,
let’s look at the typical RFID tag that companies want to put on consumer
products within the next few years. |
There are two main components to an RFID tag. The first component is the

- tiny silicon computer chip that contains a unique identification number. This
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Typical Passive RFID Tag.

(PHOTO: KATHERINE ALBRECHT)

This tiny vial contains 150 RFID chips
manufactured by Alien Technology
Corporation. Each tiny chip measures
‘just 0.35 mm square.

(PHOTO: KATHERINE ALBRECHT)

chip is often referred to as an “integrated circuit” in scientific circles. The chip
can be as small as a speck of dust. In fact, one of the smallest RFID chips in the
-world is just 0.25 mm square, which is smaller than the period at the end of this
sentence.’

The second component of the RFID tag is an antenna that’s hooked up to
the miniature chip. But it’s not like the obvious protruding antenna on a
transistor radio. An RFID antenna is typically a flat, metallic coil that looks very
much like a miniature maze or a tiny racetrack. The antenna coil radiates out
from the chip and goes around it in a flat, rectangular configuration, or it may
form a long strip, a circle, or an X-shape. The chip and antenna combination,
called a “tag” or “transponder,’ is typically affixed to a plastic surface like an
adhesive label or a credit card blank.

Today’s RFID tags are generally the size of a thumbnail or larger. The largest
ones we have encountered are a little bigger than an index card, and the smallest are
about the size of a dime. However, there is a commercially available RFID tag, the

- Hitachi “mu chip,” that measures just 0.4 mm square—antenna and all.!? This is
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Handheld RFID reader.

half the size of a grain of sand. Though the read range on such tiny tags is quite
limited today, as technology progresses, we expect tags will get even smaller and
gain new functionality. They are likely to follow the same trend as computers,
which have packed more functionality into smaller and smaller footprints over
time. To put this in perspective, consider that the computing power that used to
take an entire room in an office building can now fit into a hand-held program-
mable calculator. _ ‘

Now let’s talk about the RFID “reader.” Its job is to emit radio waves in a kind
of fishing expedition for RFID tags.

Reader Database .

Tag ) .
(embedded in label) k
Other

(ILLUSTRATION: GOVERNMENT ACCOUNTABILITY OFFICE) databases

Main components of an RFID system include a tag, reader, and database. RFID
proponents plan to share data via the Internet.
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Here’s how a typical tag and reader work together: When an RFID tag gets
within range of a reader, the tag’s antenna picks up the reader’s energy, ampli-
fies it, and directs it to the chip. This energy stimulates the chip to beam back its
unique identification number, say 345678, along with whatever other informa-
tion it was programmed to relay. The reader device captures this information

and processes it. -

Passive vs. AcTivE TaGgs

What we just described is called a “passive” RFID system, where the tags contain
no internal power source of their own. You can think of a passive tag as one that
lies around all day doing nothing except waiting for a reader to come along and
energize it. A passive tag can’t communicate anything unless a reader solicits a
signal from it. But don’t let the name fool you; since it doesn’t need batteries, a
passive tag can operate indefinitely, just like Theremin’s Great Seal Bug. What’s
more, you can never tell when someone or something will power it up.

The fact that you only have to power up a single reader device to activate
countless little tags makes passive RFID very appealing to RFID engineers, since
they can invest in a few readers and buy lots of cheap, disposable tags for the
multitude of items they want to track around the planet. Because passive tags
are small and lightweight,.they can be woven into our clothing labels, sewn into
the seams of our undergarments, and even embedded in products inserted into
our bodies, like dentures.!! And that’s just the beginning. We’ll talk more about
these and other disturbing applications later in our saga.

While the passive RFID tag is entirely dependent upon an RFID reader
device as a power source, it’s also possible to attach a battery to an RFID tag,

b2

changing it from “passive” to “active.” An active tag, containing its own source of
energy, can thereby actively transmit its information payload rather than just lie
dormant waiting for a reader. It can also transmit its information further and
can transmit more data than the typical passive tag.

Electronic toll collection systems like FasTrack, EZ-Pass, and others use
active RFID tags to identify your car as you drive through a tollbooth and

automatically charge your account. (We'll discuss this later in Chapter Eleven
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» TAGS IN LIBRARY BOOKS:

WHAT WOULD MR. THEREMIN THINK? 44

How ironic. As we were researching the opening for this chapter, Liz

" purchased a ﬁse& book about Leon Theremin—Albert Glinsky’s Theremin:
Ether Music and Espionage. To her surprise, she got much more than she

~ bargained for. She found an RFID tag from an Illinois public library on the

¢ " bka"ckﬂap. VThe'book had been withdrawn from circulation, but someone |

forgot to remove the tag.

(Puoros:: L1z MCINTYRE)

'covér peeled off.

lerarles are some of the earliest adopters of RFID, Wthh is troubhngv‘;

because those mst1tut10ns have helped to preserve | the right of all Americans

tolearn and think freely. Given that library records have already been targeted "

by overly zealous USA PATRIOT Act Provisions which give FBI agents the
~ability to seize records of “suspicious” patrons, the library would seém a
' v partlcularly nsky place to open the door to RFID. While some libraries ]Jke

, Warren Newport have adopted REID without publlc mput, there is a growing .

chorus of dissent. Privacy advocates like Peter Warfield of the lerary Users

- Association and Lee Tien of the Electronic Frontier Foundation are working

to point out not ohly the privacy threats but also the faulty statistics adminis-
* trators use to justify spending millions of tax dollars on new library systems.
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where we discuss transportation. We'll tell you about how the gbvernrhent
uses these toll tags to monitor cars miles from the toll booth, unbeknownst to
most drivers.) Keyless remote systems for cars and garage door openers also -
use active RFID tags. .

Typically, having a battery on board an RFID tag makes it bigger, heavier,
and more costly, restricting its use to places where bulk and price are not
issues. Active RFID tags are popular for use on reusable warehouse pallets and
shipping containers, for example, but probably wouldn’t work so well on
ladies’ lingerie. Read range for a passive RFID tag can be anywhere from a
couple of centimeters to twgnty or thirty feet, depending on the frequency
used, the size of the antenna, the amount of power transmitted by the reader,
and the environmental conditions. An active tag with a battery can send a
signal up to a mile or more. Some very high-powered active tags, like those
used to track creatures in the world’s oceans, can even transmit information
to low orbiting satellites.'2

As you might expect, passive RFID tags are much cheaper than active tags,
so, for the moment, they are the technology of choice for tracking inexpensive
items. But engineers are working around the clock to develop inexpensive
disposable batteries. The latest breakthrough in battery technology is a flat,
printed battery less than a millimeter thick that can be used to power RFID tags.

Precisia, the North American company that is developing the conductive
ink for these batteries, characterizes them as “ideal for smart labels, radio
frequency identification (RFID) tags and active packaging applications that
require an external power source. They serve as an affordable replacement for
button batteries in such diverse applications as greetings cards, cereal box
giveaways, printed board games, point-of-purchase displays and credit
cards”!* Can you iniagine the RFID tag in your cornflake box beaming infor-
mation down the block?

SPoTTING TAGS
While you can spot many of today’s RFID tags if they are sitting in plain sight,
REFID tags are easy to hide. Because the tags are usually paper-thin, they can be
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P ARE YOu My TYPE? 944

~ Here’s some information for the engineers and techies in the crowd. If talk of
kllohertz and. megahertz makes you dizzy, feel free to skip this box.
- RFID readers operate on the same pnnaple you use to tune your radlo
dxal to mtercept a partlcular radio station., Foran RFID reader to detect a tag,
i it must be operatmg at the same frequency as the tag——and there arealotof
i frequenc1es to choose from. Here are some of the more common RFID
- : frequenmes m use today :
 Low: 30 to 300 kHz, primarily 125 kHz band and 1342 ki, Typlca]ly i
used on amma]s mcludmg humans, where water content of the body must be
: taken mto account. ~ )
Htgh 13. 56 MHz. Mamly used for manufacturmg, ‘warehouise and retail
' store apphcatlons : 5
. Ultra High: 300 MHz to 1GHz, primarily 915 MHz Providesa 1onger read
range, but performs poorly around water and metal Used in Wal-Mart s
& watehouses and other “supply chain” applications. - ~
Mtcrowave above 1 GHz, pnmanly 2.45 and 5.8. GHz bands Easﬂy“ :
obstructed works best with line of sight. The 2.45 GHz tags were used ina
L 'ihospnal tnal weawill discuss later. SRur ¥
| Even when their frequencies are compatible, tags and readers cannot talk.ﬁf; g
i ‘u.nless they have the right protocol or standard. This: means they must share the
s same language in-order to understand each other

sandwiched between the layers of cardboard in boxes so they are visually
undetectable. Manufacturers can embed the tags into everyday items during
manufacturing by heat-sealing them into plastic, incorporating them into
rubber, or even embedding them in a shirt label. Amazingly, the industry has
even invented flexible RFID tags for clothing. Fine metallic threads sewn into
the fabric act as the antenna.!*

RFID tags could appear on the surface of products, yet still be visually

undetectable. While most RFID antennas use a metallic coil or strip, a company
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called Flint Ink has developed a spray-on conductive ink that can serve as an
RFID antenna. They can put the tiny chip on top of this gray matte-looking
surface, then cover it with regular packaging ink so the consumer would never
see it.1

Even the RFID chip itself could be printed one day. Scientists have discov-
ered conductive organic polymers that can be dissolved in ink. Siemens, the
global technology giant, hopes this will open the door to printed electronic
circuits that will replace today’s silicon circuits. Not only would these spychips
be far less exf)ensive, they would be flexible. According to Siemens, a futuristic
chip “woven into a sweater could, for example, inform the washing machine of
the water temperature it needs to provide.”*¢

Tags can even be “chipless.” Currently, they don’t perform as well as their
chipped counterparts, but time and research are narrowing that divide. Even
without a chip, these tags can still be read through a brick wall.'”

If you're getting the sense that RFID tags could be stealthy and hard to spot,
you're correct. That’s why CASPIAN developed sample consumer labeling legis-
lation, the RFID Right to Know Act, that requires disclosure if a product contains
an RFID tag. We believe consumers have a right to know if the products they
interact with and buy could relay information about them or their shopping
habits without their knowledge or consent. We will discuss this legislation in
more depth in Chapter Seventeen.

SPOTTING READERS

Just as tags can be well hidden, so can the reader devices that interrogate them. In
fact, readers can be even harder to find because they don’t have to fit in small |
packages or conform to various product designs. Since optical line of sight isn’t
needed for radio wave transmission, RFID readers can be embedded in doorways,
woven into carpeting and floor mats, hidden under floor tiles, embedded in
ceiling tiles, incorporated into shelves, and placed behind store displays.

We’ve already gotten a taste of what’s in store. The RFID “smart shelf” reader
device made infamous by Gillette (we’ll cover this photo-snapping spy shelf
later in the book) looks a lot like a medium-sized pager. While early versions
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P NOT EVERYTHING THAT LOOKS LIKE

AN RFID TAG Is ONE ¥

Commonly-used anti-theft devices resemble RFID tags but lack the computer chxp
that can store information (at least for now). More on this in Chapter Four.

(PHOTO: L1z MCINTYRE)

Typical RF EAS (anti-theft) tag, This is not an RFID tag,

(PHoro: LliMcIN'nu)

TG

e W D AN PR L

Typical acousto-magnetic EAS tag found in DVDs—not an RFID tag. -
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had rigged the reader under existing shelving, leaving evidence of wiring
exposed, the newer versions incorporate the reader directly into the shelf itself,
as part of the shelf design. More conventional RFID readers designed for use in
retail stores and supermarkets can look very much like the current equipment
that reads bar codes, so a transition to RFID might not be apparent at the cash
register. In fact, the handheld bar code price verifiers that retail employees carry
around while completing inventory and the bar code scanners (handheld and
stationary) at the point of sale could read both bar codes and RFID tags if
upgraded. Outside the store, the location of reader devices would only be
limited by the imagination. Why not incorporate readers in vending machines
or benches jusf outside the store? Readers could be blended into the landscape,
| perhaps hidden in artificial landscape boulders or signs.

There is already a bevy of handheld, portable RFID reader devices available
that are not hidden but look very much like other wireless devices. There are
also readers that are made to be incorporated into handheld PDAs like Palm
Pilots and cell phones like the Nokia 5140.

RFID readers may even invade our homes if proponents have their way—
presumably with the knowledge and consent of consumers. There are prototype
appliances with RFID readers on board in anticipation of the day when every
product manufactured on earth will have an RFID tag. For example, in its
“Home of the Future,” Microsoft demonstrates a microwave oven that talks
with spychipped frozen entrees to assure correct power settings and cook times.
The reader in the family refrigerator keeps track of its contents.

Before you sign up for one of these whiz-bang futuristic appliances, you
need to understand the implications. Coming up in the next chapter, we’ll be

laying out the industry plan for all this technology. We'll forewarn you that it
isn’t pretty!
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THE MASTER PLAN

» How RFID B0uLb CHANGE YOUR WORLD FOREVER 44

The Auto-ID Center has a clear vision—to create a world where every
object—from jumbo jets to sewing needles—is linked to the internet.
Compelling as this vision is, it is only achievable if the center’s system
is adopted by everyone everywhere. Success will be nothing less than
global adoption.

—Helen Duce,

an Auto-ID Center associate director!

The ability to surreptitiously collect a Variety of data all related to the
same person; track individuals as they walk in public places (airports,
train stations, stores); enhance profiles through the monitoring of
consumer behaviour in stores; read the details of clothes and acces-
sories worn and medicines carried by customers are all examples of
uses of RFID technology that give rise to privacy concerns.

—EU working document on RFID, January 20052

SHADES OF THE FUTURE

Y ou can blame it on lipstick. Specifically, Oil of Olay’s ColorMoist Hazelnut
No. 650, a Procter & Gamble product. Kevin Ashton was a young brand
manager in charge of launching the new shade back in 1997, and he couldn’t
keep it in stock. It was far too popular. But while it was selling out on the store

shelves, there was plenty of it ready to ship back at the warehouse. What to do?

23
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Ashton searched high and low for ways to solve his supply chain problem. A
year later, he learned about a technology called RFID that was already being
used for toll collection and building access. It occurred to him that this
technology might help solve his problem.

He sought out the advice of two researchers from MIT who had been toying
with ways to miniaturize RFID technology, Professor Sanjay Sarma and Dr.
David Brock. The three huddled over the lipstick problem and emerged with
the idea of putting a computer chip bearing a unique identification number on
each tube of lipstick. Tracking each specific tube of lipstick would allow them to
keep better tabs on the inventory than would be possible with a bar code that
merely identified types of products.

Computer chips were fairly large and expensive at the time, so there was
probably plenty of laughter over the idea at Procter & Gamble’s Cincinnati
headquarters—at least at first. But the plan soon won favor in the boardroom.
With funding from Procter & Gamble, Gillette, and the Uniform Code Council
(the bar code people), the trio founded the MIT Auto-ID Center in October
1999, and Kevin Ashton took the helm as its director.

With corporate heavyweights on board, the center’s plan quickly expanded
beyond keeping the world’s women in hazelnut lipstick. They realized that
this powerful new technology could make it possible to track everything. They

had a vision:

The Auto-ID Center’s vision is a world in which low-cost REID tags are put
on every manufactured item and tracked using a single, global network as
they move from one company to another and one country to another.
Indeed, we envision individual items—cans of Coke, pairs of jeans and car
tires—being tracked from the moment they are made until the time they are
recycled. This will give manufacturers and retailers near-perfect supply
chain visibility. It will eliminate human error from data collection and
enable companies to reduce inventory, make sure product is always on the

store shelves, and reduce lost, stolen or misdirected goods. It will open a new
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world of convenience for consumers, who one day may be able to check
themselves out at a supermarket in seconds. In short, it will transform the

way we do business and the way we live.?

Of course, implementing this vision would require an infrastructure for
tracking everyday objects. Not only would RFID tags have to be affixed to
everything, but RFID tag readers would have to be everywhere—in factories,
in warehouses, on trucks, in storerooms, in retail spaces, in homes, and even
in garbage trucks. To make the information actionable, the Auto-ID Center
would also need to develop a way for those RFID tag readers to communicate
tag information in real time, all the time, to those managing the supply chain.

Thus was born the “Internet of Things.” '

This proposed “Internet of Things” wasn’t to be a new network; it was to be
built on top of the existing Internet. But what was earth-shatteringly new was
the revolutionary idea that inanimate objects would be endowed with the ability

to talk to manufacturers, retailers, and even each other.

A NUMBER FOR EVERYTHING

So what would an object like a shoe, a shirt, a box of cereal, or a can of Coke have
to say? Quite a bit. I’s all about numbers. ‘

The plan called for each item’s computer chip to contain a.unique number,
known as an EPC or “Electronic Product Code.” (In contrast, our present bar
code numbering system is called the UPC or “Universal Product Code.”)

Like the bar code, this new system would contain information about the

manufacturer (say, Coca-Cola) and the product (say, twelve-ounce can) but

ELECTRONIC PRODUCT CODE TYPE 1

0L.0000A89.000)6F.0001L9DCO

Headar EPC Manager Object Class Serial Number
8-bits 28-bits 24-bits 36-bits

§
|
|

Source: Davip Brock, “WHITE PapEr: THE ELECTRONIC PRODUCT CODE,” AUuTOID CENTER, 2002 P.6.
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with a crucial new twist: It would also contain a unique serial number not
shared by any of the other trillion items on the planet—not even its fellow
cans of Coke. ,

So enamored was the Auto-ID Center with the idea of uniquely identi-
fying all objects, they developed a system that could number every item
produced on earth for the next thousand years—each with its own unique ID
number and no repeats.

To see what a monstrous undertaking this is, consider the size of the world
and the overwhelmingly vast number of objects in it. Then, consider what a
daunting challenge it would be to uniquely number them all. While many
numbering schemes were considered, the EPC developers finally settled on a
ninety-six-bit code. (That’s a string of ninety-six zeroes and ones, or, said a
different way, two to the ninety-sixth power.) The developérs tell us this code is
adequate to uniquely number a mind-blowing “80 thousand trillion trillion
objects—more than sufficient for man-made ph);sical products™

Note from their chart below that the Auto-ID Center made provisions for
'numbering not only grains of rice and razorblades but also every human being

on the planet, too. (We've devoted a whole chapter to people-tracking later in
the book.)

BITS UNIQUE NUMBER OBJECTS

B4 43x10%perannum . Grainsofrice .

This chart shows that thirty-three bits are all it would take to assign a unique number to
six billion (6.0x10°) human beings. (Source: Auto-ID CeNTER WHITE PAPER: “THE ELECTRONIC PRODUCT CODE
(EPC): A NAMING SCHEME FOR PHYSICAL OBJECTS” BY DAVID BROCK®)
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Of course, it’s possible for a computer chip to store a lot more than just a
number. But since the Auto-ID Center’s goal was for companies to put one of
these tags on every item in their inventory, the price had to be low—low enough
that no one would think twice about using them to track even packs of gum and
sewing needles. When they said everything, they meant everything.

WHAT’S IN A NUMBER?

Kevin Ashton once characterized the low-priced chip envisioned by the Auto-
ID Center as “the amoeba of the wireless computing world”>—and in a strange
way, he was right. Like an amoeba that can wreak havoc far out of proportion to
its size, the simple number on an RFID chip is far more powerful than it appears
to the casual observer.

Assigning a unique serial number to everyday objects is like giving them
Social Security numbers. It makes it possiblé for businesses to create a unique
data file for each item that can store virtually unlimited amounts of informa-
tion about it. Or, as MIT Media Lab Researcher Joseph Kaye described it, it’s like

giving every can of beans its own webpage:

The next step will come when you purchase a product which has its own
individual webpage. A can of beans will come with its own individual
webpage detailing such information as production date, transport history,
and time spent on the shelf, all entered automaticaﬂy as it moves along the
retail chain. Two apparently identical packets of rice you purchased on two
trips to the supermarket can have entirely different histories of transport,

storage, and origin.’

Since each can of beans would be connected to the “Internet of Things,”
through its RFID tags, it literally could have its own webpage. That is the goal, and
it’s very real. Verisign, the company that manages webpage addressing for the entire
Internet, has already agreed to oversee addressing for the Internet of Things.?

Glance around the room you're in and pick a random object. What might a

webpage connected to the Internet of Things for that item look like? We'll offer
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up Liz’s scarf as an example. Fortunately, it does not have an RFID tag in it. But
if it did, the serial number on the tag might link to a data file (or a series of data
files) set up by the manufacturer containing the scarf’s production and shipment
history, style, fabric content, and washing instructions. If the retailer who sold
the scarf participated in the Internet of Things, it might record the sales receipt
information noting the date, place, and price at which it was sold, and perhaps
even the name and credit card number of the person who bought it.

Whenever Liz wore the scarf and came within range of a reader device
connected to the Internet of Things, its chip could communicate directly to its
Internet data file. It could check in to update its status and log information
about its surroundings and activities. Updates could include the date and time
it was seen, the location of the reader, other clothing items detected nearby,
purchases Liz might have been making at the time, and who was standing near
her when the scan occurred.

Thanks to advances in computer technology and bargain-basement prices of
data storage, there would be virtually no limit to the amount of information that
. could be stored in this way. If this seems hard to believe, consider that by 2004
Wal-Mart’s database already contained twice as much data as the Internet.’

The scarf example illustrates how RFID tags make the bar code look
downright primitive by comparison. This extraordinary potential was not lost
on Ashton’s group. The light bulb went on: Imagine what would be possible if
these tags became as widespread as bar codes. Heck, why not replace the bar
code altogether? So the Auto-ID Center nicknamed its RFID initiative “The
. Journey to Discover What Will Follow the Bar Code.”10

Burt IT IsN'T A BAR CoDE!

The problem with calling RFID an “improved bar code” is that it’s not true.
RFID differs from bar codes in three important ways:

Unique ID. With bar codes, every twelve-ounce can of Coke has the same
UPC number (i.e., bar code), but proposed RFID tags would assign each
individual can of Coke its own unique serial number. These serial numbers
could be captured at the point of sale and recorded with the identity of the
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» WHOo WANTS TO KNOw? 4«

S Who would want to scan someoneelse RFIDtags? thleblg busmesswxlltell e

Tl you nobody plans to read RFID tags after goods are sold; we don’t beheve it for ‘_' :

: - aminute. We've. 1dent1ﬁed three groups: mth a big interest in secretly snaggmg =

: spychlp data from the thmgs you own: marketers, govemment agents, and : -

‘crxmmals " , i ‘_;
| Marketers want tag data to- 1dent1fy you and proﬁle your possessxons so =

- they can target you with marketmg and advertising matenal wherever you go. o

. 'Gavemment agents crave the power of hldden spychlps to momtor cmzens ‘

~po ﬁcal actmtles and whereabouts And of course, crzmmals cant wa1t to :

e vldentlfy casy marks and high-ticket items- by scanmng the contents of 4

- shep) mgbags and stitcases ata dlstance b S 3

purchaser as gleaned from a credit card or frequent shopper card. Such linkage
could lead to global item registration where the ownership trail of virtually
every item on earth could be recorded in a database and used to monitor
_peoples’ travels and activities.

Remotely readable. RFID tags can be read from a distance by anyone with
the right reader device, right through people’s clothes, wallets, backpacks, or
purses—without their knowledge or consent. It creates a form of x-ray vision
that could enable strangers to identify people and the things they’re wearing
and carrying. In the spychipped future, readers could be hidden in stores, public
buildings, homes, and even outdoor spaces like parks to electronically frisk you
as you pass by, taking notes on everything in your possession—right down to
the size and color of your underwear. We'll talk about doorway portals and
other devices that could make this possible in an upcoming chapter. Since the
reading would be silent and invisible, you would never be the wiser.

Health risks. Unlike the optical readers associated with bar codes, RFID
readers emit electromagnetic energy over wide swaths. Since global corpora-
tions hope to embed RFID readers into walls, floors, doorways, shelving—

even in the refrigerators and medicine cabinets of our homes—we and our
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children would be continually bombarded with the energy emanating from
these devices. Medical researchers have begun to raise questions about the
long-term health effects of this type of chronic exposure to low levels of

electromagnetic radiation.!!

BuUYING “INTIMATE ACCESS”

The societal downsides of making everything trackable and possibly jeopard-
izing human health did not deter the Auto-ID Center. On the contrary, once
they realized the power they could unleash, they wanted it even more. So they
sought the support and buy-in of the world’s largest manufacturers and
retailers to make their vision of ubiquitous item identification a reality. Since
. only volume purchases would create the economies of scale needed to drive
down the prfce of chips, the Auto-ID Center pounded the pavement to find
additional sponsoré willing to cbugh up the $300,000 for “intimate access to
groundbreaking research.”12 '

And succeed they did! What started as a farfetched pipe dream in 1999 had
mushroomed into a corporate juggernaut by 2002, with sponsors like Wal-
Mart, International Paper, Home Depot, Intel, Pepsi, Coca-Cola, Target, Tesco,
Phillip Morris, Unilever, Kodak, and UPS on board. The Center even boasted
the United States Postal Service and the Department of Defense as sponsors. By
this time, the Auto-ID Center’s research was deeply advahced, and live trials in -
stores were already underway, though very few people besides the sponsors
themselves knew anything about it. In fact, they were counting on keeping their
trials under Wraps, since it wasn’t in their best interest to alert the public to the
privacy-robbing technology they were qu‘ietly preparing to unleash.

Fortunately for consumers, it was around this time that Katherine stumbled
across an article that revealed a startling glimpse of their enormous plans. In the
article, a senior vice president of the market research firm ACNielsen (the
people who monitor television viewing habits) boasted, “Where once we
collected purchase information, now we can correlate multiple points of
consumer product purchase with consumption specifics such as the how, when

and who of product use’!?
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Wait a minute. The “when and who of product use”? That sounded suspi-
ciously like monitoring people’s use of products in their homes. How could they
possibly do this? '

Katherine discovered that the heart of this project was based at MIT, just
down the down the street from Harvard where she was working on her
doctorate. So she slipped into a few of their strategy sessions, including the
November 14, 2002, Auto-ID Center Board of Overseer’s meeting. As the event
unfolded, Katherine could barely believe what she heard.

Dick Cantwell, the Auto-ID Center chairman and Gillette’s vice president of
global business management, stood up and told the crowd of executives he had
some big news. After years of preparation, RFID had finally advanced beyond the
laboratory phase and was ready to be released into the world. Gillette had put in
a purchase order for half a billion RFID chips and was ready to begin using them
on its products. The packed crowd fell completely silent as everyone processed
the news. It was the stunning moment they had all been waiting for. Millions of
dollars of investment and three years of development had come to fruition.
Gillette was about to release five hundred million spychips into the real world.

The next bombshell was the Auto-ID Center’s announcement that it would
be passing control of the RFID initiative to the Uniform Code Council. If you
recall, that’s the organization that manages the bar code. An era was coming to
a close. Spychips had outgrown their period of incubation at MIT and were now
graduating to the big boys with the power to put them on everything. The EPC
network was poised to become the new global standard for item identification,
but average consumers knew nothing about it. How would they respond when
they found out?

Helen Duce, one of the Auto-ID Center’s associate directors, reported on
her consumer research. She told the crowd she had some good news and some
bad news. The bad news was that the people they had interviewed around the
world weren’t going to like RFID. What’s more, they were distrustful that
global corporations and governments would use it responsibly. The good
news, she said brightly, was that people felt hopeless to fight against the
technology. She reassured the ruffled executives in the audience that
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consumers would be unlikely to fight RFID—unless, of course, some privacy
activist came along to stir them up. A

As if all of this weren’t enough, then an executive from Intel stood up at that
point and offered the following advice about consumer advocates: “We should
bring them in so that they ... I don’t want to use the word ‘co-opt’ but . . . we
should make sure we deal with their [issues].”!4

Horrified, Katherine sat in the audience and took careful notes. Someone
had to alert the public. Clearly, businesses had plans they wanted to pursue at all
cost—plans they realized consumers would fight if they knew the details.

PATENTS TELL THE STORY

When word began to get out about RFID, industry players tried to lie about
their Machiavellian goals for the technology, saying they would never use it to

» WE SwWEAR IT WORKs ¥«

e 1 hereby declare that a.ll statements made hereln of my own knowledge -
o are true and that all statements made on ‘information and belief are
:  believed to be true; and further that these statements were made w1th;
! 3 the knowledge that willful false statements and the like so made are
punishable by fine or unpnsonment, or both. .

o ,So reads the official U, S patent application form. - :
The patent processisa serlous legal undertaking, Inventors filingan ap -

s vcatlon must take an oath swearmg that the information they present is
;tru_ﬂlful and that the invention meets the requirements to be patentable. To
qua.hfy for a patent, an invention must be shown to be both “useful” and

Aj,“ehetative.” In other words, it has to work. Any machine or process which
j-"cahnot perform its intendedf purpose cannot be called useful, and therefore -

; should notbe granted a patent.16 S A
While not all patent filings are approved, and many never pan out ﬁnan :
qally for their inventors, they can still provide rich insights into how a company

S : dpe_l"ates,kki:tzsv ethical swndards, and its long-term thinking, goals, and priorities.
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track people. But Liz found the noose the industry had put around its neck:
blueprints detailing precisely the methods global corporations would use to
make our worst. nightmares come true. Big companies like IBM, Procter &
Gamble, NCR, and other visionaries have all filed patent documents that
provide scandolous snapshots of how they’re proposing to spy on consumers
with this technology.

If there’s a corporation that should understand spychips and their potential,
it's IBM. With RFID labs established in countries around the globe, the
technology giant is one of the most heavily invested companies in RFID
projects. So when it files for a patent involving the technology, we pay attention.

On May 3, 2001, IBM inventors filed patent application #20020165758,
IDENTIFICATION AND TRACKING OF PERSONS USING RFID-TAGGED ITEMS.!” That
patent application spells out one of the key problems with RFID: It can all too
easily be used to track people. How? IBM details a way to collect RFID
numbers at the cash register and store the numbers in a database. Then, later
on, “the exact identity of the person” can be determined from the tags and
“used to monitor the movements of the person through the store or other

areas.” IBM explains:

Previous purchase records for each person who shops at a retail store are
collected by [cash register] terminals and stored in a transaction database.
When a person carrying or wearing items having RFID tags enters the -
store or other designated area, a RFID tag scanner located therein scans
the RFID tags on that person and reads the RFID tag information. The
RFID tag information collected from the person is correlated with trans-
action records stored in the transaction database according to known
correlation algorithms. Based on the results of the correlation, the exact
identity of the person or certain characteristics about the person can be
determined. This information is used to monitor the movement of the

person through the store or other areas.

The patent application goes on to describe how RFID tags could be used to

identify a person’s age, race, gender, and income bracket:



34 SPYCHIPS

... instead of determining the exact identity of the person, some charac-
teristics such as demographics (e.g., age, race, sex; etc.) about the person
may be determined based on certain predetermined statistical informa-
tion. For example, if items that are carried on the person are highly expen-
sive name brands, e.g., Rolex watch, then the person may be classified in
the upper-middle class income bracket. In another example, if the items
that are carried on the person are “female” items typically associated with
women, e.g., a purse, scarf, pantyhose, then the gender of the person can

be determined as a female.

Once IBM has the information, they could even use it to see if you're from

out of town or how long you’ve owned that pair of underwear:
gy p

When the systém is configured to identify the general demographical infor-
mation about the person, information such as the gender, age, social
economic status, geographic location where they probably purchased the
products, how long the products have been in service, etc., may be deter-

mined.

IBM has even developed a device actually named the “person tracking unit”
that can zero in on your RFID tagged products and use them to watch you like
a hawk: '

Once the exact identity or some demographics or other characteristics of
the person have been determined, the person tracking unit relies on this
information to track the person as the person moves through the roaming
areas. The person tracking unit may assign a tracking number to each
identified person and store the tracking number in association with the

collection of RFID tagged product information.

So why would IBM suggest obtaining all this information? Well, here’s one

reason:
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Once the movement of the person can be monitored based on the RFID tags
carried on the person, the tracking information can be used in a number of
different ways. For example, it can be used to provide targeted advertising to

the person as the person roams. . ..

That’s enough to steam even the most tolerant consumer. But it gets worse
than just advertising. IBM inventors suggest that the government could track
suspicious persons in public places via the RFID tags in the things they are
wearing and carrying. This is particularly shocking in light of the fact that IBM
leased cutting-edge punch card technology to the Third Reich so that Hitler
could track Jews and their property.!® Of course, if the government can track
people deemed suspicious, it theoretically could track everyone else as well:

Although the systems . . . of the present invention ... have been described in
context of a retail store, it can be applied to other locations having roaming
areas, such as shopping malls, airports, train stations, bus stations, elevators,

trains, airplanes, restrooms, sports arenas, libraries, theaters, museums, etc.

Yikes! Has IBM really been working on ways to track us in elevators and
libraries?

Yes, and much more. And it’s all in the public record.”

Unfortunately, IBM is just one of many companies with such big ideas. We
will share equally astounding patent documents from other well-known
companies in the chapters that follow to prove to you that there’s an agenda out
there—and apparently all of humanity is slated for the receiving end of it.

In the coming chapters, we have much more proof of what the pro-RFID
crowd is up to and why it’s crucial to fight back.

* Perhaps more than any other document, this IBM patent application spells out the night-
mare vision of RFID. We believe it is so important that we will revisit it again later in this
book, and we reprint it in its entirety on our website at Spychips.com.
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M RIGGEING EVERYDAY OBJECTS

- To REPORT ON THEIR OWNERS 4

[T]he widespread use of RFID tags on merchandise such as clothing
would make it possible for the locations of people, animals, and objects
to be tracked on a global scale—a privacy invasion of Orwellian
proportions. ‘

—IBM U.S. patent application 20020116274}

SpycHIPPED CLOTHING LABELS

R FID trade shows are the go-to events for spychippers and business execu-
tives thinking of joining their ranks. There, RFID industry players market their
wares, brag about their latest developments, and give hands-on access to their
technology. Naturally, that’s where we do some of our best research.

Last fall, we traveled to Chicago’s Navy Pier conference center to scope out
one of the biggest of the annual shows, Frontline Solutions. The Frontline
shows always deliver plenty of insights and surprises, and the September 2004
show was no exception.

The shocker at that show was a brazen display of prototype Checkpoint RFID-
laced clothing labels and “hang tags” bearing the names of companies like Calvin
Klein, Champion, Carters, and Abercrombie & Fitch. (Checkpoint is the

a7
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This Calvin Klein fabric label was among the
items featured at the Checkpoint RFID booth.
Viewed from the front, it looks like an ordinary
clothing label that would be sewn into the collar
of a shirt or sweater.

Viewed from the back, it is apparent
that the Calvin Klein clothing label
contains a hidden RFID device. (Note
the metallic antennae extending from
either side.)

‘When the Calvin Klein clothing label is opened, the RFID device it contains can be
clearly seen. Note the computer chip in the center of the tag and the metallic
antenna extending from it. This chip contains a unique ID number that can be
read remotely.
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At the Frontline Expo 2004 conference, Checkpoint revealed that one of their
major clothing clients was secretly working on plans to incorporate item-level
RFID tags into all their merchandise. Could it be Abercrombie & Fitch? Old Navy?
Calvin Klein? Carter’s? Champion? Apparently the brand doesn’t want its RFID
involvement publicized; Checkpoint’s lips were sealed.

This label, reading “Checkpoint
Systems RFID,” was sewn into a
Champion athletic wear jacket on
display at the Checkpoint exhibit.
Champion is owned by Sara Lee
Corporation, one of the earliest
companies to invest in the
development of RFID technology.

Interior view of a Checkpoint RFID
clothing label. This is the same type of
label that was sewn into the Champion
jacket pictured above. While it doesn’t
appear clearly here, the tag contains
woven circuitry inside.

(PHOTOS: KATHERINE ALBRECHT)
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manufacturer of anti-theft tag systems and now RFID systems, too, as we’ll
explain later.) As you'll see in the photos below, the fabric labels looked just like the
ones you might find in your own closet, neatly sewn into the neck of a shirt, a
jacket, or a baby’s romper. The cardboard hang tags looked just like any others you .
might find dangling alongside the price tags on clothing at any store in the world.
The difference was that these tags were souped up, spychipped, and remotely
readable. ‘

These were more than mere prototypes. The Checkpoint representative
boasted that a well-known client planned to put Checkpoint RFID tags on all its
clothing items in 2005. He wouldn’t reveal the name of the company, but he

dropped a few clues.

ABERCROMBIE & FITCH?

The Checkpoint representative referred to the company as a “well-known
national retailer.” Other clues included two dark blue prototype hang tags—the
only two tags in the display where there was any apparent attempt to conceal the
company name. Though, in retrospect, the shoddy taping job that left only the
Abercrombie & Fitch collegiate logo at the bottom could have been
Checkpoint’s way of adding drama to the presentation.

When Liz held up the poorly obscured tags and asked if the “mystery”
company planning to tag everything was Abercrombie & Fitch, the representa-
tive couldn’t hold back a telling smile. While he claimed his lips were sealed, his
manner suggested that we’d guessed the answer.

Abercrombie & Fitch would be just the company to do it, too. These are the
same guys who have peddled “soft porn” to kids, glorified teen nudity, and
portrayed group sex parties in their advertising campaigns. Their bad behavior
has sparked boycotts from Christian organizations, Asian-American groups,
and even the state of West Virginia. In addition to using sexually explicit
catalogs to market their cloﬂliﬁg, they have printed up culturally insensitive
shirts with slogans like “It’s All ReIative in West Virginia,” and “Wong Brothers
Laundry Service: Two Wongs Can Make It White.”

Whether or not you find their products offensive, we can probably all agree
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that they’ve been willing to ignore consumer opinions in the past. Spychipping
clothes, a key concern in consumer studies, would be completely in character
for this organization.

Turns out our suspicions were justified. A few months after the conference,
Abercrombie & Fitch let the cat out of the bag. In an article titled “U.S. Clothes
Firm Comes Clean on RFID Plans,” A&F admitted to trialing RFID technology.
“We're testing it,” a company executive told Silicon.com reporter Jo Best. “We’ve
got a couple of plans, we’re looking carefully at it. . . . Everybody is.”?

He’s right. Major clothing manufacturers like Calvin Klein and Carter’s,
along with retailers like Wal-Mart, Target, and Tesco, are eager to tag every
shirt, every pair of pants, and every shoe they sell—not that they-want people
to know about it yet.

GETTING THE WORD OuTt

As soon as we returned from the trade show, we issued a press release and posted
the shocking clothing label photos online, generating a rash of news stories. The
industry was none too pleased. Advanstar Communications, the company that

organized the Frontline Solutions show, sent an e-mail demanding that we...

... remove all unauthorized photos that you obtained at Frontline
Solutions Conference & Expo from your websites, www.spychips.com,
www.spychips.org, www.nocards.com, www.nocards.org and any other
websites under your management and that you refrain from making the
photos available to anyone else. If these photos are not promptly removed
from your websites, then Advanstar will not allow you access to Frontline or

any RFID-related Advanstar exhibitions or conferences in the future.

Despite Abercrombie’s later admission, it was obvious that the RFID
industry didn’t want the rest of the world to see evidence of their secret tagging
plans. But consumers have a right to know what’s in store, so we stood fast.
Rather than bow to censorship demands, we not only kept the photos on the

site, but we also issued a press release indicating that we would be posting
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additional photos from the show, including ones documenting the item-level
tagging of Huggies baby wipes, Kimberly-Clark diapers, Nyquil cold medicine,
CVS vitamins, Similac baby formula, and Lanacane cream.

Clearly, the industry is concerned about a backlash—a well-founded fear
considering the fiasco that forced Benetton into retreat in 2003.

THE UNI1TED COLORS OF BENETTON

Benetton is the Italian clothing manufacturer that sells its pricey clothing in
over one hundred countries around the world, marketing its brand with the |
distinctive “United Colors of Benetton” slogan in its glossy advertising. Of
course, it’s also infamous for its “United Killers of Benetton” campaign, in
which it used death row inmates to market its colorful sweaters a few years back.
But that was just the start of the company’s troubles.

When Katherine got wind that Benetton was planning to put spychipé inits
Sisley line of women’s clothing and barely-there undergarments back in the
spring of 2003, she led CASPIAN on the warpath against the company, calling
for a worldwide boycott of their clothes.

CASPIAN’s “I'd Rather Go Naked” campaign was the first shot fired across
the bow of the RFID privacy wars. Within weeks, the story had been covered by
National Public Radio, Business Week, Reuters, and dozens of media outlets
across the country. But the boycott didn’t stop there. It was picked up by the
Hindustan Times, The Scotsman, and featured in the Netherlands, France,
Germany, and as far away as Tasmania.

Reeling from a worldwide backlash, Benetton was forced to cancel its plans
to spychip over fifteen million garments and reassure shoppers that its
clothing would be spychip-free. The vicfory was cheered as a win for
consumers everywhere. We had put a temporary stop to the industry’s
invasive spychipping plans.

This might explain why Frontline was so anxious to suppress the evidence of
a renewed effort to tag clothing in 2004. The Benetton boycott had bought us
some time, but the Checkpoint labels made it clear that companies were once

again playing with fire—this time with a bit more stealth.
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THE SeycHIP AGENDA: TAG EVERYTHING!

Unless consumers put a stop to it, product manufacturers and retailers will put
spychips into everything manufactured on earth. If and when this>happens,
your possessions could be used to identify you, profile you, and track your
movements. But that hasn’t happened yet.

Or has it?

Because RFID tags can communicate right through solid objécts, and can be
easily hidden, they could already be planted in the things we wear and carry
today. We have seen prototype RFID tags concealed between layers of
cardboard, incorporated into product labels, and encapsulated in plastic. And,
as you've now seen with your own eyes, there are prototypes of clothing labels
with RFID tags hidden inside. ‘

This is more than just a theoretical concern. There are at least two confirmed
cases in which items on shelves in retail stores contained hidden REID tags that
were used to spy on people, and we have hints that other consumer products
have also been secretly tagged.

First, let’s look at the confirmed cases.

GILLETTE'S PHOTO-SNAPPING SMART SHELF

In July 2003, we helped the UK Guardian newspaper expose a scandal involving
Tesco, the UK’s largest retail store, and Gillette, the razor blade company.?
Gillette was quick to put its large order of spychips to use, hiding them in the
glued cardboard packing of Mach3 razor blades. An RFID-enabled Gillette
“smart shelf” could sense when consumers picked up the spychipped packages.
SNAP! A camera relayed a close-up mug shot of each shopper’s face to store
security personnel. (After all, anyone could be a shoplifter, they figured, so why
not watch ’em all?)

A second camera snapped the shopper’s phbto at checkout. If someone was
seen picking up razor blades from the shelf but wasn’t seen paying for them, that
person was flagged as a potential shoplifter. (Pity the customer who abandoned

the pricey blades in a magazine rack at the checkout or who had a spouse pay
the bill.)
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All this photographing and tracking was done secretly, without the knowl-
edge of customers shopping at.a Tesco store in Cambridge, England. But all it

)«

took was a little exposure. The companies’ “guilty-until-proven” innocent
approach to crime prevention didn’t go over too well with consumers, who
protested outside the store after the Guardian broke the story. Like cockroaches,
the chips and shelves disappeared as soon as the light was shined on them.

But, of course, while the shelves may have disappeared, Gillette and Tesco are
still big RFID backers, promoting the concept behind the scenes. Gillette’s Dick
Cantwell publicly talks up the technology at every opportunity, and Tesco, the
world’s third-largest retailer with thousands of stores across Europe and Asié,
went on an RFID “shopping spree” in early 2005, buying 20,000 readers and
antennas to install in 1,300 of its stores.* Since both companies have been
unrepentant for their past deeds and have failed to address consumer concerns
about their use of spychips, CASPIAN has launched worldwide boycotts against
them as well. Details are available at BoycottGillette.com and BoycottTesco.com.

Photo-snapping spy shelves were also slated for the United States. Katherine
took pictures of one in a Brockton, Massachusetts, Wal-Mart store. That shelf
disappeared overnight, too, after Elaine Allegrini of the Brockton Enterprise
called company officials for an explanation and ran a front-page story. “Shelf?
What shelf?” they responded.”

Hiawatha Bray of the Boston Globe doggedly pursued an acknowledgement
of the shelf from Gillette and Wal-Mart and confronted them with Katherine’s
photos. They suddenly remembered the shelf but denied they ever plugged it in.
(We bet they never inhaled, either.)

PROCTER & GAMBLE TEsTs ITs TECHNOLOGY ON UNWITTING SHOPPERS
In November 2003, Chicago Sun-Times reporter Howard Wolinsky broke the
shocking story of how Procter & Gamble conducted a secret RFID trial at a
Broken Arrow, Oklahoma, Wal-Mart store.® They’d taken Kevin Ashton’s lipstick
tracking plans and put them into action. Customers who bought Lipfinity
lipstick from that store between March and mid-July of 2003 got something
extra in the bargain: a live RFID tag hidden inside the product packaging.



(PHOTO: KATHERINE ALBRECHT)
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A Gillette razor package
prototype with RFID tag
concealed inside.

Close-up of tag

concealed in
Gillette package.

(PHOTOS: L1z MCINTYRE)

Procter & Gamble Lipfinity lipstick package and an adhesive

RFID tag similar to the ones that triggered a webcam in a
Broken Arrow, Oklahoma, Wal-Mart store.
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" A video webcam was trained on female shoppers to watch them as they
picked up the spychipped ']jpsticks. The live feed of the women’s images was
beamed directly to the offices of Procter & Gamble executives 750 miles
away. (“Please close my door and hold my calls, Ms. Jones”) It was a perfect
illustration of how easy it is to set up a secret RFID infrastructure and use it to
spy on people. Had an informant not blown the whistle, they would probably
have gotten away with it. Did they apologize? Hardly. '

When Wolinsky, the investigative repoi'ter, contacted Procter & Gamble,
they flatly denied the trial had ever taken place. But P&G was no match for
Wolinsky’s sleuthing skills. He uncovered photos and other proof that
reduced the company’s public relations department to incoherent mutterings.
When denials no longer worked, ‘they said customers shouldn’t object to such
a trial since Wal-Mart’s standard store placards stated that the premises were
under surveillance.” '

Under surveillance? What an understatement!

In addition to these documented cases, we have run across photos and
written evidence suggesting that other products have contained hidden spychips,
too: These include Huggies baby wipes, Pantene shampoo, Caress soap, Right
Guard deodorant, Wisk laundry detergent, and bags of Purina dog food.®

RFID SLipPED UNDER OUR NOSES?

Let’s say these companies succeeded in spychipping our shirts and underwear—
what would it take to create a worldwide network of devices to read all these
tags? Frighteningly little. The next time you walk through the doors of a major
retail store like Wal-Mart or Target, take a look to the left and to the right. Youw’ll
see anti-theft security portals standing guard. What few people realize is that
these gates could turn into RFID readers overnight.

Stores have used security portals for a number of years to detect swiped
goods. Two companies, Sensormatic, a subsidiary of Tyco, and Checkpoint
Systems, the company we caught displaying spychipped clothing tags, are the
leaders in anti-theft technology. Between them, they are responsible for
installing nearly one million anti-theft systems worldwide. They also manufac-
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ture the small anti-theft devices that come glued onto packages—the ones that
set off an ear-splitting alarm if they aren’t deactivated at the checkstand.

The technology used for those familiar security systems is called
“electronic article surveillance” or EAS. Many of today’s anti-theft EAS
tags are paper-thin radio frequency tags (as opposed to radio frequency
identification tags). They look a lot like RFID tags, but lack a computer chip
and the associated privacy issues.

Anti-theft tagging is huge business. Sensormatic works with Wal-Mart as
well as 93 of the world’s top 100 retailers.’ It boasts anti-theft systems installed
in a staggering 445,000 locations worldwide, making it the biggest player in the
EAS industry.!0 Its rival, Checkpoint Systems, runs a close second, with equip-

» DisaABLE MY HEMORRHOID CREAM, PLEASE! «

; Iust about any item in the store could ‘cause an embarrassmg scene at the',_
; ksecunty gates According to the Source Taggmg Council, an mdustry group fhiat . i
cheers the pracuce of hiding antl-theft tags in items or thetr packagmg, compa-‘ 3z
e ;, més are no v source taggmg everythmg from condoms tofcorn cob p1p ' 'Here s

_fa mmplmg of some of the bizarre 1tems we found on  the orgamzatlon 3 hst*

w1

‘Wallets, belts, rugs;'ﬁshing reels, ear wax'product, stopwatches, golf 0
= " balls; Martha Stewart flannel sheet sets, sump pumps, crock pots, cat
: _toys, pepper spray, breast pumps, toaster ovens, book lights, personal £
‘ Iubrlcant, snormg strips, condoms, 3-D glasses, paint ba]ls incense
; bumers, pgegpancy tests, ear infection detectors, Star Warst toys, press- -~
Vlor'x nail kits;“ tents; meat soaker pads, scar removal cream, proét‘ate :
._.'_formula, coffee ‘makers, corn cob pipes, HIV test Kits, deep fryers,;';:
v moxsture de_ ctors, karaoke machmes, and The Clapp” :
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ment installed in 350,000 locations.!! Their clients include well-known retailers
like Target, Barnes & Noble, Circuit City, and the United States Postal Service, to

name just a few.!?

SOURCE TAGGING

In recent years, shoplifters have wised up to the presence of obvious anti-theft
tags and begun simply peeling the EAS tags off before walking through the
security portals. In response, security companies have deployed a new tactic:
making the tags invisible by hiding them, a practice called “source tagging.”
Source tagging involves going directly to the product manufacturer (the
“source”) and getting them to embed anti-theft tags into an item’s packaging or
even directly into the item itself.

Source-tagged anti-theft devices are invisible by design. Checkpoint’s
website explains that “invisible EAS is more effective” since it is “hidden from
shoplifters and employees alike.”* So how do the companies hide the tags? By
gluing them inside of sealed packages or placing them into cardboard, for
example. Or tliey can take a more direct approach and sew the anti-theft tags

into the seams of clothing or sandwich them into the soles of shoes.

FroM SoURCE TAGGING TO SpY TAGGING

Shrewdly, Checkpoint offers its customers a migration path from the low-
cost, narrow pay back EAS [anti-theft] tag at a few cents to the basic ten cent
RFID device. .

—ID Tech ExV

Now for the part that keeps us awake at night: Sensormatic and Checkpoint,
the masters of hidden security, have begun “upgrading” their anti-theft tags to
incorporate RFID. This move could spawn the creation of a broad-scale spychip
infrastructure, invisible and hidden by desigh, emerging right under our noses. We
could wake up one morning to discover that our homes are filled with spychipped
itemns and that a ubiquitous network of RFID readers has been installed into count-
less commercial doorways to silently scan us everywhere we go.
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This threat is very real. Checkpoint’s newly-minted line of dual-use anti-
theft/RFID portals (ironically named “Liberty” readers) can already read both
anti-theft and RFID tags, and the company recently announced plans to
purchase one hundred million RFID tags from vendor Matrics to meet its
customer needs.'® Where are those one hundred million tags? We'd sure like to
know. Wouldn’t you? They’re obviously being used somehow.

While Checkpoint represented that the tags will be used for warehouse
operations, the company touts itself as “the world’s largest integrator of RFID
technology into consumer product packaging.”!” Egads! Could Checkpoint
already be hiding these things in our belongings? Might we be wearing RFID
tags now and not even know it? Checkpoint and Sensormatic (which has said it
is working on the same RFID schemes) aren’t teliing.

But as far back as 2003, Checkpoint bragged that it was “working with
forward-thinking consumer product goods manufacturers and retail clients on
pilots”® Who were the unnamed retailers that tried sending spychips home
with consumers? Have their pilots now become full-scale rollouts? Were Target,
Staples, or Circuit City involved? After all, they are Checkpoint clients. Perhaps
it was the nation’s third largest grocery chain, Albertson’s, which recenﬂy
announced plans to install Checkpoint’s Liberty readers in its doorways.'® Or
was it CVS pharmacy, one of the nation’s largest drug chains?

CVS is not only upgrading to Liberty anti-theft portals, they’re hooking the
readers up to phone lines so they can transmit data to CVS headquarters. This
will “enable CVS to view alarm data by region, by store, or by date and time.”2°
The reason? Management apparently wants to know exactly what products are
going out the door. ‘

Since there is no legal requirement for companies to tell consumers when
products they buy contain RFID tags, it could be happening today at any one of
these stores. That’s why we’ve called for mandatory labeling legislation that
would require companies to tell consumers when items contain an RFID tag
and what such a tag could mean for their privacy. (More on this topic in
Chapter Seventeen.)

You're not likely to carry things like Martha Stewart flannel sheets, a coffee
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maker, or the Clapper around with you, so you might wonder what difference it
would make if these were someday laced with RFID, But what about something

like your shoes?

Ir Your SHoes CouLp TALK

RFID tagging of any consumer item poses a threat to ybur privacy, but nowhere
is that threat more obvious than in the things we wear. And you really wouldn’t
want to have a spychip in your shoe. The reason is simple. To understand why,
ask yourself: When was the last time someone else wore your shoes? If youre
like most people, the answer is probably never. For comfort, hygiene, and
cultural reasons, people typically don’t exchange shoes with each other. Plus,
unless we’re Imelda Marcos, most of us only wear a limited number of shoes. So
if someone could scan a shoe and read its ID number, they might have a pretty
good idea of who was standing in it.

An RFID tag in a shoe could function as a tiny spy, relaying information
about your presence and movements to the readers embedded in the surfaces
you walk on every day, like door mats, store floors, and the carpeting in your
home. The challenge would be to find a way to slip an RFID tag into people’s
shoes and link their unique ID numbers with their idenﬁty. Then, a network of
reader devices placed in strategic locations could make it possible to monitor

the movements of vast numbers of people.

CREATING THE PURCHASE DATABASES
To understand how RFID numbers on shoes and other consumer items could
be linked with you, it’s necessary to understand what happens today when you
shop at a national retail chain. While many people still think of cash registers

simply as adding machines with cash drawers, they have become sophisticated,

' ubiquitously networked, high-speed computer terminals, feeding purchaser

data directly into massive databases.
Unless you make a point of paying with cash (which is currently anony-
mous), you communicate your identity with every transaction you make. If you

shop at a major chain with a frequent shopper card, credit card, or ATM card, a
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list of each item purchased will likely be stored in the retailer’s database in a
record with your name and card number at the top. Depending on the retail
chain, these records can stretch back ten years or more. This means that the
store can view an itemized list of purchases you've made over time.

Information aggregators like Chicago-based Information Resources, Inc.
(IRI), collect the sales information from cash registerg around the country
and consolidate it into centralized databases. IRI has been doing it since 1987
and now claims it collects and consolidates data from over thirty-two
thousand U.S. food, drug, and mass merchandise retail stores.?! Never heard
of IRI? That’s exactly the problem. While some privacy-conscious consumers
may wince when they hand their card to the cashier, most people give little
thought to where the data goes after that. The multibillion-dollar infrastruc-
ture that captures people’s personal information and traffics it to others is
largely invisible.

Of course, your purchase records can then be linked up with other informa-
tion about you, such as your name, address, dccupation, vehicles driven, credit
rating, and so on. Because of advances in gebspatial satellite imaging, there
could even be aerial photos of your home and neighborhood in a database
somewhere.?? So whenever you make a purchase with anything but anonymous
cash, you are likely adding another brush stroke to a very intimate portrait of
your life and that of your family.

Since today’s cash registers, known in the industry as “point of sale” or
“POS” terminals, automatically capture bar code data and record it in the
purchaser’s data record, we can assume that the same thing will happen with
~ RFID tag data. The difference, however, is that the RFID tag data will include
unique ID numbers. Just as today’s invisible POS databases record what we buy,
tomorrow’s POS databases will record exactly which ones we purchase, identi-
fying them by the unique EPC numbers encoded on their RFID tags.

Once those databases are consolidated, anyone able to obtain them would
have the ability to identify people secretly, at any point where they step within
range of an RFID reader. What’s more, tagged shoes would make it possible to
keep a record of where people have been, based on tag sightings. Not only would
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someone with access to such a database know, for example, that you were
spotted at a retail store on a particular date at a particular time, that person
might also be able to tell exactly where you were standing in the store and for |
how long. For example, a reader in the store floor in front of the self-help books
or pregnancy test kits could record your presence, and by association, your

interest in such things.

SoURCE TAGGING SHOES

So, is anyone putting RFID into shoes today? Well, we know they’re putting
anti-theft tags (like the ones that can be equipped with RFID) into shoes.
Checkpoint slips them between the layers of the sole. Here’s an excerpt from a
promotional piece describing the process: “One shoe in every pair has an EAS
circuit placed between the layers of the sole at the point of manufacture,”
explains Charlie Mills of shoe retailer Mills Fleet Farm. “Customers and
employees don’t know the tag even exists in the shoe.”?

Philips Electronics, a major RFID chip manufacturer and the global corpo-
ration behind the Benetton clothes tagging project, is already thinking about
tagging shoes with RFID. In a patent application filed by the company in 2003,
Philips describes the need to keep an RFID device small and powerful, yet soft
enough for footwear and clothing. Philips devised a fabric antenna that is
“flexible and pliant, thereby lending itself to taking on and conforming to the
[item’s] shape.”

One form of the fabric antenna is a line of “conductive threads interwoven
with the fabric” To the untrained eye, the fabric antenna could look like any
other stitching and it could feel just like the rest of the material of a shoe or
garment. Talk about hidden!

Philips has clearly thought about reading these shoe tags while the shoes are
on people’s feet. The inventor observes that “the placement of [the RFID tag] in
[the] shoe may be particularly advantageous where the [RFID] interrogator is
located in a floor”%*

Why would Philips want shoes to be interrogated by a reader in the floor?

The next chapter may provide some clues.
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» BuTt WOULDN'T YOU NEED A

READER EVERY FIVE FEET? 4«

Katherine once had lunch with a reporter who couldn t see how RFID 2 §
with a mere five-foot read range could be used to track people. “W'th such a

short range,” she sniffed, “I'd have to follow you all day, pointing a- reader at

‘you to keep you in range. » She waved het hand dJsmlsswely. “Ra,ther thari go to' e

~ all that trouble, I'd just watch you instead!”

But what hadn’t occurred to her was that even with the re]ahvely short' ; ; :
read range of today’s tags, snoops wouldn’t need billions of reader statlons to-

" keep track of someone’s travels (nor would they have to follow their tatget”»; :

around)—provided readers were installed at strategic locations.

The reporter had driven over sixty miles that day. to meet with Katherme ;
, With one reader every five feet, a snoop would need 64,416 readers to monitor

. ;every mornent of that tr1p But it would ha:dly be necessary smce the same. tnp; ¥

could be tracked with just four readers. One reader at the freeway onramp

- could scan the spychlp in her tires, a second at the ﬁ'eeway offramp could deter- - 2

mine where she got off the freeway (and perhaps even issue her an automatlc

speedmg ticket if she had gotten there too quickly). A third. reader at the 5 ’

entrance to the parking lot could tell where she parked her car, and a fourth_ ;‘; ]

reader at the door of the restaurant could scan the tag in the reporter’ sshoe or s

read the data on her spychlpped driver’s hcense——nght through her wa]let. 2 |
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TARGET ON YOUR BACK

M MARKETERS F‘LAN TD LJSE RFID TO

_AANIPULATE AND SPY DN GENSL.IMEREA

If I talk to companies and ask them if they want to replace the bar code
with these tags, the answer can’t be anything but yes. It’s like giving
them an opportunity to rule the world.

—Steve Halliday, vice president of technology at AIM Global!

Ca you see him? Not if he can help it.

Bob is careful to avoid being noticed as you exit your parked car. He jots

down detailed notes including your vehicle’s make, model, color, and license

plate number. This information will be critical to his mission. He grabs a

shopping cart from the corral and follows you into the supermarket, keeping

just the right distance. Not too close.

First turn, the fruit and vegetable aisle. Bob feigns an interest in peaches

while you pick the perfect bananas and place them in your shopping cart. He

duly notes your selection in his inconspicuous mini notebook. “Bananas, two

pounds. Cost: 99 cents per pound.”

You head towards the bakery. Bob follows a few paces behind, noting that

you pause at a Cinco de Mayo display and look over the Mexican Bimbo bread.

55
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When you add a loaf to your shopping cart, Bob imagines that you could be
Hispanic—though it’s not clear from your outward appearance. Bimbo brand
bread is a pretty good indicator that you have roots south of the border. He
keeps his eyes peeled for other telltale signs as you roll down the cereal aisle.

Since you add high-fiber cereal to your cart, Bob figures you're either (a)
health conscious, (b) trying to lose weight, or.(c) constipated. Bob rules out the
first two options when you add Metamucil and hemorrhoid suppositories to
your cart, discreetly hiding them under a copy of the Sunday newspaper you
picked up before heading to the health aides aisle.

In anticipation of greeting the cheery checkout clerk, your cheeks burn
though you try to compose yourself. Bob pretends not to look and updates your
profile. “Clearly embarrassed. Pays cash. Total: $21.57.”

Bob quickly pays for his bag of peaches and abandons his cart full of cereal
and health aids near the checkout stand. He rushes to catch up with you to make
last minute notes—the way you walk, your clothing, and any other details that
could help him understand you, his prey.

Your eyes meet Bob’s as you glance behind you before backing out of your
parking space. You smile, unaware of Bob’s motives. You recognize him as that
young guy from the store. Bob forces a smile in return, wondering how you'd

feel if you knew.

THE SUPER SLEUTH SUPERMARKET SURVEY

Though it sounds unbelievable, for dozens of shoppers in middle America, this
scenario really happened. The guy we called Bob could have been any one of a
number of undergraduate students of Marketing 304, a retailing course offered
at Eastern Kentucky University. These students were instructed to literally
follow shoppers around a store, while secretly recording details about them and
their shopping habits.

The assignment was called the “Super Sleuth Supermarket Survey,” and its
purpose was to teach budding marketing students the tricks of their chosen

trade. The students were instructed to head to a store, randomly select “a
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stranger who is not aware that they are being watched” and develop a “profile”
by secretly following that individual through his or her entire shopping trip.

While most people would expect such behavior, if discovered, to land its
perpetrator in hot water, marketers don’t think like most people. In fact,
marketing educators saw this assignment as such an exemplary way to condi-
tion new arrivals to their ranks that this lesson plan was featured at one learning
venue under the heading, “Great Ideas for Teaching Marketing.”?

And why not? This is exactly the kind of consumer spying performed today
by professionals like Paco Underhill and his company Envirosell. Underhill
employs onsite researchers called “trackers” to follow shoppers around the
store, listening in on them and recording their conversations.® Envirosell has
even stooped to closely scrutinizing the behavior of customers seated at restau-
rants, without their knowledge or consent.*

Apparéntly, Envirosell has no shortage of clients. Fred Meyer, CVS, Trader
Joe’s, and Wal-Mart are among nearly fifty major retailers that have used
Envirosell’s surveillance services to spy on their customers.’

What kind of people could think that stalking strangers is not only accept-
able but laudable? Who are these marketers and who gave them the right to spy
on us?

To answer that question, we need to understand the mind of the modern
marketer. Katherine is in a good position to say how the profession has changed
since she received her undergraduate degree in international marketing in the
mid-1980s. Back then, marketing education focused on the four Ps: product,
price, placement, and promotion. The idea was fairly simple: Make a good
product, price it right, put it where people can find it, and tell them how good it
is. That’s good, clean, honest free-market business sense. However, in the last
fifteen years or so, a new P has overshadowed all the others: People.

The new P emphasizes the importance of knowing everything about
- customers in order to influence their decisions. It’s also about discriminating
against the bargain shoppers or the economically disadvantaged while catering
to the profitable.
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This isn’t a bed of roses for the customers at the top, either. Their every move
is under the marketers’ microscope, and their valuable shopping data is
analyzed for internal purposes or trafficked to the highest bidder.

Of course, the retailers, manufacturers, and marketers are savvy sorts who
aren’t stupid enough to say this outright in public. No, instead of riling the
masses or spooking their prime customers, they discuss their plans in “market
speak.” One of their insider terms for spying on customers is customer relation-
ship management (CRM). You can think of this term as a euphemism for
consumer espionage. Bob and his classmates are learning the low-tech version
of this increasingly high-stakes game. .

There are many ways marketers justify CRM. They tell the public that it’s for
their own good—that knowing who they are and what they like to buy will help
to serve them better. And, of course, since 9/11, they can pin some of their
snooping on security measures that are supposed to keep us all safer. But the
real objective is finding more efficient ways to separate us from our money.

University marketing students are being schooled in CRM, and thousands
graduate each year to help perpetuate the new technologies that enable
businesses to learn more about their customers than anyone, including your

own mother, has a right to know.

DiGitaL Bos

WARNING: If Bob’s supermarket spying spree upset you, brace yourself. It’s mild
compared to what’s coming: supercharged marketers enhanced with spychip
capabilities. Every RFID-enabled item will have its own digital version of Bob
on standby, 24/7, waiting for an opportunity to share its unique information.
The computerized versions of Bob can hide in your shoes, ride in your car, and
even go to bed with you undetected.

These digital Bobs can secretly relay information using invisible radio waves
whenever they’re in range of a reader device. They could be bouncing inside a
briefcase, cruising down the highway at sixty miles an hour, or standing on their
heads and still issue their stealthy reports successfully.
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P MARKETING MAJORS SCORE LOWEST

ON ETHICS TESTS 44

: Researchers have found that marketing students saore lower on mwures of
_ethics and acadermc integrity . than ~any other university . majors ‘
: 'Unfortunately, these same marketing stndents wﬂl someday wield the toolsof
CRM to collect your personal information. “The mcxdence of academlc e
: dlshonesty has been ‘increasing throughout the past few decades etb;cs .
" researcher Kenneth Chapman and his colleagues explained in.a recent article. . -
“Past research has indicated that busiriess students cheat more than their peers . )
. in other disciplines across the umversn:y And, of parncular concern to \
marketlng educators, the current research ﬁnds that marketmg ma]ors cheat e
s1gmﬁcantly more than their peers in other business d1sc1phnes 76 Of course,
"these ﬁndmgs don’t necessarily mean that all marketmg students.are unettncal = :
~or that all marketmg pracuces are diabolical, but it does suggest that socxety -
may want to keep aclose eye on any programs pla.nned, used, or overseen by v

~ the marketmg professwn

‘

So who or what is on the receiving end of these reports? The consortium of
businesses and government entities developing the RFID infrastructure plans to
send them to massive Internet databases. Once all the billions of items on the
planet contain digital Bobs, theoretically, the whereabouts of everything and
everyone will be known at all times and accessible to anyone with access to the
databases, authorized or otherwise.

Imagine the power of being able to log onto a Google-like Internet search
engine and find out all the items associated with a particular person, organiza-
tion, or government entity. Then, imagine being able to find out where all those
items are in real time, where they have been, and their historical relationships
with other items, people, and events.

Combine that power with information from the millions of databases
already in existence and you can glimpse how RFID could become the most

powerful marketing—and surveillance—tool in history.
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PrOCTER & GAMBLE TRACKS CONSUMERS WITH RFID

Many companies have contributed to the RFID menace headed our way, but
if we had to pinpoint a single company that bears the brunt of responsibility,
it’s Procter & Gamble—makers of such ubiquitous household items as Tide
laundry detergent, Crest toothpaste, and Cascade dishwashing soap. As you
will recall, P&G was one of the original founders of the MIT Auto-ID Center
back in 1999 and should be held accountable for helping to launch the
spychip revolution.

In those early years, P&G spent a lot of time and mbney promoting its vision
to other companies, knowing that it would not be possible to create a standard-
ized, worldwide system for tagging everything unless other major players got on
board. They eventually attracted over a hundred companies to invest in the
Auto-ID Center. How? By showing them, among other things, the technology’s
marketing potential.

Since those initial days, P&G has erased virtually every trace of its early
public statements about RFID, replacing them with bland gobbledygook about
“improved supply chain efficiencies” and “streamlined operational costs.” But
with some careful digging, we were able to snag a few of their juicier communi-
cations from circa 2000—back before the company realized it had a major
consumer acceptance problem on its hands. After reading these documents, it’s
pretty clear why P&G might want to keep a lid on them.

The documents reveal that in 2000, P&G and MIT built a prototype “Store
of the Future” and “House of the Future” in Cambridge, England, to showcase
RFID’s potential. They cooed about the power of RFID in a promotional piece

titled “Imagine the House and Store of the Future”:

The “Store of the Future” features . . .

Shelves that know what they contain ...

Shopping carts that know what they contain...

Floor tiles that track products and carts around the store . ..”

As for the “House of the Future,” it features a “T'V that shows you adver-
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tising based on what you buy and what you are about to run out of, using infor-
mation from your refrigerator.” v

If you're mortified at the thought of floor tiles tracking you or your fridge
serving up content for television ads, we understand completely. Surely the
“programmers of our future” (an actual quote from one of the documents®)
weren’t actually serious, were they? On the contrary, apparently they meant
every word, reassuring skeptical readers that “this is science, not science
fiction.” They even provided details about their television advertising scheme

in a document titled “A Chip in the Shopping Cart™:

Let’s say [an RFID tag is] positioned on the bottom of a bottle of Coca Cola.
As soon as we take it out of the refrigerator, the fridge will know that the
Coke supply has run out and it will inform the supermarket via Internet that
they need to re-supply your home. Or, if you prefer to do things on your
own, the Coke will be automatically added to the shopping list displayed on
the electronic blackboard in the kitchen. At this instant, as if by magic, the
publicity of Pepsi Cola will appear on the home TV screens. Because your

intelligent refrigerator has communicated with your intelligent TV set.!©

The piece wraps up with a section titled “What’s in It for P&G?” Call us
cynical, but we weren't surprised to see that P&G identified improving target

marketing as one of its key objectives.

P&G’s STORE OF THE FUTURE

It didn’t take Procter & Gamble long to work out the technical details of
tracking customers around its envisioned spychipped future store. In August
2001, the company applied for a patent titled SYSTEMS AND METHODS FOR
TRACKING CONSUMERS IN A STORE ENVIRONMENT.!! Subtle, huh?

In that patent application, Procter & Gamble lamented the shortcomings of
existing methods of consumer espionage. Capturing people’s data at the cash
register and following them around the store with video cameras and human

observers just wasn’t cutting it:
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Unfortunately, this kind of low tech approach cannot generate sufficient
data. . .. [T]here is a need for empirical tools which can allow detailed
“analysis of what consumers experience in stores; where they go, how long

they stay there, and what influences the paths they choose.

Noting the “tremendous economic incentive for both retailers of goods and
the providers of such goods to understand what motivates consumers to
purchase,” they developed a plan to use sensors anywhere in the store, including
the ceiling, floor, shelving, and store displays, to read RFID tags on shopping

carts and on items shoppers pick up:

The basic parameters measured by [the] system include where an individual
goes ... and for how long. This may then be tied in with what that individual
purchases based on the individual’s corresponding check out or point-of-
sale data gathered at check out stands. . . . [A]ctual tracking of consumers in
the store environment . . . generat[es] much more substantial information

.. [that] may be used to effectively direct consumers to higher profit margin

items. ...

Using RFID to track people in the store? No, say it ain’t so! After all, hasn’t
Sandy Hughes, P&G’s “global privacy executive,” repeatedly assured us that
P&G has never even considered tracking consumers with RFID?!2

NCR: MORE THAN JusT CAsH REGISTERS

NCR is the nearly six-billion-dollar company that makes the world’s cash regis-
ters. Founded in 1884 as the National Cash Register Company, NCR was one of
the first global businesses, with offices today in over one hundred countries. The
company now makes all sorts of other things, too, including bar code scanners,
self-checkout units, and ATMs. '

~ NCR’s decisions impact a lot of people. The company proclaims on its
website that “we enable companies the world over to touch millions of

customers, millions of times each day.” NCR’s influence is felt around the globe.
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P DROOLING IN THE BEAUTY AISLE W«

A Procter & Gamble and Glant Food Stores, part of the scandal-ridden Ahold
; fam:ly {the Bnronahke accounting bad. boys of the supermarket mdustry”),
. once Jomed forces to conduct “extenswe research on consumer shopping
 habits” The goa.l was to mcrease sales of P&G brand health and beauty aids.
.;Accordmg to a ]une 2001 artlcle pubhshed by the Pennsylvania Food‘
v . Merchant”s Assomatlon, the duo paued up t0 “double the amount of customers |
: : y_that come down the msle "4’
N Reportedly, they used a“umque methodology to dev1se their new marketmg i
g : approach Marshall Hame, one of thei mventors of P&G’s sti]l-pendmg patentto
» i r 'ck/'shoppers m stores, ‘characterized thexr eEorts as “Pavlovian;” explaining, | v
v 'if _We tied into the consumers basxc needs-——-fundamental needs that mspxre;f Y

L ;:“Pavlovm.n ? Of course that word refers to the work of Ivan Pavlov"d :
o (1849—1956), the scxentxst who studied ways to elicit desired behavior from his- :
sub)ects thle Pavlov’s sub)ects were dogs that he trained to drool by the .
mere’ nngmg of : a bell, his theories have been translated to other scenarios—
o "now, 1t seems, by Procter & Gamble to get female shoppers to swarm to their

N cosmehc dlsplays.

They boast that wherever a transaction takes place, whether “across the counter,
by telephone, at a kiosk or ATM machine, or over the Internet, NCR is there!®
You may have even bought something at an NCR cash register today—their
client list includes such heavy hitters as Wal-Mart, Bank of America, KFC, and
major supermarkets.

But in addition to selling cash registers, NCR peddles an invisible and far
more insidious product: data capture. Strategically positioned throughout the
world at what the industry calls the “point of sale,” NCR can capture virtually
limitless quantities of valuable marketing information about people and the
things they buy. The company brags about how intimately it can observe

customers and tells corporate clients it specializes in “giving you and your
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company the tools you need to gather critical data about their individual prefer-
ences, needs and requirements.”!6

It’s no exaggeration. NCR is up to its eyebrows in data, telling website visitors
that its Teradata division is “the market leader in data-warehousing solutions.”
These warehouses of data are so big they require entire buildings to house them.!”
Their size boggles the mind. The New York Times recently reported that Wal-Mart
alone has stored 460 terabytes of data on NCR Teradata mainframes. “To put that
in perspective, the Internet has less than half as much data,” said the Times.!8

Sitting in the catbird seat with regard to both sales and data collection, it’s little
wonder NCR has turned its interest to RFID—so much so that it has a full-time

“RFID Evangelist” on its staff.'® He'll tell you the company has plans. Very big plans.

CoRNOGRAPHY: NCR VoytEurs WarcH WHILE You SHOP

In December 2003, NCR was granted a patent for an invention they call
AUTOMATED MONITORING OF ACTIVITY OF SHOPPERS IN A MARKET.2Y Reminiscent of
Procter & Gamble’s plans, here NCR describes an unbelievably detailed strategy
to watch shoppers’ every move in the store aisle, fecording their activities on a
moment-by-moment basis and making a record of everything they do—down
to the split second. ' '

NCR'’s scheme starts with RFID tags on every product in the store and
reader devices hidden in every shelf and grocery cart. These are in turn
connected to a vast, silenﬂy watching computerized spy network that waits for
a shopper to lift an item from a shelf, rather like a spider waits for a tug on its
web to indicate that its next meal has arrived. »

When an unsuspecting customer does lift an item from a shelf, say a can of
corn, the system kicks into surveillance gear, timing precisely how many
seconds the shopper holds the item before either putting it back on the shelf or
placing it in her shopping basket:

The invention monitors the items. The invention determines whether each
item is located in one of three positions, namely, (1) in. the basket, (2) on

shelves, or (3) neither in the basket nor on the shelves.
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For example, an item may take the form of Brand X canned éorn. If the
shopper removes a can of Brand X corn from a shelf, and holds the can in
the hand, the invention will detect that a can of Brand X corn has been

* removed from the shelf, and also that the can is not in the basket. The infer-
ence may be raised that the can is held in the hand of the shopper at that
time. . .. The data just obtained is recorded.

... [A] detailed record of the successive occupations of positions [basket,
shelf, or neither] ... can be recorded, together with the time-of-day for each

position.

Based on the recorded positions of the can of corn and the time at each
position, the system makes inferences about shopper activity. For example, if
the can is removed from the shelf but not immediately placed in the basket, the
system could interpret that the customer was reading the label before deciding
to purchase it. Likewise, if the can was put back on the shelf and a competing
brand was later selected and put into the cart, the system could infer that the
consumer preferred the competing brand.

This real-time shopper surveillance gives the system the ammunition it
needs to sell you other brands, related products, and, preferably, higher-margin
items. For example, if the system catches you buying Brand X corn, it might
prompt you to try Brand Y in the future by spitting out a Brand Y corn coupon
at the checkout.

NCR'’s system can make even more advanced inferences. For example, if a
shopper places a high-end pasta in her shopping cart, it might decide she’s a
candidate for an expensive brand of sauce and suggest the purchase. If a
shopper places a can of pumpkin in the shopping cart, “the invention may
prompt the customer to purchase whipped cream, or eggs, based on the
assumption that the customer intends to prepare pumpkin pie.”

System inventors say the purpose of all this espionage is to “collect data on
customer behavior, for the benefit of the owner of the market, and the
manufacturer of the items.”

Note the total absence of any consumer benefit. They must figure there’s no
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need to even pay lip service to consumers. Why should they bother? Consumers
need never even know the system is in place since all the spying is done via invis-

ible radio waves.

ARE YoU A “BorToM FEEDER”? HOW ABOUT A “BARNACLE™?

“Barnacle”? “Bottom feeder”? These are just two of the derogatory terms
marketers use to describe bargain shoppers.2!*22 If you've ever been a starving
college student, single parent, or laid-off worker who seeks out the cheapest
deals to make ends meet, marketers might have called you one of these names
behind your back. v

If you're not dropping big money, stores don’t want you breathing their air,
~ pushing a grocery cart, or taking up the cashier’s valuable time with your measly
purchases. And if you do, they’re looking for ways to make you pay.

Marty Abrams, a senior policy advisor at the influential Hunton & Williams
law firm, discusses ways marketers do just that:

At the most macro level, CRM is the process of using information
technology and statistics to maximize a company’s relationship with every
current and pbtential customer. Maximization in some cases means
providing white-glove service and pricing that expands the firm’s share of
that consumer’s wallet. In other cases, it means marginal service and high
prices designed to drive the unattractive consumer somewhere else. A critic

of targeting — which I am not — might refer to this as digital redlining.?*

They’ve got it all mapped out. The retailer’s problem, however, is figuring
out how to. identify people so they know whom to reward and whom to treat
poorly. Enter RFID.

If a store can get shoppers to carry RFID-laced loyalty cards, like those
offered by Texas Instruments, the problem is solved.

TI is encouraging retailers to install doorway RFID readers for “keeping
track of the customers walking in the door.” Its website touts an RFID-enabled

frequent shopper card that can be read right through a shopper’s purse and
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Texas Instruments plastic card blank with RFID tag inside.

describes how consumers “with a TI-RFID tag in their purse, pocket, or wallet
can be detected by reader systems at doorways. Readout antennas can also be in
counters, walls, and in floors.” It also details how “the technology can. tell
retailers exactly who's in their store at any given moment while offering full
purchase histories for each shopper. In addition, stores will know what the
customer bought at their last visit and what they might need for accessories.”?

Are spychipped loyalty cards really headed our way? Possibly. One of the
world’s largest manufacturers of plastic membership and payment cards, Arthur
Blank & Co. Inc., has announced it is adding RFID capability to its product
line.?> This move has huge implications for consumer privacy, since the company
makes 1.3 billion cards every year. You may already have a card made by Arthur
Blank in your wallet, since their client list includes Holiday Inn, Barnes & Noble,
American Airlines, OfficeMax, AAA, and Blue Cross/Blue Shield. They also
manufacture ATM cards for major banks. Though Arthur Blank now offers the
spychipped capability, their clients may be reluctant to take them up on it after
what happened in Germany. We'll tell you more about that in Chapter Six.

MiNoRITY REPORT STYLE INVASIVE ADVERTISING—IS IT IN OUR FUTURE?
In the 2002 Steven Spielberg movie Minority Report, advertising is highly targeted
and personalized to the presumed needs, wants, and desires of passersby. In an
uﬁforgettable scene, a talking display makes an apt suggestion based on the
perceived state of the fleeing and agitated Tom Cruise, “Why not have a Guinness?”
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Is it possible that in a spychipped future our privacy will be compromised to
the point that we can be served up such insightful recommendations?

Beth Givens of the Privacy Rights Clearinghouse testified at the August 2003
California State Senate hearings on RFID that the movie was grounded in
frightening factual possibilities. She reported that the movie’s science and
technology advisor, John Underkoffer, was directed to ensure that the
technology portrayed in the film was “future reality,” not science fiction.26

Our research into patents and patent applications leaves us agreeing with
Mr. Underkoffer’s technology assessment.

“IBM” MEaNS “I’VE BEEN MONITORED”

We gave you a taste of IBM’s patent pending invention IDENTIFICATION AND
TRACKING OF PERSONS USING RFID-TAGGED ITEMS in Chapter Three and promised
* we'd share more of their Orwellian RFID vision for the retail store. If you
recall, the crux of their scheme is to scan consumers entering retail spaces for
RFID tags in order to learn their exact identities and other information about
them. | :
Armed with this tag information, IBM proposes tracking shoppers
throughout a store and using the information “in a number of different ways,”
including the delivery of targeted advertising, a la Minority Report:

For example, if the person is carrying a baby bottle, a store advertlsement
system may be configured to advertise dJapers while the person is passing a
particular display device in the store. If the person is carrying a man’s wallet,
the store advertisement system may be configured to advertise razor blades
and shaving cream while the person is passing through a particular display

device in the store. Obviously, numerous examples are possible.?’

IBM’s “MARGARET” PROGRAM

" IBM has also developed a product called “Margaret” which uses doorway RFID
readers to identify customers as they enter banks and financial institutions.
Named after the developer’s presumably wealthy mother-in-law, the idea is to
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identify valuable clients and single them out for preferential treatment. IBM

describes the program as follows:

[A]n RFID tag fitted to the customer’s bank card or passbook could be used
to signal their arrival at a branch. As they pass through the doors, the card
would alert a customer information system. Bank staff could personally
greet high-net-wealth customers, or customers could be greeted by name by
tellers, who would already have their account information on-screen when

they arrive at the counter.?®

A leading industry publication, RFID Journal, offers up other ideas for RFID
readers at building entrances, suggesting that in addition to their use in banks,

“the same system could be used in upscale restaurants or retail boutiques, where

a high-degree of personal service is important.”?

Patent Mar. 16,2004  Sheet 13 of 13 US 6,708,176 B2

Bank of America’s public advertising
system “may be supported by a
variety of free-standing devices. ..
or attached to or suspended from a
nearby wall or ceiling.” This figure

illustrates how a user might interact
with the invention. A “Focused
Audio Device,” “Remote
Identification Sensing Device,” and
“Group Display Device” may all be
incorporated into this display.

(SOURCE: U.S. PATENT No. 6,708,176)
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ARE You TALKING TO ME?

Not only will you be surrounded by targeted ads at every turn in the spychipped
world, they could well speak to you. Literally. Bank of America, one the world’s
largest financial institutions, tells how in its patent SYSTEM AND METHOD FOR
INTERACTIVE ADVERTISING:

[TThere is a need for a public advertising and announcement device that has
the ability to identify specific individuals or groups of individuals who come
into contact with the device, the ability to collect, gather and use personal
information about those individuals or groups to select and present more

interesting, targeted ads and announcements. . . .30

B of A’s patent suggests scanning a transponder (that is, an RFID tag)
embedded in items people are wearing and carrying like key fobs, cards, or
other devices to identify them. But while you’re watching the ads, they could be
watching you back. The system can capture video images of consumers near the
display, recording “physical characteristics, e.g., physical appearance, face, iris
and retinal characteristics[.]” That data can then “be processed by a Crowd
Evaluation Device or a Customer Biometrics Sensing Device. ... ”

If you. think the inventors have overlooked privacy, you're wrong. They’ve
thoughtfully designed their audio device to project only to persons who are
directly in front of the display. They claim this will allow a customer to “have
some degree of privacy, at least with regard to the audio program of an
Interactive Poster.” ‘

Gee, thanks for the consideration, Bank of America.
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Residents of the German town of Rheinberg will find themselves
guinea pigs in what Metro and its partners . . . hope will become a
global standard within the next five to ten years.

—IBM News Release, April 28, 2003!

TOURING THE STORE OF THE FUTURE

I f there’s one place the RFID industry should be on its best behavior, it’s the
METRO Extra Future Store in Rheinberg, Germany—especially if CASPIAN
and German privacy organization FoeBuD are stopping by to tour the store.

The Future Store is the item-level RFID tagging showplace of the world.
There, companies like IBM, Procter & Gamble, Gillette, NCR, and Kraft are
running RFID experiments on real shoppers in a real store. Spychipped bottles
of Pantene Shampoo, packets of Gillette razor blades, and tubs of Philadelphia
brand cream cheese sit on RFID-enabled shelves, waiting for consumers to take -
them home.

71
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Future Store executives agreed to show us around their living laboratory. -
While everything was cordial, there was no mistaking the tension in the air.
METRO really wanted our seal of approval, but things didn’t quite go their way.

The execs assured us that the RFID tags on these products posed no risk to
consumers since they could be disabled at a deactivation kiosk after purchase.
While we were told the kiosk would erase information on the RFID tags, we dis-
covered that even after a product had been through the so-called deactivation
process, its serial number could still be read from up to five feet away.

That was bad enough, but the real find came when Katherine went to get a
METRO “Payback” frequent shopper card for her collection. She has been fight-
ing shopper card schemes for years, and they’re the subject of her doctoral the-
sis at Harvard. But getting the card wasn’t easy. The store employees weren’t
authorized to simply hand out the cards and had to wait for approval from
upper management. While this struck us as strange.at the time, we didn’t find
out the real reason for their reluctance until the following afternoon during
Katherine’s talk on privacy in Bielefeld, Germany.

When she finished the slide portion of her lecture on the dangers of RFID,
FoeBuD’s co-director hooked up a 13.56 MHz RFID reader to the laptop she
was using and projected it onto a screen behind her. One by one, she and a col-
league held spychipped products they’d purchased from the Future Store up to
the reader device so the audience could see the data encoded on the chips.

Then came the extraordinary moment when someone picked up the Metro
Payback loyalty card and held it to the reader. Nothing was supposed to happen.
But then a string of numbers appeared on the screen! Our jaws hit the floor.
There was a spychip in there. We’d been tagged!

SpYcHIPPED LoyAarLTYy CARDS

In retrospect, we shouldn’t have been shocked to find a hidden RFID tag in
Metro’s loyalty card, considering who was behind the Future Store.

IBM, with its extensive plans to track people with RFID, was a key player in
the store, “providing the overall systems integration, [and] the RFID middle-

ware.”> We should have known something was up when IBM referred to the:
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people of Rheinberg, Germany, as “guinea pigs” for their Future Store experi-
ment.? Then, there was the involvement of Procter & Gamble and Gillette, the
patron saints of the spychip, with their shared history of watching unsuspecting
shoppers with hidden RFID tags. No good could come of that alliance.

But the real tip-off should have been the starring role played by the retail
snoops at NCR. Just a few months earlier, we had obtained a copy of an NCR
promotional piece called “50 Ideas for Revolutionizing the Store through
RFID;” a forty-six-page, full-color extravaganza that laid out a store full of inva-
sive plans to identify shoppers, track their movements, manipulate prices, and
more.* Many of these plans hinged on embedding spychips into loyalty cards.

Some of NCR's fifty ideas were technical, such as No. 7: “Merchandise level-
ing across stores” (yawn), while others could make shopping more efficient, like
No. 23: “RFID enables checkout without removing items from the shopping
basket/cart” (the “killer ap” they hope will convince you to embrace RFID). But
mixed in with these practical and whiz-bang applications were others so dis-
turbing they gave us the creeps.

Sometimes you have to laugh to keep from crying. So rather than report
NCR’s plans with a straight face, we thought we would give these ridiculous
ideas the send-off they deserve. You may remember the 1970s Paul Simon
hit “50 Ways to Leave Your Lover” We've updated a few of the lyrics and
rededicated the song to the resourceful NCR spychippers working overtime
on ways to watch us all.

They said it’s now become
their habit to intrude,
nonetheless they hope their snooping

won’t be seen or misconstrued. . . .

-h “Tust Usk IT TO SPY, SLY” ﬁ

NCR foundational idea: “[I/ndividual shopper movements through the store
could be precisely tracked in real time.”
NCR devotes a whole section of their fifty ideas document to “people track-

ing,” a way to turn consumers into exhibits in a bizarre retail zoo. Thanks to
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RFID, their surveillance tools can be blended invisibly into the environment so
consumers will behave naturally, never knowing they’re being watched or
manipulated by their hidden keepers.

NCR knows the easiest way to track customers is to get them to carry an
RFID-enabled device that can be read silently at the door and then used to pin-
point their locations as they shop. A loyalty card would be ideal—and, as we’ve
seen, RFID proponents have already tried using them to experiment on unwit-
ting shoppers.

Once the store has the tracking device safely tucked into your wallet, NCR
suggests they work their way up to full-scale observation by gradually adding
reader devices to the store environment. “As readers show up in more store loca-
tions for one function (e.g., employee identification), they can potentially be used
for other functions (e.g., shopper identification and merchandise tracking).”

NCR’s document even has a chart listing all the prime places for “people
tracking.” It includes the parking lot, entrance, exit, snack bar, aisles, point-of-
sale, customer service area, pharmacy, photo desk, deli, bakery, video area, lay-

away, fitting room, auto center, and—well, just about everywhere.

I’ “MESS WITH THE PRICE, BRYCE” ﬁ

NCR Idea No. 34: “With RFIDs on loyalty cards to identify the customer and a cus-
tomer shopping history database, items could be priced differently dependmg on
characteristics of the person who was buying them.”

Imagine approaching a shelf and seeing the price tag change before your
very eyes, flashing you a personalized price tailored to your shopping history
and profitability to the store. It’s called “customer specific pricing,” and spychips
could make it a reality.

You know that awful feeﬁng you get when you sit next to a guy who paid
$100 for the same flight that cost you $600 to board? In NCR’s retail zoo, yoﬁ
could have the same experience with food, clothing, and even children’s toys,
every time you shop.

If you're thinking stores plan to charitably offer lower prices to the poor,
we’ve got bad news for you: They intend to do just the opposite. Stores want to
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reward their best (that is, most profitable) customers with discounts and special
perks to encourage their loyalty, while forcing low-profit shoppers to cough up
more dough by charging them higher prices. ,

Online bookseller Amazon.com tried charging consumers different prices for
the same items—that is, until they were caught in the act. One savvy customer
noticed that when he deleted the cookies from his computer (those small bits of
software code that can ID website visitors), the price of the DVD he wanted to buy
droppéd from $26.24 to $22.74. Amazon had apparently used the cookie to iden-
tify him as someone willing to pay higher prices than others, based on his past
behavior. Public outrage over the personalized pricing scheme forced Amazon to
discontinue the test and offer refunds to the customers they’d fleeced.”

Though Amazon got caught, other online merchants today continue this
practice in secrecy. Traditional brick and mortar retailers would like to do the
same thing, but there has been no physical equivalent to the cookies—until
now. NCR knows that putting spychips into loyalty cards would supply just the
tool retailers need to make price-changing shelves a reality. By embedding an |
RFID tag in your loyalty card, the store can ID you from the moment you walk

through the door and set prices for your entire shopping trip.

D “GET ’EM TO WAVE, DAVE” .‘5

NCR Idea No. 26: “Credit/debit card and customer loyalty information could be
placed on a single card, allowing shoppers to take advantage of promotions and
provide payment with a single card reading.”

Don’t leave home without it—your RFID chip, that is. American Express,
Visa, and MasterCard have begun embedding RFID tags into their credit cards,
in a move that will enable even more detailed information to be gleaned from
consumers wielding them. With just a wave of their wrists, shoppers can trans-
mit payment information just like they currently do with the now familiar
Mobil Speedpass. '

In NCR’s dream world, customers would also be transmitting information
about their purchase history and value to the store that is programmed into the

card’s microchip.
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Katherine Albrecht examines shelves
containing tagged bottles of Procter

& Gamble’s Pantene shampoo.

An RFID tag is affixed to the bottom
of each bottle.

(PHOTO: PETER EHRENTRAUT/FOEBUD E.V., GERMANY)

Front of Metro Payback loyalty
card. There is no mention of the
RFID tag embedded inside, nor
did METRO provide notice to
customers about the RFID tag
on the card application, store
signage, or elsewhere.

(PHOTO: KATHERINE ALBRECHT)
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Back of Metro Payback card.
| There is no mention of the
m e embedded RFID tag here, either.
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(ProTO: COURTESY OF FOEBUD E.V., GERMANY)

X-ray of the Payback loyalty card confirms the RFID chip embedded within it.

NCR must have done cartwheels when the Real ID Act passed in the spring
of 2005, federalizing control over driver’s licenses. The act gave the Department
of Homeland Security the power to set technology standards for licenses—
including the potential to require them to carry RFID chips. Requiring spychips
in licenses would mean consumers could not leave home without a tracking
device, at least not if they’re driving. (This bill has been widely denounced by
civil libertarians a{s creating a de facto national ID card.)

Credit card companies probably celebrated right along with NCR since con-
solidating identification and tracking documents has been on their wish list for
a long time. As far back as 1998, Alan Glass, a senior vice president at
MasterCard, looked forward to the day when “[a] senior citizen could have
securely protected medical information, supermarket loyalty programs, social
club membership and access, discount programs, a municipal transportation
pass, and a library card all stored on a single chip.”®

Transmitting data with a wave? More like a tidal wave if you ask us.
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J’ “WATcH ’EM WALK, Hawk” )’

NCR Idea No. 9: “Store cameras could be programmed to automatically pan and
tilt to follow the customer with [RFID-tagged] merchandise until it is paid for.”

Yes, you read that right. Unless you'd like your every move closely watched
by “pan and tilt cameras,” you'll want to stay away from thirty-dollar bottles of
perfume. You'll want to avoid buying more than one pack of razor blades, too,
because as soon as these items carry spychips, NCR wants them used as homing
beacons to guide surveillance cameras to watch your every step.

Already those cameras have become more sophisticated than you might
think. No longer limited to merely watching the fifteen or so feet in front of

_ them, the cameras can now follow individuals by handing off their images from .
camera to camera to obtain a seamless.video of their entire shopping trip.”

NCR describes how RFID tags would enable store employees to closely “fol-
low the movement of the merchandise” (of course, by extension, this means
you) with a network of cameras that would tail you from the moment you pick
the items up through the remainder of your shopping trip. If you recall, Gillette
has already used a similar type of photo surveillance triggered by hidden spy-
chips at a Tesco store in Cambridge, England. This plan works with or without
a tagged loyalty card. _‘ ‘

The problem with watching every person who picks up a given product is
that it relies on a “guilty until proven innocent” anti-theft strategy. Under NCR’s
plan, everyone is presumed to be a shoplifter until they prove otherwise by pay-
ing for the goods. We believe that people buying high-ticket items should
receive the store’s thanks, not its Sherlock Holmes routine. Save the scrutiny for
the bad guys—and leave the rest of us alone.

0 “Dume THE Recerpt, PETE” &)
NCR Idea No. 25: “The receipt would be ‘on the tag’ in the sense that the
information usually appearing on a paper receipt (and probably more
information) would be associated with the RFID code for the item.” And No. 29:
“Returns and exchanges with digital réceipts. If an item had been purchased
using RFID, returns and exchanges could be done without paper receipts, because
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the information usually needed from the receipt would be associated with the
RFID [tag]....”

Under NCR’s “digital receipt” plan, shoppers will have to leave live RFID tags
attached to their purchases. Not only does this mean that stores won’t kill the
tags at the checkstand, but if privacy concerns prompt you to remove or disable
a tag once you get home, you could be destroying your proof of purchase and
possibly voiding your warranty, too.

As for returns, stores can’t wait to encode purchaser information directly
onto products so they can limit the number of items a customer can return or
exchange. Several national retailers including KB Toys, Sports Authority,
Staples, and trendy clothing store Express have already begun monitoring cus-
tomers’ return and exchange activity through sophisticated databases.°

If a shopper surpasses her so-called “return allowance” in a given time peri-
od, these stores may prohibit any future returns, even if the merchandise is
defective. Industry numbers suggest that Express, for example, may now hand 1
to 2 percent of its shoppers a slip of paper reading “RETURN DECLINED” instead of
giving them cash or credit slips.'® While shoppers can get around these restric-
tions by asking friends to make an exchange for them, in the spychipped future,
the item’s RFID tag could be encoded with a “do not return me message,”
regardless of who brings it back. And that’s just how the stores want it. If you
exchanged the lime green bath towels your Aunt Clotilda gave you for your
birthday (and everyone else did, too), you can forget about returning the fur pil-
low shams she buys you at Christmas. By then, your aunt would have exceeded
her purchasing “error allowance.”

Return Declined.

ﬁ “PuTt THE SQUEEZE ON ST. NICK, Rick” ﬁ

NCR Idea No. 32: “Dynamic pricing. RFID can be used in conjunction with elec-
tronic shelf labels to automate pricing based on the number of items on the shelf. . . .
For example . . . when certain popular items were in short supply (e.g., at Christmas
time), the price can be automatically raised.”

Bah, humbug! Who thinks these things up? The next time someone in the
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industry tries to tell you retailers only want RFID “to improve your shopping
experience,” you can ask when they hired the Grinch and Ebenezer Scrooge as
strategy consultants. With this scheme in place, of course, you'll always wonder
if that Tickle-Me-Elmo’s price tag reads $589 because it’s Christmastime or

because they jacked up the price when they saw you coming.

.b “REMIND HER TO Pay, Jay” ﬁ

NCR Idea No. 37: “If a shopper had outstanding business to settle with the store
(e.g., overdue or soon due video return or upcoming payment on a layaway item),
the shopper could receive an automatic reminder upon entering the store. This
could be done via cell phone . . . if that device had an RFID tag that identified the
shopper or if the shopper carried an RFID-tagged loyalty card and the store had the
customer’s mobile contact information available.” \

If we understand correctly, this means whenever a shopper walks through
the door, the store could start calling her RFID-laced cell phone to nag her. We
can just hear the annoying computer system now: “Hello, Mrs. Mac-In-Tire.
Your video fine now totals six dollars and zero cents. And we have a special on
aisle three on Cheese Whiz to go with those crackers in your cart.”

But the cell phone could be used for a lot more than that. Cell phone man-
ufacturers already envision using the phone as a sort of souped-up Mobil
Speedpass on steroids, where the phone contains an embedded RFID tag that is
paired with the phone’s location tracking and communications potential. The
cell phone could ID you to merchants, flash you with marketing and advertising
messages, and let you make a purchase virtually anywhere on the planet—even
miles away from a cash register. (If thisl happens, expect cash registers to disap-
pear along with cash.)

Such phones are already being used in Japan and parts of Europe. One
recent trial in Japan even used the phone to pay cab fares.!! (Will we soon be
saying sayonara to anonymous cab rides, too?) At some point, retailers even
hope to use mobile phones to flash prices at us when we shop and do away with
the shelf price tag altogether. Companies envision a day when you wouldn’t be

allowed to enter a store at all without a cell phone or similarly equipped per-
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sonal digital assistant like a Palm Pilot that would identify you, track you, and

set prices for you as you walk around.!?

ﬁ “ENFORCE A Foop BaN, STAN” ﬁ

NCR Idea No. 41: “Warnings about contents to which a shopper or family mem-
ber is allergic or wants to avoid. If food or clothing were tagged with RFID that
could provide information about the ingredients and materials composing the
item, shoppers could be warned about items to which they or a family member was
allergic when those items were placed in their shopping carts/baskets equipped with
RFID readers. This would be done by having software that compared the contents
of the selected items with profiles that the shoppers set up. . . . A smart system . . .
could suggest alternatives that did not contain the problematic component and tell
the shopper where to find them.”

This sounds innocent enough, and may even be helpful to some people. The
trouble is that in order to make it work, you'll have to let the industry put RFID
tags on every item in the store as well as a reader in your shopping cart. You’ll
also have to identify yourself on each shopping trip and let the computer review
and approve (and record) every item you buy. It’s a marketer’s dream come
true—and precisely why they’d love to sign up people for this service. After all,
if you ask them to closely scrutinize your purchasing behavior, you can’t blame
them later, right?

But that’s not all. Imagine what would happen if health insurers, public
health officials, and even employers could also peer over your shoulder at your
food choices and set their own restrictions on what food and products you
could or couldn’t buy. Already, police departments have fired officers for smok-
ing cigarettes in their off duty hours, clairrﬁng that smoking raises health insur-
ance costs for others.!® Starting in 2007, employees in King County, Washington
(the county that encompasses the Seattle area), will be charged an extra one
thousand dollars in annual healthcare fees if they don’t participate in a snoopy
“healthy incentives” program that monitors their lifestyle choices.!*

Why wouldn’t these same tactics someday be deployed at the supermarket?
NCR’s Bad Idea No. 41, the grocery cart that watches your spychipped food
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choices, would make it possible for employers and health insurance companies
to impose similar conditions on people’s grocery store purchases. Why stop at
tobacco? Cops could lose their jobs for buying red meat or beer. King County
could go one step further and require employees to join the “healthy grocery
cart” calorie restriction program or face hefty health insurance surcharges.
Giving computers the power to prevent shoppers from buying certain prod-
ucts sounds like a Big Brother increment just waiting to happen. Frankly, we’d
rather read the labels ourselves than puf a sophisticated food control network

into the hands of marketers and giant corporations.

BAck To THE FUTURE STORE

Future Store offers an unequaled glimpse of what the marketplace will look

like in the years ahead, and its value as an educational tool cannot be

overstated. ‘ A
—Tracy Mullin, president and CEO, National Retail Federation!>

It’s true that a lot of education takes place when retailers run trials of RFID.
But while the industry may have thought their lessons would all center on read
rates and frequency ranges, they were unprepared for the “F” they got from con-
sumers who learned they’d been spied on.

Any retailer foolish enough to buy into NCR’s spychipped retail zoo concept
could learn a lot by looking at how consumers responded to being spied on at
the Metro Future Store. By implementing just one of NCR’s invasive ideas—the
spychipped loyalty card—the company brought down the wrath of practically
the entire German nation. After seeing evidence of the hidden RFID tag, the
German people wanted to see the Future Store shut down.

Metro was forced to recall all ten thousand cards it had issued to unsuspect-
ing shoppers and was pummeled with a protest outside the store. The chain
received crushing negative media coverage in almost every news outlet in
Germany. Even the government got involved, putting the store and its partners

under investigation for potentially violating privacy laws.!6 It was clear that the
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German people were not going to take hidden “Schnuffelchippen” (their word
for spychips) lying down.

Our German colleagues from FoeBuD appeared on dozens of television
news programs, gave testimony to government officials, and were interviewed
in all the major papers. Even today, Google lists over eight thousand stories on
the scandal. We agree completely with the National Retail Federation that the
Future Store’s

The consumer backlash against the hidden RFID chips in the Payback loyalty

card sent a clear message to the rest of the world: We consumers have the power

value as an educational tool cannot be overstated.”

to stop RFID cold in its tracks, and we don’t have to put up with retailers’ night-
mare vision for our future. '
Here’s betting NCR’s “50 Ways to Use RFID” will have the spychippers

quickly singing “50 Ways to Lose Your Customer” instead.
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Even though the town of
Rheinberg was hit with a
snowstorm on the morning of
the protest, angry consumers
voiced their concerns. The
orange sign cleverly contains
the word “perfide,” which
means the quality or state of
being disloyal—treachery.

~Ist auch lhre i
Payback-Karte | ..
" schon - .
verwanzt 7

German consumers gather outside of METRO’s “Extra Future Store” in
Rheinberg, Germany, to demand an end to RFID experiments taking place
there. Because of the consumer backlash against the hidden RFID chips in the
Payback loyalty card, the store was forced to recall ten thousand cards.
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[I]f you let them, companies like Gillette will monitor personal use of

their products [in your home]. Throw one of their razors in the trash,
and another one would be on its way.
—Charlie Schmidt, 2001!

TrAPPED BY A HOUSE PLANT

“Pm doing very well today, thank you, Jimmy,” Edna rasped, her pink slippers
making their characteristic scuffling sound as she moved from her bed to the
window blinds.

“There now. Let’s shed some light on this, why don’t we,” Edna said with
unmistakable sarcasm as she twisted the rod with her arthritic fingers to open
the blinds, hoping to beat Jimmy to the recommendation. She hated the cheery
reminder Jimmy uttered if she failed to make her room “happy with sunshine”
by 8:00 A.M.

“Don’t you love the sunshine!” Jimmy cheered as the morning sun beamed

through the vinyl slats. “Time for vitals.”

85



86 SPYCHIPS

As Edna scuffed into the bathroom, the medicine cabinet powered up.
“Good morning, Edna. You look well this morning,” the mirrored contraption
monotoned. There were only two things Edna liked about the cabinet: It didn’t
fake a personality like Jimmy, and it was pretty easily tricked.

Edna placed her arm in the cabinet’s blood pressure cuff as ré’quired every
morning and faked a smile for the mirror, revealing ninety years of hard-won
wrinkles. Then, as she did almost every morning for the last three years, she
stuck out her tongue with a giant “ahhh,” and then donated the contents of her
bladder and bowels to the beckoning smart potty. She learned from past eipe-
rience that exhibited unhappiness and failure to provide vital signs for trans- |
mission were too complicating. |

“Time for meds,” the cabinet bleeped.

This was the part of the routine Edna enjoyed the most. She opened the pill -
bottles, removed the prescribed number of pills, and faked taking them for the
mirror. Following with a dramatic swig of water capped her bluff. |

She knew better than to take the myriad of chemicals prescribed by her
physician and mandated by her well-meaning sons. The medicine made her feel
achy, numb, and powerless. By contrast, committing the tablets to the cleavage
of her pink pajamas for sneaky disposal gave her a rush that imbued her
translucent skin with a rosy glow. ; )

After her performance, she scuffed with a bit more attitude towards the cof-
feemaker. Sipping coffee while poring over the morning paper was a ritual that
made even Jimmy’s interjectibns bearable.

“Your blood pressure is a little elevated this morning. We will not ‘have cof-
fee” Jimmy said matter of factly as Edna’s RFID wristband got within read
range. “It could raise your blood pressure.” A

Edna glared at the idle Mr. Coffee on the shelf next to Jimmy. No amount of
clicking the on and off button made any difference. Her morning passion had
been nixed by the unseen, all-knowing wisdom that ran the three rooms of her
world and locked her out of danger for her own good. \\

Edna wanted to strangle Jimmy or, at the very least, rip offa fevssof his leaves.
But she knew it would be of no avail. There would be a replacement plant and
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some unpleasantness like the other times. At least it was a “he”—well, the voice
was a “he” voice. Much better than the strident “Judy” she had dismantled the
last time.

Unaware of its peril, Iimmy launched into his morning questions. “What
day of the week is it, Edna?” ‘

-“I hate you, Jimmy.”

“Oh, Edna. You're so funny,” Jimmy laughed. “That’s why we’re such good
friends.”

“You’re a mechanical son of a bitch, if I've ever seen one.”

“Oh, Edna, You're so funny,” Jimmy laughed again. “That’s why we’re such
good friends” |

“Jimmy, if I knew where you came from,” Edna fumed, “I'd send you back.
Where do people buy things like you?”

“Oh, Edna. You're so funny ...”

GoobpsYE To THE HuMAN ToucH, HELLO B1G BROTHER

Where would one‘ get such an obnoxious companion plant for the elderly? A
company called Accenture, an international technology consulting giant, has

already aeveloped a prototype of such a houseplant:

The Caring Plant listens as an elderly or ill person talks to himself or
someone else, picking up on even subtle groans or sighs. . . . For professional
care providers as well as family members, the Caring Plant can provide on-
site, around-the-clock monitoring, serving as the eyes and ears of

caregivers.?

To fully understand why anyone would dream up this plant and other inva-
sive devices on the drawing board like Internet-enabled medicine cabinets and
smart potties, you have to get into the mindset of companies developing them.
Global players like Accenture, Intel, and Philips Electronics are already creating
homes where “intelligent objects will be able to act based on the input gathered

by technologies such as web cameras, sensors and radio frequency identification
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(RFID) tags, which can collect, store and transmit basic information about
objects and the environment.”? '

They expect gadgets like the Caring Plant to be a gold mine because of the
forecasted doubling of the world’s citizens aged sixty and over by 2020.# This
graying of the population means more people will need nursing-home care,
assisted living, and some companionship in their final days. Rather than
encourage family members to provide this care and support themselves
(where’s the profit in that?), these companies are promoting pricey technology
to do the caring instead. To get the elderly on board, they’ll use the proven car-
rot and stick. Studies show that ninety percent of elderly people would rather
age in their own homes than move into “assisted living communities” (and
who could blame them?), so the veiled threat is they must either accept the inva-
sive technology or get stuck in a nursing home. '

Accenture is working overtime to develop artificial intelligence systems that
can keep an eye on people and brags that high-tech in-home surveillance
devices will not only be equal to the best human caregiving but will even be
superior at getting the patient to behave in desired ways. They explain, “[W1hile
caregivers and healthcare providers may try to influence good behavior, their
reminders tend to be sporadic and easy to dismiss. Technology, however, can
provide continuous motivation that is both subtle and powerful.”®

But why limit such powerful technology and its electronic “whip” to grand-
ma and grandpa when it has so much commercial potential? Accenture believes
the whole family should get in on the fun: “Beyond the elderly, technology . . .
could open a new set of services that bring retailers into people’s homes.””
Accenture, for instance, has a patent pending on a wardrobe that tracks all the
clothing in your closet. The benefit for you is that it will suggest coordinating
outfits; the benefit for them is that “the wardrobe closet may also be connected
to websites via the Internet . . . to determine the user’s clothing needs and find
clothing offered for sale at one or more web sites.” The user is then encouraged
to purchase the clothing.? Such technological applications open up “more chan-
nels for marketing products—for example special offers on products that retail-
ers know to be suitablé. ..”% Of course, they can only “know” these products to
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be “suitable” if their technology is continually spying on your belongings and
reporting back to marketers.

The idea of marketers observing what we do in the privacy of our homes is
offensive, but the thought of the government watching us is downright scary.
That hasn’t stopped Accenture from suggesting that government agents could
use their RFID tools to monitor people in their homes—as a benevolent ges-
ture: “[G]overnment agencies will also be looking for new ways to ensure the
well-being of the people they serve,” they note in a chilling comment. “Activity-
monitoring tools could give [government] caseworkers a powerful complement
to home visits,” they suggest.!°

We suspected that this was how Accenture ultimately aimed to cash in with
their home monitoring system—to force feed us advertising and allow Big

Brother to monitor our daily activities.

WATCHING YOUR EVERY MOVE IN THE HOME

Other companies are developing eerie in-home people-watching systems, too.
Plans are afoot to rig homes with cameras, microphones, breathing monitors,
proximity sensors, and RFID devices a la 1984 that can sense not only where
occupants are in homes, but even what they’re thinking and feeling.

One approach to watching people involves observing the motion of RFID-
tagged items. Intel researchers call this the “invisible man” approach, after the
1933 movie classic in which an unseen person’s behavior is inferred by the
movement of objects with which he interacts. For example, when a cigarette
hangs in midair and smoke wisps out from it, the audience understands the
invisible man is smoking.

Intel’s “invisible man” system rigs the home’s occupant with “an unobtrusive
RFID reader” that infers his activities from what he does with various tagged
items: “For example, the system might detect the motion of the medicine cabi-
net door, followed by the motion of the bottle of vitamin B tablets, followed by
the motion of the water glass” to know that the occupant has taken a pill.!!

The Intel team looks forward to the day when spychips appear on every-
thing, so they will no longer have to apply them by hand. “As RFID for supply
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chain tracking becomes more common, it may not even be necessary to place
the tags on some of the household items—they will already be there,” they
enthuse.'?

Other “smart homes” will rely on video cameras and microphones to do the
watching. Philips Electronics takes home espionage to new extremes in their
patented AUTOMATIC SYSTEM FOR MONITORING INDEPENDENT PERSON REQUIRING
OCCASIONAL ASSISTANCE.!> Who doesn’t need a little help every now and then?

Their system would capture video images round the clock and even keep
track of the color of your clothes (presumably, wearing Goth black might tip
them off to a somber mental state), the pitch of your voice, the way you gesture,
and the number of times you “enter and leave a single scene,” with the goal of
determining your “mental state/health status.” Equipping the home to hear its
occupants is a priority for the Philips team. Audio monitoring could listen to
conversations and home sounds to keep tabs on the home’s occupants and vis-
itors. No sound would elude its sensitive microphones, not even the faintest
click, sigh, or intake of breath. _

Should you slip up and let on that you are unhappy living in such a home,
the system would kick into overdrive. If it detected “the audio signal generated
by a crying person,” for example, the video monitors would capture your tears
on tape so your captors (a.k.a. caring family members) could view them later.!*

But Philips wants to do more than watch, of course. They want to sell you
stuff. In fact, the company secured a patent in July 2004 with which they hope
to fully exploit hidden RFID information on items in our homes for direct mar-
keting purposes. According to the patent, the company looks forward to “an
environment in which inexpensive machine-readable label devices [a.k.a. RFID
tags] ... appear in a great variety of contexts, as do bar-codes presently.” Philips
is especially looking forward to spychips appearing in Cap’n Crunch cereal—a
brand they actually mention in their patent documentation.

To fully appreciate Philips’s patented marketing concept and how it ties in
with Cap’n Crunch, you must imagine you have purchased a table saw equipped
with an RFID reader in your basement workshop. It’s the latest model, hooked
up to the Internet. You paid a fortune for it since it lets you scan different build-
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ing materials and get instant information, like which saw blade to use on
Formica, or perhaps plans for constructing a cabinet. You kick the tires, test the
saw on a few boards, then, feeling hungry, you head to the kitchen for a snack.
You return with an RFID-tagged box of Cap’'n Crunch cereal, toss a crispy
handful into your mouth, and set the box down.

On the table saw.

Oops.

Soon, courtesy of Philips Electronics patent No. 6,758,397, you start getting
the weirdest junk mail addressed to “the snack lover at 533 Maple Lane,” includ-
ing cents-off coupons for Froot Loops tucked onto a trial subscription to
Modern Woodworker magazine. How could junk mailers possibly have known

what you were doing in your basement? Philips explains:

The smart appliances are all network-enabled, meaning they each have a
microprocessor and at least an input or output device to communicate. . . .
For example, the table saw . . . may be equipped with a fixed reader ... [that]
receives data from [an RFID tag] and transmits this data, along with an
identification of a user. . ..

[Suppose] the user was eating cereal as a snack while working in his/her
tool shop . .. a cereal manufacturer would probably have information about
cereal (or other products that could be cross-sold) that is particularly
relevant to users who like to eat cereal as a snack ... suppliers of content to
readers can exploit the “hidden” information in requests for information for

directed marketing.'

This wireless marketing scheme is certainly not limited to table saws and
Cap’n Crunch, so swearing off the combination of woodworking and cereal
would be pointless. Philips plans to capture just about any tag information it
can siphon through Internet-connected objects that “phone home” when you
least expect it.

Companies like Philips also have visions of washing machines that moni-

tor spychipped clothes, microwave ovens that read tags on frozen entrees to
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automatically set cook times, and even refrigerators that keep tabs on what
you're eating.!® 17 In fact, monitoring your family’s food consumption is a
recurring theme for the spychippers. UC Bérkeley adjunct marketing profes-
sor Peter Sealey predicts that some day this ability will allow companies to
“precisely target individuals” with personalized ads: “[W]e could measure
whether we delivered the commercial to you, and, as I am monitoring your
pantry, whether you bought the product, too.”!8

It has been reported that Gillette’s vice president of global business manage-
ment, Dick Cantwell, looks forward to “using readers to track consumer use of
its products at home. Gillette sees the technology engaged in direct consumer
marketing, which would rely on personalized information obtained from read-
ers installed where products are actually used—in your refrigerator, say.!

Would people actually be crazy enough to install RFID readers in their own
homes so marketers could watch them? Industry proponents are betting they
can get people to submit to this type of round-the-clock food surveillance
through the promise of “safer, faster, more efficient food recalls.”?° Presumably,
the argument goes, if a batch of tainted peas gets recalled, health officials could
quickly identify the precise location of every can in the nation, tracing them
right into people’s kitchens and onto the shelf.

This promise may sound good to some, but it’s unlikely to actually work out
that way. The food retail industry once promised the same thing with super-
market frequent shopper cards, but even though food retailers have now
amassed detailed records on the food purchases of ever half the households in
America, we can’t name a single instance where those records were used for a
recall. Instead, the benefit has all gone to the retailers who collect, sift, and sell
our food purchase data for their own ends.?!

The home-watching vision doesn’t stop with mohitoring the pantry either. .
Companies actually want to see RFID readers built directly into homes to mon-
itor everything all the time. Gillette’s Cantwell says he looks forward to the day
when RFID readers are “going to be a ubiquitous part of construction, whether

you're building stores or homes. . . "%
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Already, Armstrong, maker of floors, ceilings, and cabinetry, sells ceiling tiles
that come pre-embedded with hidden antennas.?> While today those antennas
might be used for wireless Internet access, tomorrow they could be part of a
pervasive RFID home-monitoring scheme. Another company, Wisetrack, also
sells a line of “environmentally unobtrusive” RFID readers designed for interi-
or use. Perhaps the strangest is the RFID antenna hidden inside a picture frame
that the company boasts “may be mounted unobtrusively on interior walls.”?*
Who would ever guess that the picture they were admiring could be looking
right back at them—and scanning the RFID tags in their shirt and shorts?

INVENTORY MY ENTIRE HOME, PLEASE

Remember how we opened the book with the scary idea that someday every
item in your closet could be numbered and tracked remotely? We weren’t jok-
ing. It’s not only possible, but it’s all gussied up and documented and ready to
be patented. This doozy of a patent application describes how RFID readers
called “sniffers” would be placed in your home’s doorways, floors, and closets,
and even in your car to inventory your spychipped possessions and send the

results to marketers. Here’s how it works:

As the customer enters the door to his residence, a sniffer placed on the floor
near the doorway detects the new [RFID-tagged] purchase. In a preferred
embodiment, this wireless sniffer automatically and continuously emits an
interrogation signal that searches for an RFID label which it has never seen
before. The user’s house may contain many sniffers, which all communicate
wirelessly with a personal computer. A [mobile] sniffer could even be
installed in the user’s car. . . . [T]his mobile sniffer would be able to report

new purchases as the car enters the driveway or garage.

As with nearly everything else related to RFID, the motive is to spy on you
for marketing purposes (though we bet the government could think of some
stellar uses for this scheme):
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All the items in the customer’s house are attached to RFID labels, which are
automatically detected by a sniffer or sniffers placed inside the house. A
personal computer inside the house keeps track of the inventory of items in
the house, and periodically reports the inventory automatically to the
retailer via a modem using a conventional telephone line. The retailer
and/or his suppliers use this information to analyze their sales and

marketing strategies.”>

Not only can the sniffers watch what you take into the house, but they’ll
know what yoﬁ remove as well, since the front door sniffer can be configured to
sense RFIDs as they pass out of the house, too, according to the patent.

We have this crazy image of people someday hauling their purchases in
through the windows of their homes to sneak them past the marketers. Okay,
you're right, it’s a ridiculous idea—since they’ll probably have the windows
wired, too.

Posritive ID

Of course, there’s one more element that is necessary for planned pervasive in-
home monitoring. We must be willing to identify ourselves to the system. After
all, these smart appliances cannot respond individually to users and adapt to
their needs—or collect information about them for marketing purposes—if
they can’t seamlessly and consistently determine who those users are. Concerns
over identification permeate researchers’ work, amounting to a near obsession.
If you can’t tell who’s taking the prescriptioh medication, who’s drinking too
much coffee, or who might need some psychiatric help because he’s sighing a bit
too much, what good is all the spying? Now that we have the ability to do it, the
pressure to require some form of permanent, foolproof ID is bound to follow.
Researchers have identified a need for “natural” ways to track home occu-
pants. The easy methods—external badges pinned on a shirt or swinging from
a tether around the neck—are not ideal. Not only are they a constant reminder
of the intrusion of the technology, but the tracked individual must make a con-

scious decision to wear them.
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- Even if a home’s occupants agree to participate in a home surveillance sys-
tem, there are times when badges would be uncomfortable or impractical.
Georgia Tech researchers found “users will not wear the badge while sleeping (in
order, fo£ example, that the house can identify them when they arise to use the
facilities in the middle of the night), or while doing work in the yard.” The trou-
ble is that users have to remember to put the badge back on when they get out
of bed or reerfter the house—unlikely at 2 A.M. or after mowing the lawn and in
desperate néed of a cool lemonade. “In addition, adding new users, such as fre-
quent visitors, requires another physical badge or tag,” they bemoan.26

It’s not inconceivable that if we succumb to the lure of the spychipped home
and ’round the clock identification becomes necessary for doors to open, secu-
rity systems to deactivate, and appliances to operate, we might be tempted to
consider the most extreme form of identification. When external badges
become annoying and forgetting our spychipped identification leaves us out in
the cold one time too many, we just might be persuaded that implanting an
RFID tag into our flesh would be the solution. And that would be a very bad

idea—as you'll see in Chapter Fourteen.






TALKING TRASH

P THE RFID TAGS YOU THROW AWAY SAY AS

MUCH AS THE ONES YoOu KEEP 4

Your garbage can is like a trap door that opens on to your most
intimate secrets; what you toss away is, in many ways, just as revealing
as what you keep.

—Chris Lydgate and Nick Budnick, journalists who made a protest

rummage through the garbage of Portland government officials'

Look at someone’s garbage “and you know what people eat, what they
are drinking, if they smoke, if they have kids, animals. You can see the
personality.”

—Pascal Rostain, celebrity garbage snoop/artist?

I garbage day in the upper-middle-class enclave of Possum Hollow, a subdi-
vision in unincorporated Dripping Falls, Texas. The trusting folks here haven’t
seen much crime in the ten years since the first foundation was poured in late
1999—unless you count a few recent burglaries, but they figure that happens in
even the best of neighborhoods. ‘

The residents roll out their trashcans in anticipation of the sanitation truck
that shows up fairly predictably every Wednesday afternoon. It’s this predictabil-
ity and suburban naiveté that makes John’s business so easy—and so satisfying.

Every Wednesday morning just after the streets clear of commuters and
babies are put in for their morning naps, John scans the three hundred garbage

cans in Possum Hollow for “business information.” Armed with a car-mounted

Q97
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RFID reader, he drives by the giant plastic receptacles and downloads informa-
tion about the contents of each can onto his trusty laptop.

Who would have guessed that endless strings of ninety-six-bit numbers
flashing up on the screen would be so valuable? John makes what he character-
izes as “a very nice living” matching up skimmed information with street
addresses for his clients.

While his interest in what the ritzy neighborhood throws away is strictly
entrepreneurial, his clients obviously consider the information very valuable.
It’s so valuable that his innocuous little side business will soon allow John to
upgrade his transportation to something quite a bit more impressive than his

aging datamobile.

INCREDIBLE, BUT ENTIRELY POSSIBLE

Tidbits about John’s entrepreneurial garbage surfing are raising a few eyebrows,
we know. You're a bit skeptical that garbage could speak to marketers, snoops,
and even criminals through remnant RFID chips. But we’ll prove to you that
not only is it technically possible to remotely read people’s RFID-tagged trash,
but businesses have already begun thinking up ways to take advantage of the
spychips they expect us to unthinkingly wheel to our curbs on trash day.

When confronted with the serious privacy downsides of RFID technology,
proponents fire back with crafted responses to defuse the concerns. Of course,
we've already shredded arguments like “even if we could track consumers, we
wouldn’t have any interest in doing so.” But our job is not complete until we’ve
demolished one of the industry’s favorite fall-back positions: the idea that RFID
applied to product packaging poses no threat to consumers. “You're protected.
Just throw it away,” they say.

EPCglobal, the organization managing the numbering scheme for the RFID
Internet of Things, has gold-plated this “trash talk.” In its Guidelines on EPC for
Consumer Products, the organization says we don’t have to worry about item-
level EPCs (electronic product codes) on RFID tags because: “It is anticipafed
that for most products, the EPC tags would be part of disposable packaging or
would be otherwise discardable.”?



TALKING TRASH 99

But not so fast. There are several reasons why throwing away spychipped
product packaging won’t be enough to protect our privacy:

1. RFID tags on packages could allow marketers and others to track shop-
pers in the store, long before they reach the checkout counter to disable
or discard the tags. Aswe explained in Chapter Five, this type of in-store
tracking is already being planned in great detail. The “discardability” of
the tags after the fact offers no protection at all.

.2: Throwing away a spychipped product package could give consumers a
false sense of security if the company has hidden a second chip in the
product itself for surreptitious tracking purposes.

3. Many products and their packages are inseparable, so you can’t just throw
the packaging away. For example, you aren’t likely to toss out the milk or
window cleaner containers until their contents are used—which could be
several RFID transmissions away.

4. And now we come to the point of this chapter: In the RFID world, trash
talks!

WoulLb THEY REALLY Do THAT?

Yes, there really are plans for all the stuff you throw away in the RFID world, and
they’re pretty dirty. But before we get to that, you need to see that there are
people who would want to go through the trouble of gathering information
about discarded items like old shoes, Coke cans, cardboard boxes, and stationery.

Portland police officer Gina Hoesly found out the hard way that there are
those willing to brave maggot-infested table scraps, smelly cat litter, dirty dia-
pers, and even discarded feminine products to learn more about our lives. Based
on a tip that Hoesly might be using drugs, her boss ordered her fellow cops to
snatch her garbage from the curb and search through it for clues. They thought
they hit paydirt when they discovered a used tampon. They had it sent to the
state’s crime lab, where her dried blood was tested for drugs, DNA, and even
semen.

Invasive? You betcha.



100 SPYCHIPS

\

The tampon turned out to be “clean,” but the cops found other evidence in
the trash that won them a search warrant for Hoesly’s home. That search turned
up evidence the police were eager to use against the twelve-year veteran of the
police force, who was already controversial for dating high-profile guys like
Godsmack’s bass guitar player, ex-Portland Trailblazer Jerome Kersey, and her
superior, Assistant Police Chief Andrew Kirkland. She also had a history of
blowing the whistle on bureau misdeeds.

While evidence obtained from Hoesly’s garbage was thrown out of court by
the judge, the decision was based on Oregon’s strict state constitution. Had
Hoesly been in another state, had she used clear trash bags, had she not put a
tight lid on her trash can, or had she otherwise not proven her intent to keep her
trash private, the results could have been quite different.* It sounds unbeliev-
able, but warrantless garbage searches have been ruled permissible by the
United States Supreme Court, despite arguments that they violate the Fourth
Amendment.?

ONE MAN’s TrRasH Is ANOTHER MAN’s CASH

The first thing we would do was locate a suitable home. For example,

Jack Nicholson’s or Bruce Willis’s. Next, we would find out when the

garbage was being collected and grab it before the truck came round.
—Pascal Rostain®

For some, the murky legal status of garbage has made trash collecting big
business. French photojournalist Pascal Rostain makes a living snapping pics of
the discards of the rich and famous. After lining up his finds on a black velvet
background, he photographs them and offers the results for sale at art galleries
around the world.

Rostain hit on his bizarre livelihood after reading about a sociology profes-
sor who required his students to go through other people’s garbage as a course
assignment. Shortly thereafter, he was called upon to photograph famed French
singer Serge Gainsbourg (affectionately known as “the dirty mouth of French
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pop”) at the star’s home. This access presented Rostain with a unique opportu-
nity to nab the singer’s garbage—so he seized his chance.

Fondling Gainsbourg’s discarded cigarette packages and empty booze bot-
tles gave Rostain a rush. “It was like the key to Gainsbourg,” he is quoted as say-
ing. “I felt as if I had a part of him in front of me.”” Anxious to repeat the expe-
rience, Rostain enlisted a partner and flew to Los Angeles where he bought a
map of the stars’ homes, several very large suitcases, and many pairs of yellow
plastic gloves.

In the fifteen years that have followed, celebrities like Madonna, Tom Cruise,
Pamela Anderson, and Mel Gibson have all become familiar with Rostain’s work
the hard way—by being spotlighted in his invasive exhibits. The results can be
embarrassing. The gossip and snickering surrounding a package of Depends
adult diapers found in Larry King’s trash were enough to compel the talk show
host to issue a denial that the incontinence products belonged to him. “They
must have been in someone else’s garbage,” he told the New York Post. “I've never
heard of Depends. I wouldn’t know what a Depends looks like.”8

The clues in people’s trash can impact them in unexpected ways. The world
now knows, for example, that although Halle Berry is a highly paid spokes-
woman for Revlon, she does not use the company’s products herself. (In fact,
not a single Revlon product appeared among the many empty containers of
competing beauty products found in her trash.) The public can also contem-
plate the meaning of a pair of underwear tossed out by Antonio Banderas, won-
der what Sharon Stone could possibly have done with thirteen cans of pear
halves, and vicariously experience the dinner party that left a case of Chianti
bottles and several Cuban cigar stubs in Arnold SchWarzenegger’s Hefty bags.’

When Rostain’s work was recently displayed at an upscale SoHo gallery, the
cognoscenti plunked down upwards of six thousand dollars per framed photo-
graph. Not surprisingly, many of the buyers were the very celebrities whose
trash he had “profiled.” This strikes us as an innovative form of privacy extor-
tion. What multimillionaire celebrities wouldn’t hand over a mere $6k to pre-
vent others from hanging an intimate snapshot of their private lives on a living

room wall?
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BeNy1 THE BINMAN .
While Rostain’s garbage picking may be obnoxious, it is. .rlxotlling compared to
the work of Benjamin Pell, the British rummager known as “Benji the Binman.”
The Binman regularly sniffs out ripe news stories from garbage rotting on the
curbs outside the corridors of power and is handsomely rewarded by British
newspapers for his troubles, reportedly earnmg thousands of dollars per story
he helps unearth.!° ‘%

He’s managed to humiliate the top of the poh}.;cal heap, digging up financial
information on politicians, tycoons, and even a memo written to Tony Blair by
his pollster, warning that the Prime Minister was growing “out of touch” with -
the public.!! The Binman’s other targets have included celebrities. A self-pro-
fessed obsessive-compulsiveshe is said to have amassed seventy-five full bags of
trash from Elton John’s home. . ’ :

His finds have appeared in the Times, the Sun, the Mirror, the Daily Mail,
Independent, Guardian, and Sunday Telegraph newspapers. The Manchester
Guardian assures us that “readers of virtually every national newspaper will at
some point have read a story msplred or informed by his rummagings.”!2

Government officials in the U.S. are not immune to the garbage browsing
threat either. The press has snagged the garbage of Portland’s mayor, police chief,
and district attorney and itemized its contents for public perusal (over their
strenuous but ultimately futile objections), and reporters once heisted the trash
of former Secretary of State Henry Kissinger and President Ronald Reagan.

But in the U.S., the law typically comes down on the side of the snoop.
Despite the intimate nature of garbage, in most jurisdictions, it is perfectly legal
to go through someone else’s curbside trash without f)ermission or a search war-
rant. Garbage placed near the street for collection is generally considered “aban-

doned property,” waiting for anyone with an interest to examine its contents.

TAKING THE DIRT OUT OF DUMPSTER DIVING
As picking up someone’s trash from the curb is legal in most jurisdictions, it

would seem the main deterrents to more widespread celebrity trash displays are
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(a) having the guts to grab someone’s trash in broad daylight, and (b) having
the stomach to sift through moldy produce and used Kleenex for that occasion-
al prize.

But what if there were a new way to get the dirt on people? Imagine how
much easier life would be for the paparazzi, criminals, and snoops if they could
scan garbage remotely, secretly, and silently, from the convenience and privacy
of their own cars? RFID promises this kind of instant inside information with
no public scene, no fuss, no mess.

Okay, sure, that might someday be possible, you say. But what does it
matter to me? Unless I'm a celebrity or a politician, I’ve got nothing to worry
about, right?

Think again.

Bi1G PLrANS FOR YOUR GARBAGE

Noting that some 80 percent to 90 percent of junk mail catalogs go straight to
the trash, inventor Robert Barritz (CEO of Isogon Corporation, an IBM suppli-
er) has come up with a “method for determining if a publication has not been
read,” according to U.S. patent No. 6,600,419.!> Inquiring junk mailers want to
know what sort of ingrate throws away their valuable marketing materials with-
out even opening them, and spychips are just the tool to provide the answer.

Barritz’s little trick involves programming a unique serial number for each
household into an RFID tag affixed to the cafalog before it is mailed. The tag
gets hooked up to a “mechanical seal or switch on the cover which completes the
circuit to the RFID tag.” Opening the magazine breaks the seal and kills the
RFID tag. This means that any catalog that has not been read would “respond to
an RFID scanner with its identifying information. Otherwise, it will not
respond at all.”

Just as hidden web bugs report back to marketers whether you've read their
e-mail spam, this device would tell them who read their postal junk mail spam.
The patent explains this invention will “benefit individual retailers and market
research firms” since “data on an individual consumer would indicate whether

or not to consider sending future publications.”
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The inventive genius behind this scheme has grand plans for collecting the
data and sending it to a central computer system for processing. He envisions
automatically scanning people’s household garbage with RFID readers attached
to sanitation and recycling trucks. He even describes how reader devices could
be fitted into smaller vehicles, so marketers or entrepreneurs like our hypothet-
ical John could download data by simply driving along the curbside on garbage
day.!* .

What is the lesson of this patent? Be careful which marketing materials or
catalogs you open in an RFID-laced world. Make the wrong choice and you

could be inundated with junk mail.

»» RFID-ENABLED GARBAGE CANS AND GARBAGE

TRUCKS ARE ALREADY HERE ¥

Back in 1995, residents of Santee, Califbrlj;i;a,_,received color—codedwastecans =

. fitted with RFID tags. The purpose of the RFID tags. was 10 help gerbage, =

' l trucks fitted with RFID readers to d1stmgulsh between the bins § in order to, ,

handle them appropnately and automatlcally 15 Indala, a spin- -off from IBM Sl

patented an enhanced RFID reader system for waste plckup vehicles on

- October 15, 1996. 61tsa way for the garbage trucks 1o, determme which cans  . o ]

- to dump into their trucks when there are competmg samtatlon cempames 528
_serwcmg the’same nexghborhood

PRrROTECTING YOURSELF WITH THE SHREDDER

If you're thinking you can protect yourself from snoops by shredding spy-
chipped documents before trashing them, we have some bad news for you.
While you could do a pretty good job destroying the paper, miniscule RFID tags
could be small enough to escape the teeth of even the best cross-cut shredder.
Of course, a snoop would have to get pretty close to grab the data from the
smallest tags, since their read rahge would only be a few inches. But someone
like Benji the Binman, who doesn’t mind sifting garbage through his fingers,
wouldn’t mind that. The U.S. Postal Service has threatened to someday embed
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such tiny tags into postage stamps and envelopes for tracking purposes, making
it theoretically possible that snoops could learn who had sent you mail even
after you had reduced it to a pile of confetti.

In addition to documents, there are plenty of other things in our trash that
simply aren’t candidates for the shredder, things like empty cereal boxes, old
tennis shoes, and broken toys. And at least one major American corporation has
its eye on a way to sort through those discards for a profit. It’s BellSouth, parent
company of Cingular Wireless and a self-described “Fortune 100 communica-
tions services company headquartered in Atlanta, GA, serving nearly 50 million
local, long distance, Internet and wireless customers in the United States and 12
other countries.”!”

BellSouth’s Intellectual Property Corporation has taken assignment on a
patent application entitled SYSTEM AND METHOD FOR UTILIZING RF TAGS TO COL-
LECT DATA CONCERNING POST-CONSUMER RESOURCES. ' While the application dis-
cusses the worthy goal of sorting recyclable materials, its creepy crux boils down
to how the data contained in RFID tags on disposed items “may be collected,
sorted, processed, and provided for sale”

Yes, you read that right, they plan to sell data on our trash. Of course. We
should have known BellSouth was just another megacorporation waiting in the
wings to swoop down on the data revealed once its fellow corporate cronies spy-

chip the world.

Information concerning a post-consumption item [i.e., a piece of trash]
may be linked (by serial number, for example) with information concerning

the pre-consumed [i.e., a brand new] item collected by other data collection
systems. . . . By combining captured pre-consumer information with post-
consumption information, the entire life cycle of an item may be tracked.
This information may be useful to any number of entities, including
retailers, manufacturers, distributors and the like.

BellSouth goes. on to explain how such data could allow close tracking of

product transport and use:
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[T]he collected and processed data may be helpful to track consumer
purchase versus use patterns. A pet owner who lives in Atlanta but has a
cabin in the mountains may choose to purchase pet food in the mountains
because pet food is less expensive there. . . . A recycling facility may find it
useful to know where items dropped off at the recycling center were origi-
nally purchased. Grocery stores, pharmacies and retailers may find it useful
to know how long it takes a particular item to go from being stocked on the
shelf to being placed in a waste or recycling receptacle. . . . The information

collected may be ... valuable to particular industries.

Valuable, indeed. And while BellSouth might have looked to the likes of the
“Binman” for inspiration, it plans to capture its trashy tidbits with a little more
dignity, according to related patent application 20040133484.!° There, the
inventor describes an elaborate garbage “sorting apparatus” complete with
picker arms and conveyor belts so that even the most disgusting RFID-tagged
items can be read and cataloged in a database without sullying human hands.
With such automation it’s possible that everything hitting the dump could be
recorded in excruciating detail, a fact that would likely prompt a new adage: “Be
careful what you throw away.”

What in the world was BellSouth—a phone company—thinking when they
sought out a garbage patent that has nothing to do with communications?
Considering that BellSouth has wiring extending into twelve million homes like
so many tentacles, and that it connects many of those homes to the Internet .
through broadband, the company could do some interesting things with its
patent, especially if it teamed forces with a company working to connect house-
hold objects to each other and beyond. Such a formidable team could track
“product lifecycle” right through the home.

THE FUTURE OF TALKING TRASH
For this ambitious trash tracking scheme to become a reality, nearly all packages
will have to contain RFID tags. At current prices of tens of cents a piece, this is

unrealistic. But as we discussed in Chapter Two, companies have been working '
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on ways to manufacture disposable, printed RFID chips for a lot less money—
maybe even pennies a piece. Back in 2002, RFID Journal predicted that innova-
tions in cheap RFID chips could usher in widespread deployment of RFID-
equipped packaging by 2008, making “very real the possibility that within five
years ordinary bags of potato chips and boxes of cereal will have RFID
microchips and antennas printed on them during the commercial printing
process—much the way bar codes are printed on most products today.”?

In the RFID world, even ordinary paper could be read at a distance, thanks
to packaging manufacturer Tapemark. They’re promoting a way to embed chip-
less RFID transponders made of nano-resistant fibers into packaging and prod-
uct labels. These covert, miniature transponders will be invisible to the naked
eye. The fibers are as small as five microns in width and one millimeter in
length—that’s just a fraction of the length of a baby’s eyelash! The proprietary
combinaticn of these fibers embedded in paper could reportedly reflect a
unique serial number up to five feet away, and they’ll only cost pennies apiece.?!

Or how about spychipping newspapers? Flint Ink, one of the largest ink
manufacturers in the world, is developing RFID tags and antennas made of
conductive ink that could be indistinguishable from “normal” printing ink. It
just so happens the company already supplies newsprint ink to many of the
newspapers in the United States, a fact that could help ensure a seamless transi-
tion to remotely trackable newspapers.

Editor & Publisher magazine gushed at the prospect, saying that such tags
“could provide a series of snapshots of customer behavior over time and across
space” to tell publishers and advertisers how people read newspapers.
Publishing industry analyst Miles Groves agreed that remotely tracking news-
papers would be of considerable interest to major retailers whose ads appear on
their pages.??

Nor would tracking reading material be the exclusive purview of newspa-
pers. Arbitron, the media measurement company, and Time Inc., the pubﬁsher
of popular magazines like Reader’s Digest and Time, hope to someday use spy-
chips embedded in magazines to monitor readership, just as soon as the price

comes down. They’d also like to track such crucial factoids as where in the
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house magazines are actually read. Thanks to RFID, they could literally follow
reading material into the bathroom with you.? |

We're guessing the publishing industry would even like to pursue those
magazines to their final resting places, which will open up all kinds of possibil-
ities for entrepreneurs like our garbage surfing John and the overseers of

BellSouth’s trash picker arms in dumps across America.
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YES, THAT’S YOUR
MEDICINE CABINET TALKING

» HEIW Ynun Dcu::Tl:lR PHARMACY, AND HOSPITAL
; o F'LAN TO Use RFID «

Truth is like the sun. You can shut it out for a time, but it ain’t
goin’ away.

—Elvis Presley!

Every August, Elvis Presley fans worldwide descend on Memphis, Tennessee,

for “Elvis Week.” The week, which has now expanded to a rollicking nine days,
includes dozens of Elvis-themed events that culminate in a candlelight vigil on
August 16 commemorating the King of Rock ‘n’ Roll’s untimely death.?

The Memphis Regional Medical Center, “The Med,” is particularly busy dur-
ing Elvis week, as fans converge to tour the only medical institution in the world
named in honor of their hero—The Elvis Presley Memorial Trauma Center.?

While the throng of diehard fans and Elvis impersonators are a fun distrac-
tion from the serious business at hand, they give generously to their idol’s
namesake trauma center—money that is badly needed. “The Med” is what is
referred to as a “safety net” hospital, the only avenue many of the poor have to

any kind of medical care. -

109
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Like most inner-city hospitals, “The Med” is overwhelmed, underfunded,
and inadequately staffed to handle the mass of humanity that enters its doors
for everything from life-threatening accidents to ear infections. An estimated
seventy-five percent of the patients who seek attention there are minorities and
either uninsured or on Medicaid.*

What to do? Hiring additional staff, adding additional equipment, or open-
ing up clinics for preemptive non-emergency care could have all helped relieve
the logistical burden. But someone had a better idea: supply chain management
and RFID. ‘

The Robert Woods Johnson Foundation, the same people who fund
National Public Radio programming, bought into the idea and funded a three-
month experiment in which staff affixed adhesive-backed microwave frequency
RFID tags to the ankle of each trauma patient entering the emergency center.
Then, patients were tracked by the unique identification numbers on the
assigned active RFID tags via twenty-five readers deployed throughout the
250,000 square foot facility.>

The Federal Express Supply Chain Managemeht Center at the University of
Memphis lent its logistical expertise for the test, giving new meaning to the term
“delivering healthcare” FedEx’s reputation for rapidly dispatching and deliver-
ing cardboard envelopes and boxes apparently made their educational arm the
“go to” source for helping process the inventory of underprivilegédpaﬁents.

Would Elvis, who was renowned for giving generously to medical causes,
have been happy that his namesake trauma center was tracking people like
overnight packages? We envision him saying something like, “Don’t be cruel.
These are folks just like you and me. They’re not some boxes.”

A company called Alien Technology (we kid you not) landed in the middle of
this bizarre humans-as-boxes experiment, supplying the controversial technolo-
gy. It was an incredible opportunity for them to find willing subjects on which to
test their 2.45 GHz battery-powered RFID tags that could reportedly spy a
patient from up to thirty meters away (almost one hundred feet).® Not surpris-
ingly, Alien Technology looked back on the event with fondness in its April 2004
press release, characterizing its tagging and tracking- trial as “successful.” To pre-
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empt any criticism, Alien assured the public that the patients “were informed of
the purpose and('};ature of the trial, and were enthusiastic to participate.””

Fair enough, but we wonder just how legitimate consent is when it is
obtained from a patient in an emergency trauma unit. (“Okay, okay, Doc, I'll
'sign whatever you want. Just sew my leg back on!”) We further question how
ethical it is to represent that underprivileged patients could exercise choice in
the matter given their dire circumstances. After all, where else could they go?

Of course, it couldn’t have hurt that “the system was unobtrusive to the
patients,” as Alien pointed out in its PR release.? Keeping the technology out of
sight is"a consistent factor in getting people to accept RFID, which may be why
, the industry keeps aiming for invisibility, while we consumers keep aiming for
notice and transparency.

Likening people to inventory doesn’t stop in the trauma unit. Hospital
administrators, publgg health officials, HMOs, pharmaceutical companies, and
retail drug stores all hope to use RFID to keep tabs on patient health, drug use,
and even food consumption. Their plans extend far beyond the needy patients

who have served as their guinea pigs to date.

A ReaL FurLrL Bopy Scan

If proponents have their way, all patients will one day have a shadowy new part-
ner on their healthcare teams: RFID. All the physical items patients come in
contact with and the patients themselves will be tagged and tracked. Believe it or
not, even bedpans might be fitted with RFID devices hooked up to sensors so
the quality and quantity of bodily outputs can be monitored around the clock
and broadcast wirelessly to nursing staff and computer databases.

A company called Precision Dynamics Corporation (PDC) is banking on
this future, Among other things, PDC makes a spychipped patient wristband
called the Smart Band which consolidates a person’s medical history, account

* history, and insurance information all on one chip. Promoted as an “indication
that hospitals and the medical device industry are working overtime to meet the
needs of patients,” the Smart Band will enable hospital employees to ID a sleep-

ing patient from several feet away.’
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If the idea of being scanned as part of a hospital network of inanimate and
human objects makes you feel like just another piece of inventory, it’s not sur-
prising. RFID is, after all, inventory control technology, and it has a disquieting
tendency to distort things to fit that worldview—whether they are beloved fam-
ily members struggling for life or newborn babies bursting onto the scene. The
computer sees only numbers.

Hang on, patients of the future. If you think today’s hospitals are imperson-
al, just wait until the RFID guys get through with them.

MEbicAL ERRORS

The PDC website features a page titled “Why RFID Is Critical” with a bold
heading purporting to explain “Why hospitals need to be on board with
RFID.”!% Imagine you are a hospital administrator reading the following dire

statistics:

The importance of positive patient identification in reducing medical errors
harshly hits home when considering between 44,000 and 98,000 patients die
in the United States each year from medically related errors at a cost of $29 -
billion. The leading cause of death due to medical errors is caused by patient
misidentification, and specimen or medication misidentification.!!
—quote on PDC website attributed to “The Institute of Medicine Report”
by Dr. Mark Chassin and Dr. Lucian Leape

Sounds compelling, doesn’t it? But there’s a problem when the sun shines on
this statistic. As Elvis would say, the truth ain’t goin’ away. The “Institute of
Medicine Report” doesn’t mention patient misidentification at all, much less
does it assert that patient misidentification was “the leading cause of death due
to medical errors.” ‘

Thinking we must be missing something, we contacted one of the study’s
authors, Dr. Lucian Leape of the Harvard School of Public Health. We sent Dr.
Leape a copy of PDC’s quote, figuring that if anyone would know the truth, he
would. Within hours, Dr. Leape fired back this scorching reply: '
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This [PDC quote] is a complete misrepresentation. One might even say a lie,
in that it clearly is intended to deceive. Misidentification is a problem, but
not one that has ever been quantified to my knowledge and it was not a
specific item in the Medical Practice Study.!? |

Far from being the leading cause of death, it turns out that patient misiden-
tification is at most a minor problem. When we followed up with him, Dr. Leape
estimated that misidentification accounts for fewer than 5 percent of medical
errors overall.

The myth of widespread patient misidentification has been repeated so
many times and in so many places, from major newspapers to medical industry
publications, that it has taken on a life of its own.*

While it is true that there are 195,000 preventable deaths a year at the
nation’s hospitals due to medical errors, the majority are due to causes like post-
operative infections, bed sores, pulmonary embolisms, and deep vein throm-
boses**—the sorts of conditions that occur when there is inadequate personal
attention to patient needs. Strangely, adopting RFID systems that further deper-
sonalize the caregiving relationship could actually make things worse. At the
very least, it would divert money away from efforts that really do save lives.

According to Dr. Samantha Collier, one of the study’s principal authors, “If
we could focus our efforts on just four key areas—failure to rescue, bed sores,

postoperative sepsis, and postoperative pulmonary embolism—and reduce

*PDC is not the only company using this faulty statistic to promote RFID. We have caught at least
two other companies selling medical RFID devices with the same pitch. A company called
InfoLogix sells “next-generation systems [that] promise to pair bar codes with tiny transmitters
like those used by highway toll booths to read speed passes, letting nurses identify patients from
across the room.” The company’s promise of “accurate ID, tracking, and processing” made us feel
like we were looking at a cattle auction near a meatpacking plant, not a place where vibrant
human beings work together for optimum health. The InfoLogix website rhetorically asks visi-
tors, “Why do hospitals need to be on board with RFID?” They answer it with the industry’s stan-
dard (erroneous) line that “the leading cause of death due to medical errors is caused by patient
misidentification.”

**“The PSIs [patient safety incidents] with the highest incident rates per 1,000 hospitalizations at
risk were Failure to Rescue, Decubitus Ulcer, and Post-Operative Sepsis. These three patient safe-
ty incidents accounted for almost 60% of all patient safety incidents studied.”!?
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these incidents by just 20 percent, we could save 39,000 people from dying
every year.”'4 Given the low rate of death from patient misidentification and
the serious problems elsewhere, it would seem wiser to invest scarce hospital
resources in addressing real medical errors, rather than pouring money down
the RFID hole.

Take Your MEDICINE—IT’Ss GOOD FOR . .. Us!

The pharmaceutical industry is overjoyed at the idea of adding RFID to their bag
of profit-enhancing tricks. They’d love to get right into your bathroom and
monitor every pill you take to increase something called “prescription compli-
ance” (i.e., filling and refilling every prescription your doctor writes and taking
every pill on schedule). According to statistics, while three out of five doctor vis-
its result in a prescription being issued, only 50 percent of those prescriptions are
ever filled. Of those 50 percent that are filled, 30 percent are not refilled.' What's
more, some patients do not follow a strict protocol and might skip doses.

Whatever else they might represent, those skipped doses and unfilled prescrip-
tions also mean lost revenue to drug manufacturers and retail pharmacies. CVS
Pharmacy, with over five thousand stores in thirty-six states, fills an estimated 11
percent of all U.S. prescriptions. It estimates that improving prescription compli-
ance by just 2 to 3 percent would mean the company could fill an additional 6.8 to
10.2 million prescriptions per year—something they call “a real opportunity.”!6

CVS notes that “because volume is a key driver, as an industry we have to
find new ways to deliver on the expected increase.” How will they do that? Why
not install prescription-monitoring devices in patients’ homes to ensure that
they are properly consuming and refilling their prescriptions?

Once again, consulting giant Accenture rushes to the rescue of big business
with an outrageous contraption it hopes you will welcome into your home. Its
patented “Online Medicine Cabinet” is rigged with a high-tech camera, RFID,
and an Internet connection so it can communicate directly with your doctor,
the pharmacy, and maybe even your HMO.!? Skip a Prozac and you’re bound to
get a warning. Do it twice and, well, you get the picture. _

Intel Seattle researchers have also smelled opportunity in prescription com-
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pliance and lighted on the idea of a prescription nanny they call the MedPad.
This appliance is a “flexible, low-overhead ubiquitous system” that monitors the
patient’s prescription use courtesy of embedded spychips and sensors.

Each medicine bottle has an RFID tag affixed to it that is read by the
MedPad’s integrated RFID reader. The pad recognizes when medication is
removed and put back. In addition, the system sensor detects the difference in
the before-and-after weight of the medicine bottle to ascertain what quantity of
medicine was removed from it, and, theoretically, taken by the patient.

One of the MedPad inventors clarifies that, “By ‘medications, we mean any
packaged item taken for health reasons, including vitamins, aspirin, cold med-
ications, glucose tablets, and so forth”!® Yes, they want to track it all, and the
MedPad would make it possible.

So what does the U.S. Fodd and Drug Administration (FDA) think about all
this RFID monitoring? As you'll read in a later chapter, heads of federal agencies
have been directed to support RFID wherever possible, so the FDA is acting like
alovesick schoolboy around the technology. Per their marching orders, the FDA
is claiming that the technology will reduce theft and counterfeiting of prescrip-
tion drugs.

In 2004, the agency issued guidelines strongly recommending that all pre-
- scription drugs in the supply chain be RFID-tagged by 2007.!° It even placed a
-rush on the implementation of its guidelines “because of the importance of

beginning RFID feasibility studies as quickly as possible.” Acting FDA
Commissioner Dr. Lester M. Crawford said, “We hope that other manufactur-
ers, wholesalers, and retailers will follow this example by also becoming early
adopters of REID.20

Several drug companies immediately stepped up to the plate. Purdue
Pharma, the makers of OxyContin, announced they would incorporate RFID
tags into the labels of 100-tablet OxyContin bottles shipped to Wal-Mart phar-
macies. Pfizer announced plans to tag all Viagra containers shipped and sold in
the U.S. in 2005. But we can’t help but wonder if a man would really want to
broadcast his impotence problem by carrying spychipped Viagra that could be

scanned across a dinner table.
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RFID ON THE INSIDE

How about swallowing an RFID device? The makers of the Jonah temperature
sensor think it’s a terrific way to measure a subject’s internal temperature. The
purple vitamin-tablet-sized device consists of an array of miniature electronic
equipment including an RFID tag, a battery, and a miniature thermometer.
Once ingested, Jonah, presumably named after the famous Biblical charac-
ter who languished in the belly of a whale, travels the entrails of the patient,
measuring her internal temperature along the way and beaming it out to mon-
itors as far as three feet away. According to promotional literature from the
MiniMitter (get it, mini emitter?) company that makes Jonah, “normal passage
time is 1 to 5 days.” Fortunately, MiniMitter assures us the Jonah device is dis-

posable, so there’s no need to reclaim it after each use.?!

» Is THERE A CHIF IN YOUR CHOPFERS? ¥

Your next dental prosthesis could include an RFID spych;p Dentalax, a;
French startup company, is promotmg an RFID trackmg system for dental :
- work like bridges and crowns During the casting process, an RFID- tag is
i :femhedded within the matenal As the prosthesis moves through dszerent
: manufacturmg stages, information is written to the chip via input from a PC;
hooked uptoa reader device. Thls data. mcludes patlent mformatxon v
Reportedly, the system has been 'p "ion hold due to pnvacy concerns Let s o |
~ hopeso, because it would be ne"f ly impossible for the average dental patlent |
: _ to know whether someone had pianted a minute ch1p in his blcuspxds 2 Will S
,they onedayadda mlcrophone? It could be on the drawing board as you ’ll see |
i ’,m Chapter Fourteen. '

As we dig into the files of the U.S. Patent and Trademark Office, we find fur-
ther interest in capturing very personal data about bodily functions, as revealed
by a bizarre patent for an RFID-enabled tampon detection system. When satu-

" rated, this device can send a signal from within a woman’s body to a nearby




YES, THAT’S YOUR MEDICINE CABINET 117

computer reader, alerting the computer that it is time for her to atteﬁd to her
personal hygiene.??

Even Kimberly-Clark, maker of Huggies, wants to get into the body fluid
detecting act and has applied for a patent on a device that could be a boon for
the parenting-impaired mother: the diaper with an associated sensor and RFID
tag. The assembly senses when the diaper gets wet and sends a message to a
computer system, which then alerts mom or other caregiver to change the baby.

But Kimberly-Clark sees much more potential in its invention and suggests
an excruciatingly lengthy list of embarrassing places to monitor body excre-
tions. These include everything from bed linens to toilet bowls to vomit bags
and even suppositories.?

If this is all a bit too much to take, we understand completely, and invite you

to join us in putting a stop to such invasive nonsense.
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» RFID ERIMES, SHDU7D -BE CRI ES:

AND -JUST F-'LAIN SNDDPING

If someone walking down the street sees something they like—say, an
article of clothing on a passerby—they can immediately take action.

—Accenture!

Y ou're sitting on the train reading the latest Tom Clancy novel when some
sixth sense makes you look up. Two seats away, a man is peering down at the
LED panel of his Palm Pilot PDA. He presses a few buttons, then aims it point-
edly in your direction.

Your eyes meet, and you get the uneasy feeling this guy has been watching
you for some time. His glance leaves your face and moves down to the CVS
pharmacy bag next to you on the seat. He presses another button on his PDA,
then peers intently at the screen as if to check the results. Finally, he smirks at
you and looks away. You feel yourself growing hot with anger. Who is this creep
and what is he doing scanning you and your purchases?

Could this scenario be in our future? Could a voyeur sitting across from you

on the train really electronically frisk you in 20102

119
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Yes, at least if you ask one major industry player. Accenture (the company
behind the talking plant and the medicine cabinet we described earlier) is so
keen to make this a reality they’ve patented a way for ordinary people armed
with PDAs to click away at colleagues, neighbors, friends, enemies, and even
complete strangers in order to learn more about what they’re wearing and car-
rying. They call their patented vision the Real-World Showroom. We call it the

ervert’s best friend. Here’s how Accenture says it will work:
p y!

With the Real-World Showroom, consumers have immediate access to a
wireless, always-on shopping channel. The showroom is, quite literally, the
everyday world. If someone walking down the street sees something they
like—say, an article of clothing on a passerby—they can immediately take
action. |

How? The Real-World Showroom responds to RFID tags embedded in
the item. By pointing a PDA—one with a permanent wireless connection to
the Internet—at the item, it can be called up on the screen. Users can

instantly find out more about the itern and even purchase it.2

Unfortunately, this is not the vision of some small startup company.
Accenture is one of the world’s largest global technology consulting firms, with
2004 revenues of nearly $14 billion.? It counts Hewlett-Packard, NationsBank,
Clorox, and Allstate among its “selected list of clients that have agreed to be
mentioned.” There are others that apparently don’t want to be mentioned.
Makes a person curious as to why.

But while Accenture gushes about how companies can profit by turning the
whole world into a gigantic sales floor, anyone who has ever been the victim of
a crime sees a very different picture. The same scenario that could give strangers
a kind of x-ray vision of what you're wearing and carrying could also be turned
to other purposes, giving added character to the term “function creep.”

_The stealthy, invisible nature of RFID could make it the perfect tool for

busybodies, snoops, and criminals of all stripes. Of tﬁese, perhaps most worri-
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some are the stalkers and abusive partners, whose use of this technology could

have tragic consequences.

STALKING AND DOMESTIC VIOLENCE

Cindy Southworth of the National Network to End Domestic Violence knows
this all too well. A social worker by profession, Southworth crisscrosses the
country empowering police and hotline and shelter workers to help abused
women stay hidden from violent ex-husbands and boyfriends. Since many
abusers have threatened to kill these women or harm their children,
Southworth knows their safety depends on keeping information about their
locations and activities as private as possible.

With concern in her voice, Southworth can tell you how stalkers have begun
turning to high-tech devices to get around their victims’ efforts to stay hidden.
Among the new technblogies she fears could be abused: RFID.

“My concern is RFID in combination with databases,” she says. “If a woman
buys a sweater and its RFID tag number is cross-referenced with her credit cards
in a retail database, her abuser could use that information to track her.” Far from
seeing the benefits of a “real world showroom,” Southworth worries about its
tracking potential because, as she puts it, “abusers go to great lengths to find
their victims.”

Keeping RFID tags off of the things we wear and carry could be an impor-
tant safety issue for a surprising number of people. More than a million women
and nearly half a million men are stalked every year in the U.S.® Disturbingly,
nearly half of stalking episodes escalate into violence.’

The U.S. Justice Department warns that “stalkers are, by their very nature,
obsessive and dangerous” and should always be considered capable of killing
their victims. In addition, they commonly use “advanced technology such as
global positioning systems, wireless remote cameras, and invasive computer
programs” to gather information about their targets in order to intimidate them
or share their information with others.®

Though Accenture’s Real World Showroom does not yet exist, Cindy
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Southworth believes it’s just a matter of time before stalkers and violent domes-
tic partners tune into RFID’s surveillance potential for their own purposes.

Based on recent high-profile cases in which stalkers have been caught dip-
ping into the technology cookie jar, we are inclined to agree.

Consider Ara Gabrielyan of Southern California, serving sﬁdeen months in
state prison for hiding a GPS tracking device on his ex-girlfriend’s car to moni-
tor her every move. In addition to calling his ex between thirty and one hundred
times per day, Gabrielyan took to arranging “chance encounters” at places like
the airport and even her brother’s grave. A police spokesperson explained that
stalking his victim had become “an obsession, an obsession to the point where
24-hours a day he had to know where she was, what she did, who she met and
how she carried out her daily routine.™

Someone this obsessed would jump at the opportunity to scan the
contents of his victim’s car, purse, or suitcase at every opportunity. Spychips
would enable him to conveniently paw through her belongings at a distance,
minimizing the risk of getting caught. To top it off, Gabrielyan could have
avoided the prison term, since there would have been no need to plant
spychips on his victim or her possessions. Corporate America would have
thoughtfully done it for him.

Or how about Erik Reynolds, a thirty-three-year-old ex-felon, who changed
his social security number to conceal his criminal past and found work as a
deliveryman for FreshDirect, a company that provides groceries to upscale
Manhattan neighborhoods. His job gave him up-close and personal exposure to
women, includiﬁg knowledge of where they lived and what products they
bought. He used this information to terrorize six women with threatening and
obscene phone calls, allegedly telling one victim (who was eight months preg-
nant at the time), “I'm going to come up and rape you. I know you are home.”!1°
Upon his arrest, Reynolds admitted to using customer information from order
forms to make the calls.

Imagine someone like Reynolds further assisted in his demented pursuits by
an RFID tracking system that could keep tabs on his victims through the unique
ID numbers in the very things he delivered to them. He could scan the women’s
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purchases in advance, note the numbers associated with them, and then use that
information to remotely stalk them from the privacy of his own home computer.

A prototype of such a system, called RF Tracker, has already been developed.

» RF TRACKER: USING RFID To STaLk ¥

To ﬂlﬁétrate the sfalking potential of RFID, legal expert David Sorkin, a
profes50r at the John Marshall Law School, has created a hair-raising website ‘
showing how easily databases could be set up to “track RFID tags and their
owners around the world” Sorkin's frightening vision of the future, online at
RFTracker.com, emulates a website created by shadowy figures “based in an
undiscioSed location, in a jurisdiction that does not impose govern.ment

y cen‘ rshlp on the collection and use of personal mformatwn > (Hey, wait, that

r sorinds'kmd of like the USA!) : , : s

‘ The srte concept is very simple. V1s1tors can’ type a tag number 1nto a field . .

: and click matc >to see if the name of the person who owns the item has been _
' entered into 'thedatabase. It works the other way around, too—a visitor can
tYpe in an individual’s name to download a list of tags known to be associated
with that individual. But this is just background. The centerplece of the
website is its tag-sighting feature. ,
As Sorkin envisions it, a network of rogue scanners would capture tag .
,numbers from random paSsersby and upload them along with the time, date,
- and locatron of the sightings. If a stalker & saw. one of his victim’s targeted tags, :
- he could phone her up with specific information about her actrvmes,' s
o ratchetmg up the terror. (“Did’ you have a nice time at the mall yesterday?”)

Where would these rogue scanners come from? Sorkm explains how such‘~
a srce mrght recruit data collectors: “We’re always lookmg to improve our
database If you operate an RFID reader (whether you’re a merchant, a
V ‘manufacturer, or just a hobbyist), please contact us to discuss arrangements
/ for transrmttmg your data to us. In exchange, we'll be happy to provide you
wrth enhanced access to our databases .. [or] we may even pay you
, outng,ht”11 » : Yo
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VOYEURS

Criminal voyeurs are quick to capitalize on the latest technological gadgets, so
we expect them to be among the first to glom onto spychip-based surveillance
systems.

One of the most popular—and disturbing—ways to spy on people today is
through dime-sized video cameras that allow criminal voyeurs to capture
images remotely. Already, such cameras have been found hidden in hotel bath-
rooms, department store dressing rooms, and middle school locker rooms. A
Florida Fire Department employee even found one positioned under her desk,
carefully angled to look up her skirt while she worked.!?

But modern-day Peeping Toms have one vexing problem, as a camera found
hidden in the women’s shower on a U.S. naval command ship illustrates: its bat-
tery was dead.!? Transmitting images with a spycam requires a lot of power, and
the small size of the cameras means their batteries have a short lifespan. One
technical workaround involves rigging the cameras with motion detectors so
they only operate when someone is in view. RFID spychips could make the
cameras even more efficient By activating them only when a specific target is in

range as identified by an RFID tag he or she is wearing or carrying.

» TITILLATING TRACKING:

IT'sS MY DUTY TO WATCH Y|:||_|, Ma’aMm 4

: Unfortumtely, voyeurs are not hmlted to professmnal cnmmals and long— k
time lowhfes Sometimes the voyeurs are the very people society charges mth o
keeping others in line. Caesars Casino in Atlantic City was fined after secunty

: ,employees spent hours oghng scantﬂy—clad female employees through the
i sophlsncated casino camera'system they were in.charge of contm]]mg LI
Police in England apparently do the same thmg with the remote control‘ i
: 1oyst1ck's and zoom features that they use to control their pervasive network af L
,cameras, makmg it all too easy ,to take lelsurely ganders at unsuspectmg‘ :
= women 15 -
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Unfortunately, the law has failed to keep pace with technologies voyeurs use
to spy on people. In fact, as of this writing, it is still perfectly legal in many states
to use a hidden camera to look up women’s skirts (a practice known as “upskirt-
ing”) and look down their blouses (“downblousing”)—provided the spying
occurs off federal property and in a public place.!6

This means that any time women work, shop, sit down at a restaurant, or
simply walk through a room that’s accessible to the public, they could be fair
game for voyeurs and perverts with nothing but their imaginations to limit the
data they can collect on us. As far as we know, there is absolutely nothing in the
law preventing these people from fully exploiting RFID to spy on us, too. The
technology is so new that it’s unclear what laws would even pertain to it.

- How might perverts abuse spychips? For one, they could scan passing
women to determine what they were wearing under their clothes. Apparently
oblivious to this possibility, garment manufacturers have been eager to spychip
women’s bras and underwear. But the Benetton boycott demonstrated the

voyeur factor was not lost on the world’s women.

» HIGH-TECH MALL VOYEURsS ¥

REID. proponents often defend spychlps by telling the pubhc that all they,’
contain is a number. While in most cases that is true, a number can be very .
telling. The proposed numbering system for RFID chips, called the Electronic”
Product Code, or EPC hasa deﬁned pattern that can reveal intimate detaﬂs to o
-anyone w1th access to the right database > SRR
- To 111ustrate howa sunple number can be mvasive, let’ ’s follow Sarah as she o
, window shops in the local ma]l on her lunch hour in the year 2010. We jom:-v. :
~ her as she approaches a table of young tech-sawy busmess guys drinking e
. coffeeata table outside of Starbucks. What she doesn t know is that these guysb_
are packmg a reader dewce able to scan the RFID chlps mserted into the seams 5
of Victorlas Secret underwear ‘ = o
‘The guys are peenng mtently at the screen of a laptop computer thats s
('been loaded with the ectromc Prodyuct ‘Code numbers correspondmg 'cof"i' :
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;tems in the lmgene company s most recent catalog They downloaded it from o

 awebsite that sells spy cams, picture- takmg bmoculars, and other veludes for o

“wildlife observation” and titillation. They’ve whlled away many lunch hours

.placmg bets on which of the passmg shoppers is. weanng those sexy undm . :

As Sarah nears the table, the guys figure there’s little chame this xmddle -

e aged mommy—type is into fancy u.nderwear She breezes past thelr RFID s

"_reader, then looks back, prompted by the ruckus at their table. She shmgs off ”"f -

their spontaneous thh ﬁvmg, can you beheve its,” and laughter asthekind  ‘»

-~ of thing guys do when they relive the final points of a sporting event. Shes:: .

~right, but clueless that her Victonas Secret red brassiere, size 38D, and the,’ -

- jmatchmg red-lace bikini pannes her husband bought her: for Valentme s Dayi =
e "dld the 3cormg e ~ g

P1CcKPOCKETS, MUGGERS, AND THIEVES

In perhaps its most obvious criminal épplication, RFID would give thieves-a
huge advantage to spy out valuables and identify easy marks. Armed with hand-
held reader devices (or perhaps Nokia RFID-reader cell phones currently under
development), would-be muggers could lurk in alleys to scan passersby or sta-
tion themselves at mall exits to preview the contents of shoppers’ bags, waiting
to pounce on anyone carrying an expensive video device or a Rolex watch.

Strangers on the airplane could remotely rifle through your carry-on bag
without having to touch it. That quiet guy slouched in the corner of the sub-
way—is he playing a handheld video game or peering into your backpack?
Gangs of thieves could scan the contents of parked cars right through their
window glass.

In addition, the workers you invite into your home or office to perform serv-
ices like carpet cleaning, painting, and plumbing could use handheld RFID
readers to “case the joint” for a robbery.

Ironically, some in law enforcement have joined with manufacturers and
retailers to promote RFID tagging in spite of its threat to citizen safety. They
have been lured by the promise that if items carry onboard RFID computer
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IBM’s vision of the RFID-enabled closet as revealed in U.S. patent application No.
20050667492.!7 The male figure is scanning items in the closet via the “personal index
generator” hooked to his belt. While the person represented presumably owns the
closet and the items in it, one can also envision him as the plumber, a snoopy guest, or
even a technology-enhanced burglar.

chips with unique identification numbers, then stolen goods will be traceable
and thieves won’t be able to squirm out of convictions by explaining away their
purloinéd possessions.

The Police Scientific Development Branch of the UK government has already
spenthmillions in pursuit of this goal. In 2000, they enthusiastically launched
their “Chipping of Goods Initiative” in concert with private companies including
Unilever, Dell Computer, Woolworths, Argos, and Nokia. This chipping was
“expected to assist investigators or police officers in identifying and recovering
stolen merchandise, and be a powerful deterrent to would-be thieves.”!8

Thirty million dollars and several years later, they issued a more subdued
assessment of RFID’s antitheft potential: “For the UK, the Initiative has served to
accelerate the awareness of tagging solutions and reinforce the association
between achieving improved security and delivering increased business perform-
ance. . . .”!® Huh? If you read between the lines you will find that “powerful
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deterrent” is missing from the carefully crafted conclusion. And, of
course, they didn’t mention that a three-dollar box of Reynolds Wrap
could foil their pricey system.

Even small-time shoplifters equipped with “booster bags” could swipe the
tagged goods undetected since the RFID tags used in the Chipping of Goods
Initiative could be blocked with ordinary aluminum foil. “Booster bags” are
items designed by thieves to defeat shoplifting security systems. It’s easy for
thieves to make such bags. They just line a purse, backpack, or shopping bag
with ordinary aluminum foil to block the communications between tagged
goods and the security system. Creative thieves have even lined their under-
wear with foil—ouch/?

We doubt that spychips are going to stop retail crime sprees anytime soon, since
criminals could so easily circumvent the RFID tag security system. Instead, regular
~ consumers would be the ones to pay the price. This plan would require all of us to
leave RFID tags live and functioning on our possessions forever. (Perhaps they
haven’t figured that out yet.) The only way to distinguish stolen items from legiti-
mate items using RFID would be to link the tag numbers back to purchase records.
_ This would require that each item be registered to a purchaser at the point of sale
and the match fed into a massive database. Such a system would make law-abiding
citizens vulnerable to surreptitious scanning; stalking, and a Pandora’s Box of other
crimes that are far worse than any theft problem RFID might solve.

HACKING, SABOTAGE, AND ESPIONAGE

There are plenty of ways that technologically sophisticated criminals can take
advantage of vulnerabilities in RFID systems to commit crimes. These include
eavesdropping, hacking, jamming, and more.

A team of graduate students from Johns Hopkins University demonstrated
the hackability of RFID systems in early 2005 by defeating the Texas
Instruments RFID “immobilizer” system. Millions of Nissans, Fords, and
Toyotas rely on the system to prevent theft. The cars aren’t supposed to start
unless they sense a compatible RFID chip in the key. But the students worked
out a method to siphon the code from the spychipped key and, with less than an
hour’s computing time, extract the code needed to hotwire the car.
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Texas Instruments insists that such key cloning is unlikely, since a thief
would have to get within twelve inches of a car key to pick up the information
from its embedded chip. After all, no one except your valet, your mechanic, the
people riding in the crowded elevator with you, the people waiting behind you
in line, and the guy sitting next to you at the movies would ever get close enough
. to do that. (See a problem with TT’s response?)

» Is IT TIME FOR RFID? ¥

*(PHoTO: Liz McINTYRE)
- sk

‘Speedpass rear WihdoW'tianstﬁitter, Speedpass keyfob, and Timex
'Speedpass enabled watch. The RFID chip is normally hidden in the -
o ‘~\"watchband right above the 12 Here, the plastic encapsulated clnp is
. shown next to the watch

i !

Look Ma' No hands' Watchma.ker Tunex apparently thought 2002 was. the
right tlme for a hahds free version of the Mob11 Speedpass, a key fob

1 contammg an actlve RFID tag that can be waved at Exxon and Mobll gas
‘" :pumps to pay for fuel. : ’

~With great fanfare, they promoted a line of watches with Mobll Speedpass' g
'technology b_ullt into the watchband: “Speedpass™ and Timex® tpday




130 SPYCHIPS

released 4,000 ﬁrst-edmon trmepleces that feature a miniature Speedpass-
radiofrequency transponder,” they trumpeted. “The Speedpass-enabled ‘
Timex Watch looks and functions j just like a regular watch, but the Dick- Tracy L
style device wﬂl enable customers to mstantly pay for purchases at Exxon’and -
;MObll serv1ce stat]ons with j ]ust a wave of the1r wrists. Watch owners‘can ven» s

‘use it to purchase a Big Mac, fr1es and more at partrcrpatmg McDonald’

v restaurants in the Chicago- and Northwest Indiana area At one pomt, the'; L
g Speedpass could even be used to pay f for grocenes at some New England area_

. Stop & Shop grocery stores They’ d hoped th]s would be a’ sneak prevrew” of '

acommg cashless soc:rety21 Gl e R

But somethmg happenedg fyst nously, the keyfob can no longer be used

: outs1de of Exxon and Mob Vas onS, and the Speedpass Watch has been;

"drscontmued altogether Eveu the “

”» . s

,ave and go

: vamshmg To combat fraud, customers in certain areas must now enter a ﬁve- = i
b d1g1t zip ‘code to use the keyfob Apparently, the system has been far too' S
. appealmg to criminals. . : &

Interestingly, the same defeated chip is used in the Mobil Speedpass con-
tactless payment system.?? So much for Mobil’s promise that their Speedpass
system is secure.

As for jamming, in the spring of 2004, Elgin Air Force Base gave an acciden-
tal demonstration of how easy it could be to interfere with radio frequency
devices. While testing its new $5.5 million two-way radio system developed by
Motorola, the base inadvertently jammed garage doors in the Florida panhan-
dle communities of Niceville, Valparaiso, and Crestview, forcing puzzled home-
owners to open their doors manually until the situation was resolved.??

If the technology exists to jam garage doors, imagine if terrorists used the
same method to purposely jam systems monitoring warehouses full of goods.

And if they aren’t hacking or jamming, they might be eavesdropping. At the
Black Hat 2004 security conference in Las Vegas, IT consultant Lukas Grunwald
showed attendees why gambling on RFID security is a bad idea. He demon-
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strated how anyone with a bit of computer savvy, some off-the-shelf equipment,
and his REDump software can read and potentially alter information on passive
RFID chips from up to three feet away.?*

Information about his RFDump software and demonstration is available at
RFDump.org.

TRACKING GOVERNMENT OFFICIALS

The United States House of Representatives is seeking proposals for a system to
track lawmakers on Capitol Hill and pinpoint their locations in congressional
buildings. They cite the need to ensure that everyone is present and accounted
for in the event of an evacuation.? This is one of the worst ideas we’ve heard in
along time—and we’ve heard some bad ones!

Just as the perverts we discussed earlier in this chapter could use RFID tags
to activate hidden surveillance cameras, so could spies. RFID tags associated
with members of Congress could activate video and audio recording equipment
whenever a selected lawmaker’s RFID tag came within range. (Let’s not forget
the precedent set by U.S. Ambassador Averell Harriman who hung a bugged

replica of the Great Seal of the United States in his embassy residence.) How
" convenient it would be for criminals and agents of enemy governments to have
members of Congress broadcast their identities wherever they go.

One freedom-loving visionary has a whole lot more common sense than
congressional security staffers. John Gilmore, cofounder of the Electronic
Frontier Foundation and an early employee of Sun Microsystems, sees more
malevolent uses for RFID. Here he explains how spychips could be used as hom-

ing devices for assassins equipped with “smart bombs”:

In order to comply with government labeling mandates resulting from the
huge Firestone tire recall, Michelin has announced that it plans to put RFID
chips into every tire it sells to car makers (and eventually in all of its tires).
Similar plans are afoot for other automotive and personal products.
Imagine being able to bury an explosive in a roadway that would only go

off when a particular car drove over it. You could bury bombs like this
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months in advance, on every major or minor roadway. You could change the
targeting whenever you liked (e.g., via driving a radio-equipped car over it
and transmitting new instructions to it). You could give it a whole list of cars
that it would explode for, or a set of cars and dates.

If you put such bombs throughbut ametropolitan area, a car could drive
through the area for months without triggering anything. But on an
appointed day, each of the bombs in the surrounding area would know to go
off when that same car passed. This would be possible without the respon-
sible parties having to visit the sites later than days or weeks beforehand,
making them hard to catch or deter.

Such explosives would be detectable by their radio emissions—RFID
pings. But in a world where RFID pings are being transmitted by everything,
including cell phones and door frames and cash fegisters and ATM
'machines and cameras and cars and computers and palmtops and parking
meters and cop cars, you won’t even notice. Places with “congestion pricing”
like central London, or any toll road anywhere, will already have plenty of
active RFID readers buried in the roadway.

Welcome to automated personal death. Courtesy of RFID and leading

shortsighted global corporations, with government encouragement.?

Gilmore shouldn’t be the only one worried.

SpycHIPPED PASSPORTS AND TERRORISM

In another less-than-brilliant security move, the U.S. State Department will
begin embedding RFID chips in passports in 2005. It’s one thing if Congress
wants to tag itself with homing beacons. It’s quite another when they mandate
that we ordinary citizens do the same. By the time this book is printed, thou-
sands, if not tens of thousands, of chipped passports will have been issued, if all
proceeds according to the government’s plan.

 The eight-dollar chip embedded in each passport will contain the name,
nationality, date of birth, and digitized photograph of each traveler.?’
Amazingly, the State Department has said that the data will not be encrypted.®
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This means that anyone with a reader device within range of the passport will
be able to read the information stored on it. The State Department’s security
model appears to be one of “security by obscurity” in that they claim few will
have the technical skill to read the passports.

This is ludicrous assurance for consumers since most, if not all, national
governments would obtain the reader devices in order to process travelers. Do
we really trust that every government official or customs agent around the
world would take security precautions to ensure that their equipment is not
misused against Americans?

“This is like putting an invisible bull’s-eye on Americans that can be seen
only by the terrorists,” said Barry Steinhardt, the director of the ACLU
Technology and Liberty Program. “If there’s any nation in the world at the
moment that could do without such a device, it is the United States.”?

Bruce Schneier, noted security expert and author of several books on digital
security and cryptography, agrees that this initiative could make Americans sit-
ting ducks, and he is puzzled as to why the U.S. government would jeopardize
its citizens this way: “The only reason I can think of [for putting remotely-read-
able RFID chips in passports] is the government wants surreptitious access. I'm
running out of other explanations. I'd love to hear one.”

So would we. Wouldn’t you?
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DOWNSHIFTING INTO
SURVEILLANCE MODE
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[A]fter a relatively short period of tracking a vehicle, it may be possible
to predict “when someone is or is not at home; where they work, spend
leisure time, go to church, and shop; what schools their children
attend; where friends and associates live; whether they have been to see
a doctor; and whether they attend political rallies.”

' —The Privacy Bulletin, 1990}

HousTton, WE HAVE A PROBLEM

I you're driving on a major toll road in Houston and get the feeling you’re

being followed, don’t ignore the sixth sense that has you double-checking your
rearview mirror. While nothing may be obvious as you scan the road, there’s a

good chance that you are being electromagnetically probed, loop-detected,

filmed, and cataloged without your knowledge or consent.

Information about you and your fellow drivers is being invisibly transmitted

to Houston TranStar, the central nervous system of roadway surveillance in
America’s fourth largest city. If you could tour the TranStar nerve center, you
might think it was designed by the same architect that outfitted the NASA

Johnson Space Center just a few miles down the road, since it resembles the

famous command center that handled the Apollo missions.
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There are the same theater-style rows of workstations and communications
gear facing a wall full of screens showing highlights of the action. But instead of
astronauts floating inside the space capsule and the velvet expanse of the cos- -
mos, workers at TranStar see snapshots of commuting vehicles, sliced, diced,
and served up in detail for perusal by state and county civil servants, cops, and
others with a stake in roadway compliance.

Wide-angle shots are beamed to an Internet site where the curious can click
up images from some of the over three hundred cameras to see for themselves
what’s happening on busy stretches of metropolitan area roadways, but the crew
at TranStar can get real-time, up-close looks at nearly every inch of pavement.
The cameras, stationed at one-mile intervals, can zoom in on a target from a
half mile away and rotate nearly 360 degrees horizontally and 120 degrees ver-
tically. These Internet-enabled eyes in the sky are perched like robotic owls on
poles at intersections so streets can be canvassed in all directions.

But this is just the start. TranStar promises citizens that even more

‘cameras are on the way.? The government is working overtime to ensure your
safe passage—or at least to watch you closely, safe or not. Brace yourself,
there’s more.

Houston has rigged over two hundred miles of area freeways and one hun-
dred miles of carpool lanes with something called “Automatic Vehicle
Identification (AVI) stations.” Placed every one to five miles along the road,
these listening posts probe vehicles equipped with RFID-enabled toll transpon-

- ders to determine the vehicles’ travel speeds.? ’

That’s right. The toll transponders that millions of motorists have affixed to
their windshields are now being surreptitiously used for more than just paying
tolls. While Houston’s roadside cameras will probably just see your car as a blip
on the screen (unless the operator decides to zero in on you), if you have a toll
tag, you're unknowingly beamihg a unique identification number to roadway
RFID readers, and the government is watching. It’s a mind-boggling example of
how technology can be introduced for one purpose, then evolve in unexpected

ways over time.
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At last count, Houston had installed 232 such reader stations to probe the

over one million toll tags contained in Houston-area vehicles.* Oh, celebrate the

gaze of the state!

—— Antennas

Reader

(Photo: Liz McIntyre)

This is a snapshot of one of Houston’s many AVI stations. The antennas capture
toll pass information that is sent to a central computer system for processing.

ELECcTRONIC TOLL COLLECTION
Houston is not the only place in the country in pursuit of roadway omniscience.
Other major cities across the United States and around the world are using
RFID toll transponders that can personally identify drivers, or at least their cars.
It’s the price we pay for progress and greater efficiency, you might say with a
wistful sigh.
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(ProTOo: COURTESY OF RICHARD M. SMITH)

The Fast Lane toll transponder can be used in Massachusetts and on EZ-Pass toll roads
in New York, New Jersey, Maryland, Pennsylvania, Delaware, and West Virginia.?

Fortunately, most toll roads still have a cash option that the privacy-con-
scious can use to preserve some anonymity, but those days may be numbered.
To entice citizens to offer up their personal information to the roadway gods,
transportation authorities have emphasized the convenience factor of toll
transponders and even offered discounted toll rates. “Breeze through toll
booths without the hassle of digging up correct change. Avoid the lines and save

»
!

money, too!” they enthuse.

But when the soft sell doesn’t work, some have taken to bullying tactics and
arm-twisting coercion, like the State of Illinois. On January 1, 2005, holdouts
who refused to use the Illinois I-Pass to drive on the Chicago-area tollways saw
their fares double from the usual forty cents to a penalty “cash fare” of eighty
cents.® This hefty surcharge amounts to two hundred dollars in additional fees
per year for the average tollway commuter. Even so, some consider it a small

-price to pay to keep their travel records out of the hands of the state.
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P PAY FASTER, EAT MORE! 44
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TorL RECORDS ARE TELLING

Authorities are doing all they can to get us to plant active RFID tags in our own
cars, but they aren’t keen to tell us the privacy dangers they pose. Those mini
on-board spies can paint a detailed picture of our travels, ID our cars at a dis-
tance, and even keep track of a single individual’s comings and goings. Toll tag
records are already being used in unexpected ways, as one Illinois child custody
battle illustrates. To establish that his client’s wife wasn’t spending enough time
with the kids, a divorce attorney subpoenaed her I-Pass toll records to show a

pattern of working late. (Can’t be home and on the road at the same time!)?

MANDATORY SPYCHIPPING OF U.S. CARS

We’ve given you the gentle introduction. Now we’re about to scare the bejeebers
out of you. If the Federal Highway Administration has its way, in the future
every car manufactured for American consumers will be spychipped before it
rolls off the assembly line. This on-board spychip will be accompanied by a
global positioning transceiver that can pinpoint the car by satellite and an
802.11 wireless device that can upload real-time location and vehicle data every

time the car passes a roadside “hot spot.”®



140 SPYCHIPS

It sounds incredible, but that’s the plan for Vehicle Infrastructure

Integration (VII), an initiative being touted as a cutting-edge safety panacea
 slated for implementatioh within the next five years. With this system in place,
cars will communicate both with each other and with a central system to avert
collisions and prevent erratic roadway behavior.
" You may have heard the one about the country bumpkin who got a ﬂashy
new car with the latest gadgets. Too lazy to drive, he turned on the cruise con-
trol and climbed into the back seat for a nap. In the VII world, he would not
only survive with his car intact, but he would probably be blitzed with ads for
hotels in his price range offering a more comfortable snooze and a free conti-
nental breakfast.

That’s because there’s a little-mentioned marketing catch to the VII initia-
tive. (You knew there had to be one.) As cars pass hotspots, they would silently
transmit personally identifying data to traffic management services and mar-
keters. In return, marketers would respond with customized services like
“streaming entertainment” and “interactive commerce.”1

Access to this new inescapable in-car marketing channel will presumably be
sold to paying clients as well as the companies putting the spying devices in the
cars. This might explain why DaimlerChrysler, BMW, Ford, General Motors,
Nissan, Toyota, and Volkswagen'! are all supporting the plan in anticipation of all
the new intelligence they can gather from consumers as they drive—consumers
they desperately want to stay in touch with so they can'sell them ongoing servic-
es.12:13

Christopher Wilson, a VP with DaimlerChrysler, explains, “[O]nce we have
this short-range network out there there’s no sense in just limiting its use for
[safety applications].” He adds, “We’d like to have a way to communicate with
our vehicles when they’re on the road. . .. A data link into the vehicle lets us do
that14

The revenue potential of VII has also captured the imagination of the
bureaucrats. The all-knowing arrangement will let government entities identify
exactly who is driving within their limits so they can charge a usage fee as well

as keep tabs on the citizenry. This would allow cities like Boston to collect its
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P> THE CAR DEALER THAT WON’T GO Away 44

.- We can count on our forward-thinking friends at Accenture to wheedle their
way into any technological opportunity, and on- board car spy systems are no

: excepnon ‘They have already grasped Ath ormqus marketing potential of =
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1 .Winston fu_med a switch‘ and the voice sank somewhat, though the words
~“were still distinguishable. The instrument (the telescreen, it was called)
' could be dimmed, but there was no way of shutting it off completely.

& pL s Qh, sorry—wrong quote. That one came from 1984, not Accenture.
~ (Oopsh < ;

contemplated surcharge of up to five dollars per day for the privilege of cross-
ing over from the suburbs!6 and enable the state of California to tax motorists
by the mile, as proposed.”

“We wish we could tell you the VII scheme was just a bad dream or a mar-
keter’s far-fetched fantasy, but unless we do something now, it’s headed our way.
It’s slated for rollout between 2008 and 2010 through a gradual transition as
consumers trade in their old cars for new spychipped models. They’re laying the
groundwork today. The U.S. Department of Tranéportation is “investing heavi-
ly” in VII applications,'® and the Federal Communications Commission has

already reserved a radio band for applications like VIL ! so on-board spychips
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can beam data from cars traveling up to 120 miles per hour, from half a mile
away.?0 |

While we have some time to fight the invasive VII initiative, other RFID
automotive applications could spring up overnight. The noose is already tight-
ening with proposals for mandatory RFID-enabled license plates, RFID-
enabled registrations, and even RFID-enabled inspection stickers that could
also be used to monitor our travels.

The state of Texas is once again leading the charge with a proposed bill
amending the Texas motor vehicle compliance code. It would require special

inspection stickers that “must contain a tamper-resistant transponder” (a.k.a.

» A BooN To BusyeBopies €
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spychip) to be affixed to motor vehicles. The transponder would carry the
make, model, and vehicle identification number of the car to which it was
affixed.? As of the writing of this book, the outcome of the bill is still unknown.

The TransCore “eGO” tags lawmakers probably had in mind can be scanned
remotely from over thirty feet away with a handheld or pole-mounted reader.?
Alternatively, portable readers could be temporarily positioned along the road

to monitor locations of interest.24

RFID 1N Driver’s LICENSES

National ID is a controversial topic. Its mere mention conjures images of jack-
. booted authorities demanding, “Your papers, please” A Gartner study in 2002
found “strong opposition” to the establishment of a national ID card due to “the
potential for abuse.”?> But when it comes to driver’s licenses, people are more
accepting. So lawmakers seeking national ID went through the back door—our
driver’s licenses.

The Real ID Act signed into law in the spring of 2005 requires state-issued
driver’s licenses to contain a digital photograph, include anti-counterfeiting fea-
tures, and be machine-readable. It also puts the Department of Homeland
Security in charge of setting driver’s license standards.?6 Given the cozy rela-
tionship between Homeland Security and the spychip industry, we predict we

may soon hear a call for RFID in driver’s licenses, too.

No MoveEMENT UNNOTICED

Government-sponsored RFID transportation initiatives are promoted as ways to
make us all more efficient and keep us safer. But no matter how they hype the ben-
efits, downshifting into surveillance gear, a state where every move will be subject
to approval and monitoring by Big Brother, could have some unexpected conse-

quences as we'll see in the chapters that follow.
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THE CHIPS
THAT WON’T DIE

P TEcHNIGAL Fixes To THE RFID PRosLEmM 4 ©

It is desirable to continue utilizing the RFID tag as a data transponder,
without destroying the tag or deleting its data memory, after an item
containing the tag has been purchased at a point of sale.

—IBM patent application 200500733417

“H ow many seconds should we try?” Katherine asked as Liz looked on. She
had loaded the first RFID tag into the old microwave oven retrieved from base-
ment storage.

“I have no idea,” Liz replied honestly. “I'd be conservative just in case.”

We were both neophytes to tag-killing back in the summer of 2003. But in
the interest of privacy, we owed it to CASPIAN members and the world at large
to find out if spychips could be killed by zapping them in the microwave.
Friends and supporters had recommended it as a possible solution to the loom-
ing RFID threat.

“Let’s try fifteen seconds,” Katherine said, confident that such a short time

3, <

would meet Liz’s “conservative” recommendation.

145 -
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Beep, beep, beep, hummm. The microwaves rained down on the tag as we
peered through the illuminated viewing window in anticipation of we knew
not what. |

“Oh, no!” we exclaimed simultaneously as the experiment poofed, arced,
and flamed. Katherine frantically pushed stop to abort the test.

“How long was that?”

“Six seconds,” Liz laughed, relieved that we didn’t burn down the house.
“Wow!”

Katherine removed the charred tag and wrote the cook time on the back of
it. Then she reloaded, ignoring the smell of danger. “How long this time?”

“Three seconds at the most,” Liz cautioned. “Let’s try three.”

Beep, beep, hummm. As the time end signal chim‘ed, this tag was just on the
verge of smoking as evidenced by the long brown char mark over the silicon
chip. Katherine wrote the time on the back of the tag.

.We fried a few more tags by zapping them for two to three seconds.

While we were successful in disabling passive tags with the microwave, we
don’t recommend you try this yourself. Not only is it dangerous, it would sure-
ly damage items in which the tags are embedded—and it could potentially
harm the microwave itself. We’ve been hunting for a viable tag killer ever
since—one that would not be burdensome, expensive, dangerous, or destruc-
tive. We regret to say that we haven’t found one for general consumer use.

While drastic measures like crushing the silicon chip with a hammer and
cutting the connection between the chip and its antenna kill spychips, the trick
is knowing where tags are located and accessing them—not an easy task since
spychips are easily hidden and removing them could damage the items. What’s
more, such low-tech measures are time-consuming and could pose other prob-
lems. We can envision a neighbor dropping by for tea, asking the kids where to
find us. “Oh, they’re out in the garage with their hammers beating on the new
clothes they bought today to destroy any spychips.”

We’ve heard many tag-killing suggestions over the years, including running
the tag through the wash cycle, passing a magnet over it, or subjecting it to a
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Disabling RFID tags in the microwave works, but it’s very dangerous. Don’t try
this at home.
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VHS tape eraser. Unfortunately, these are not reliable fixes. Magnets and VHS
tape erasers have no effect, and there are commercial laundry tags that can with-
stand high temperature washings and dryings.

Several inventors have contacted us with plans to develop “tag zappers,” but so
far, they are merely prototypes. We'll let you know on the Spychips website if we
find a realistic tag-killing solution, but as of this writing, the best plan is to boycott
stores that spychip their products so you don’t have a problem in the first place.

SPELLING OUT THE ISSUES

To help alert the world to the looming RFID threat of spychipped products back
in 2003, we helped author a document éalled the “Joint Position Statement on
the Use of RFID on Consumer Goods.” This document laid out the case against
using RFID on individual products and was endorsed by over forty of the world’s
leading privacy.and civil liberties organizations, including the ACLU, EPIC, the
Electronic Frontier Foundation, the Privacy Rights Clearinghouse, and Privacy
International.2 There, we identify a number of RFID privacy fixes the industry
has proposed, like killing RFID tags at the point of sale, having consumers tote
around electronic devices to ward off spychip scans, and loading spychipped
purchases in tag-killing kiosks. You can read the entire text of the position state-
ment at our website: www.spychips.com/jointrfid_position_paper.html.

As we illustrate in the poéition statement, none of industry’s proposed fixes
offers a long-term solution to the problems RFID creates. In fact, many of these
so-called solutions are merely smokescreens designed to appease consumers,
while industry pushes forward with its plans unabated. As we’ve already seen,
their first line of defense will be to assure you that you can “throw it away when
you get home.” If people refuse to take live spychips home, however, retailers
may next offer to kill the tags at the checkstand when products are purchased,
in much the same way they now disable anti-theft tags. But that’s no good
either. The only good solution is to keep products spychip-free from the outset.

Here are some of the reasons why:
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Killing tags after purchase does not address in-store tracking of consumers.
To date, nearly all consumer privacy invasion associated with RFID on products
has occurred in stores, long before consumers reached the checkout counter
where chips could be killed. As we’ve already shown, the industry has big plans
to use spychipped packages and products in conjunction with strategically
placed readers to create the “retail zoo,” where your every move is carefully

observed and minutely recorded.

Tags can appear to be “killed” when they are really “asleep” and can be reacti-
vated. Some RFID tags have a “dormant” or “sleep” state that could be set, making
it appear to the average consumer that the tag had been killed. It would be possi-
ble for companies to claim they had killed a tag when in reality they had simply

rendered it dormant. They could later reactivate and read such a “dormant” tag.

The tag-killing option could be easily halted by government. directive. It
would take very little for a security threat or a change in government policies to
remove the tag-killing option. If we grow complacent and allow RFID tags to
become ubiquitous in products, we could be setting the stage for an instant sur-
veillance society down the road. All it would take is a single government direc-
tive to remove the safeguards (say, by making tag-killing illegal), and we’d be
trapped in an inescapable surveillance world of our own making. Why hang the

sword over our own necks in the first place?

Retailers might offer incentives or disincentives to consumers to encourage
them to leave tags active. Customers who choose to kill tags might not enjoy the
same benefits as other consumers. For example, they might not be eligible for

sale prices, or they might not be allowed the same return policies.

The creation of two classes of customers. If killing tags requires some effort
on the part of consumers, many will either be too busy or too trusting to both-
er. This would create two classes of consumers: those who “care enough” to kill
the RFID tags in their products and those who don’t. Being a member of either
class could put shoppers at a disadvantage.
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BLockeRr Taas

What about using technical fixes to protect against spychip scans while we’re in
stores and other public places? Researchers at RSA Security have come up with
an idea for something called a “blocker tag,” an electronic device that would the-
oretically disrupt someone’s ability to scan RFID tags by overwhelming their
reader with irrelevant data. The idea is to embed the blocker tag in a shopping
bag, purse, or watch that is carried or worn near tags with information con-

sumers want blocked.? It’s a great idea, but it has some problems:

Blocker tags are still theoretical. As of this writing, the blocker tag does not
yet exist. Until a blocker tag is built and tested, there is no way to know how
effective it could be or whether it could be defeated—either on purpose or
because it stopped working naturally.

Encourages the widespread deployment of RFID tags. If people rely on them
as a “cure” rather than pushing for “prevention,” devices like the blocker tag
might actually encourage the spread of spychips.

The blocker tag could be banned by governmght directive or store
policy. Consumers could lose the right to use anti-RFID devices if the govern-
ment someday decides that it’s valuable to know what people are wearing or
carrying. Retail stores might ban blocker tags as a “security measure.” Once
RFID tags and readers are ubiquitous in the environment, a change in policy

could leave us all exposed and vulnerable to privacy invasion.

Adds a burden to consumers. Requiring consumers to deal with RFID tags
themselves shifts the burden of privacy protection away from the manufactur-
ers and retailers where it belongs and onto our shoulders. Do we really want to
have to remember to carry a blocking device every time we go out if we don’t

want strangers remotely rummaging through our pockets?
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You CaN Trust Us...REALLY

All of this brings us back to the RFID industry’s favorite solution . . . drumroll,
please ... do nothing. They want the tags live, so they can track your products for
as long as you own them and even after you’ve thrown them away. But if you still
need more reasons not to put such a powerful and dangerous tool in their
hands, you need only look at their track record—and their patents.

Are these people you would trust with RFID?
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~» How RFID BACKERS HOPE
e GET*YCHJ;EQN} B._IZIIAR'IKD' -«

“Selling” the technology, the vision, or the consumer benefits exacerbates

consumers’ problems. ... The best communication strategy appears to be
positioning the technology simply as an improved barcode.

—Helen Duce, associate director Europe,

Auto-ID Center!

[T]n the case of EPC network there are currently no clear beneﬁts [for

consumers] by which to balance even the mildest negative. . .. The lack of

clear benefits to consumers could present a problem in the “real world.”
—Auto-ID Center Executive Briefing, 20032

HitTING PAY DIRT

O-.. lark, Liz typed the word “confidential” into the website search engine,
figuring it would flash back “no documents found.” Instead, she gasped in
amazement as the Auto-ID Center’s website, the electronic heart of the con-
sortium developing RFID, delivered over sixty confidential documents—and
were they ever scorchers.

Clearly not meant for our eyes, the insider presentations and réports
detailed plans to pacify consumers® and co-opt public officials.* There was
even a private list of direct telephone numbers for some of the world’s most
powerful business executives—direct lines to the people who had funneled
millions of dollars into the development of the spychip.

153
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It was unbelievable. The very same people who had promised us that RFID
data would be safe because “Internet security is very good” had given us a
compelling demonstration of exactly the opposite—and given us a close-up

look at their dirty laundry in the process.

THE RFID INpUSTRY HAD A PROBLEM

As we read the documents, it soon became clear the Auto-ID Center had prob-
lems that went well beyond their failure to secure their website. According to
the studies they inadvertently made available to us, a whopping 78 percent of
consumers surveyed reacted negatively to RFID on privacy grounds and “more
than half claimed to be extremely or very concerned” about the technology.5
Getting people to accept RFID was not going to be easy.

Did they take that as a sign to stop? Of course not. Rather than rethink
their spychipping plans, they did what powerful corporations do: They threw
money at the problem.

The Auto-ID Center hired the pricey public relations firm Fleishman-
Hillard and set out to “develop best messages to pacify” consumers. Yes, pacify.”
They came up with a plan to “identify potential consumer road blocks/fears,

_construct a proactive message framework to minimize negatives arising [and]
assess consumer reaction if [the] press develop scare stories.”® They conducted
focus group research in North America, Europe, and Asia for insights to help
them manipulate public opinion and prevent a consumer revolt.

And what did the people they surveyed say? Not surprisingly, the studies
reported that their “biggest concern” was abuse. Consumers feared they could
be tracked through their clothing, spied on by corporations and governments
monitoring their purchases, and taken advantage of by thieves secretly frisk-
ing them. Their concerns read like a table of contents for this book:

+ “I'd feel naked if people know what I’'m wearing.”
+ “I could be tracked by the clothes 'm wearing.”
+ “Companies or the government will be able to monitor everything I

buy and spy on me.”
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-+ “Someone could see everything I buy by reading my trash.”
* “Muggers could know what is in my shopping bag or if I'm wearing a
Rolex.”

+ “The technology will improve to allow people to read through the walls”®

Wow. Even at that early stage in 2002, consumers had an intuitive mistrust
of RFID and the direction it would take. Unbeknownst to the participants, at
the very time these interviews were conducted, the abusive scenarios they
feared were being developed in corporate laboratories around the world. We
know, because companies were eagerly applying for patents to corner the

market on those invasive ideas.

THE STRATEGY

The Auto-ID Center’s advisors knew it would be tough to steamroll past the
three-quarters of the population that would opposé their technology, so they
proceeded on tiptoes and tried not to wake the sleeping giant. If their plans were
discovered, they hoped consumers would feel hopeless and too “apathetic” to
react (their exact quote was “on balance they are negative but apathetic”).!
Above all, they crossed their fingers that no privacy or consumer advocate
would come along to shake things up. ’

“The best communication strategy appears to be positioning the technol-
ogy simply as an improved barcode,” they advised, noting that, . . . discussing
any benefits or using rational argument is largely ineffective and is perceived
as ‘spin.’ Once consumers are concerned, they remain concerned, no matter
what we tell them.”!!

In other words, keep it low-key, slip it in, and hope nobody notices until
it’s too late to stop. '

SPINNING: THE INDUSTRY SOUND BITES
At least, that was their strategy until we exposed their plans and began to
fight back. Suddenly, the RFID industry could no longer rely on silence and
tiptoeing to implement the spychip infrastructure. It was clear the public
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would never give corporations and the government the power to track every
object on earth without a major battle. Unless the industry could find a way
to spin RFID to make it seem more palatable, their plans were doomed. So
spin they did.

The following are some of the “best arguments” they could come up with.
See if you can spot the desperation in their numerous (and sometimes

humorous) spins intended to drive RFID adoption:

Spin: It’s Just an Improved Bar Code

Whenever you hear the term “improved bar code,” you know you've been
spun. As revealed in the Auto-ID Center’s internal documents, that sound bite
was identified as “the best communications strategy.”!?

But as we point out in Chapter Three, RFID is very different from a bar
code. It contains a unique serial number, can be read through your clothes or
backpack, and may cause health problems because of the electromagnetic
radiation the reader devices emit.

Even the former director of the Auto-ID Center himself, Kevin Ashton, has
commented on the stark difference, saying, “I think it is reasonable to compare
RFID to the barcode, probably in the same way it was probably reasonable to

compare the automobile to the horse. These are different technologies.”!?

Spin: It’s Not RFID

In the trove of documents, we found the industry’s PR advisor, Fleishman-
Hillard, recommending a new name for the RFID tag to make it more palat-
able to consumers. Their suggestion? “Green tag.”!* We’re guessing that was to
conjure images of springtime, flowers, and caring for the environment.

Since we exposed that flash of Machiavellian brilliance, it’s no longer an
option, so the industry is looking to other possibilities for re-branding the
technology. Who can blame them? The Procter & Gamble and Gillette RFID
scandals have made the term “RFID” practically synonymous with spying and
privacy abuses.

So a major re-branding effort is underway. The industry figures if they



ADAPT OR DIE 157

fool you with fancy verbal footwork, you won’t figure out that what they’ve
put in your shoe or your credit card or your passport is really RFID.

Tesco calls them “radio barcodes.”

Marks & Spencer calls them “intelligent labels.”

Wal-Mart calls them “electronic product codes.”

The Auto-ID Center suggested calling them “green tags.”

The Department of Homeland Security now wants to call them “contact-
less smart cards.”®

Don’t be duped. If a card, tag, or label contains an identification number
or other information that can be read remotely via radio waves, it’s almost

certainly using RFID, no matter what they call it.

Spin: We’re Only Doing This for Consumers

The industry has had several years to think up consumer benefits, and so far
the best they’ve come up with is “faster checkout,” “better product availabili-
ty,” and “improved recalls.” While these are arguably positive things, they are
certainly not critical enough to justify sacrificing our privacy and rendering
our every belonging trackable. '

There’s a reason why the consumer benefits seem skimpy: This technology
was designed by and for giant corporations, not consumers. Heck, we weren’t
even told they were doing it, much less consulted about the direction it should take.

The next time someone claims that spychips were developed to benefit
consumers, remind them of the Auto-ID Center gem that opened the chapter:.
“[I]n the case of EPC network there are currently no clear benefits [for con-
sumers] by which to balance even the mildest negative. . . . The lack of clear
benefits to consumers could present a problem in the ‘real world.”!¢

Spin: The Tag Only Contains a Number

Refer to Chapter Three where we explain that every number could be associ-
ated with its own webpage and linked to unlimited amounts of information.
If numbers are so safe, why don’t we all wear T-shirts emblazoned with our
Social Security numbers?
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Spin: It’s Got a Short Read Range

You don’t need to be able to read tags from hundreds of feet away or from a
satellite to invade people’s privacy. In fact, sometimes a short read range is
more powerful. For example, if you want to read an RFID tag in someone’s
shoe to determine exactly who is standing in a particular place, a short read
range would be more effective than one that would pick up all the tags in the

room.

Spin: It Would Cost a Fortune to Put RFID Readers Everywhere
Recall the reporter in Chapter Four whose sixty miles of travel could be
tracked with just four reader devices. You don’t need readers everywhere, as

long as they’re placed strategically.

Spin: Why Would Anyone Want to Collect All That Data?

What motivates Wal-Mart to collect and store twice as much data as the whole
Internet? In part, it’s because they can. With today’s bargain basement prices
for data storage, companies have little incentive to limit the amount of data
they collect. They figure it could someday come in handy to refine store oper-
ations, run a marketing campaign, or even help government agents check up
on a “person of interest.”

" Of course, no single human could sort through all those facts by hand.
Instead, companies use a technique called “data mining” to extract the gems
from the mountain of information they have collected. Think of it as looking
up an article in a set of encyclopedias. You want the encyclopedia so when you
need the information, you'll be able to find it. But that doesn’t mean you're

going to read it cover to cover.

Spin: Killing Tags at Point of Sale Solves the Privacy Problem and Putting
RFID Tags on the Packaging Protects Consumers

We've already thoroughly debunked these myths, but there are a few more you
haven’t seen yet—so keep reading.
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Spin: You Just Need to Be Educated

“Education” is the PR spinmeisters’ word for propaganda designed to sell you
on all the supposed benefits of RFID. The supposed “educational materials”
we’ve seen fail to mention any of the technology’s downsides, nor do they pro-

vide any meaningful information about how you can protect yourself.

Spin: We’re Only Ifsing It in Our Supply Chain

Many RFID proponer:ts claim they only intend to use RFID in their supply
chain, implying that consumers need not fear that it will ever impact them
directly. But some people have an unusual definition of “supply chain.”

Take Elizabeth Board, head of EPCglobal’s Public Policy Steering
Committee, for example. (Remember, EPCglobal is the organization that
inherited the RFID “Internet of Things” from the Auto-ID Center.) Board
recently explained that from her perspective, the supply chain extends all the
way to the recycling center. So while consumers might see “supply chain” and
think warehouses and distribution centers, apparently, some industry execu-
tives believe it includes your home, too.!’

| )

Spin: Spychips Will Keep Babies Safe in Hospitals

That’s a diaper full of nonsense. Baby-snatching from healthcare facilities is
actually extremely rare. According to a January 2003 report by the National
Center for Missing & Exploited Children (NCMEC), out of approximately 4.2
million births per year at 3,500 birthing centers in the United States, abduc-
tions by non-family members are estimated at between 0 and 12 children per
year. Of those, the baby is reunited with mom 95 percent of the time.!8

Ironically, relying on RFID to prevent baby abductions could actually end
up making a rare occurrence even more likely. Once hospital staffers rely on
computer systems to track the human inventory in their care, they are likely to
become less vegilant. According to the NCMEC, most abductions occur in

© larger, more impersonal hospitals.!®
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Spin: Once People Understand the Technology, They No Longer Fear It

Not so fast. We have spent a great deal of time studying the technology, and the
more we learn, the more concerned we are. Even Ph.D. engineers who are experts
on RFID have expressed concerns. Ari Juels, Ronald Rivest, and Michael Szydlo,
three well-respected engineering and security experts who developed the “block-
er tag” to mitigate RFID privacy risks, recently wrote, “The impending ubiquity
of RFID tags . . . poses a potentially widespread threat to consumer privacy. . ..
Researchers have recognized the RFID privacy problem for some time. . . 20

Spin: RFID Will Save You Time and Money

Even if it saves you a minute here and a few cents there, the savings won’t be
earth-shattering, though the side effects will be. Procter & Gamble itself
admits that the promise of time savings from RFID “may all appear to be a bit
exaggerated and useless. At the end of the day it will save us only a few min-
utes.”?! Rather than universal cost savings, consumers are more likely to see
variable prices. This could spell huge price increases for some shoppers—par-
ticularly the poor and those who enjoy bargain shopping.

Spin: We Have No Interest in the RFID Tag aftér Sale

Pure hogwash. The proof is in the large number of patent applications by
major industry players that propose tracking live RFID tags after purchase. As
we discussed, one patent application by IBM even proposes using RFID tags
embedded in everyday objects to track persons of interest in public areas such
as “shopping malls, airports, train stations, bus stations, elevators, trains, air-

planes, restrooms, sports arenas, libraries, theaters, [and] museums.”??

BACKED AGAINST THE WALL:

DEeSPERATE TIMES CALL FOR DESPERATE MEASURES

When it became clear that consumers weren’t buying the stock sound bites,
RFID proponents were forced to ratchet up their tactics. Soon spin was sup-
plemented with “slurs” as the industry stepped into the ethical gray zone in
pursuit of their goals.
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On December 17, 2003, Katherine received an e-mail from the Grocery
Manufacturers of America (GMA), a group that, according to its website,
serves the interests of the food, beverage, and consumer products industry
through efforts to “influence public policy” and “communicate industry posi-
tions to the media and the public.” Their membership list reads like a who’s
who of the world’s spychippers, and their support of the RFID initiative is well
known. What is less well known are the tactics the organization uses to
achieve its aims, including an attempted smear campaign.

According to e-mail evidence, a GMA employee e-mailed Katherine to
request a copy of her bio, “for our sources.” Katherine found the request
unusual and responded by requesting further information. To her great sur-
prise, the following day, she received a message that was clearly intended for

someone else:

I don’t know what to tell this woman! “Well, actually we’re trying to see if

you have a juicy past that we could use against you.”*

Concerned, Katherine requested an explanation from C. Manly Molpus,
the CEO of GMA, and James Kilts, who in addition to being the chairman of
GMA just happens to be the CEO of Gillette. Molpus issued an apology for
the e-mail, explaining that the comments were made by an intern and were a
“youthful indiscretion.” He added, “Her request for a copy of your bio was
simply part of a normal effort to obtain information about those who lead
organizations with an interest in industry issues.” However, GMA spokesman
Richard Martin was later forced to admit that Katherine was the only person
the organization had contacted.??

The incident quickly hit the headlines, and the press coverage was
scathing. “Errant e-mail shames RFID backer,” proclaimed Wired News.?*

* Copies of the GMA e-mail exchanges are available at the Spychips website at
www.spychips.com/press-releases/gma.html.
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“Digital blunder exposes ‘dirty trick’ in RFID war,” said CNET Network’s
online news site Silicon.com.?> “Grocery manufacturers apologise [sic] to
anti-RFID activist over slur,” wrote Australia’s Sydney Morning Herald.?s

Bloggers had a field day, calling it a “smear campaign” and proclaiming
that “RFID’s intentions are as invasive and bad as the critics make them out to
be.” Activists everywhere shuddered.

Whether or not the e-mail was the start of an organized effort to discredit
our efforts, we may never know. But even after the GMA backed down, other
RFID players continued to sling mud in our direction. Here are a few of the

more outrageous slurs we’ve had to deflect.

Slur: RFID Opponents Like Katherine Albrecht Are “Confused”
One of our favorite slurs comes from Dr. Cheryl Shearer, IBM’s own global
leader of business development for émerging markets. She characterized
Katherine as “confused” and attempted to discredit her in an interview with
ZDNet, a major online technology publication: “Katherine Albrecht has some
sort of weird thing in her mind that helicopters might descend and follow
you, I mean how low are these things going to fly?”27

For the record, we have never proposed that helicopters would be used to
track RFID tags. After all, why use a helicopter when IBM has developed far
more efficient, earthbound ways to track consumers? As detailed in their
patent application, IDENTIFICATION AND TRACKING OF PERSONS USING ‘RFID
TAGGED ITEMS, IBM has developed an invasive “person tracking unit” that
looks plenty effective.?

Perhaps'Dr. Shearer needs help with her own apparent confusion. The
“weird things” appear to be in the minds of Dr. Shearer’s very own IBM col-

leagues who have developed such sophisticated ways to abuse RFID.

Slur: RFID Opponents Are “Fringe” ' )

Derren Bibby, chief technologist at British IT strategy firm Noblestar and a
zealous RFID proponent, called CASPIAN “'so_me kind of fringe group in
America” in his keynote address at the fall 2004 